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Abstract
The grouping of various interconnected devices along distinct applications leads the Internet of Things (IoT) 
to more vulnerability to security threats that affect the security of the data. Thus, Intrusion Detection Systems 
(IDS) are needed for IoT to mitigate cyber threats. A proven performance is offered by the deep learning mod-
els in detecting network traffic, minimizing the effects of cyberattacks, and providing enhanced security to IoT 
devices. Thus, this paper aims the implementation of anomaly identification and network intrusion prevention 
in IoT systems. Three main steps are involved in the developed framework. The first step is to get the necessary 
data from the publicly accessible data source. Once the necessary data is collected, the best and most appropri-
ate weighted features are obtained from the input data. The optimal weighted features are obtained with the aid 
of a newly introduced Improved Gannet Optimization Algorithm (IGOA), which is responsible for optimizing 
the weight necessary to fuse the features to form the weighted fused features to assist in the upcoming intrusion 
detection procedure. To find the anomaly in the network, the weighted fused features are given as input to run 
via the Adaptive Deep Capsule Network (ADCapsNet). The generated IGOA is used to tune the hyper-parameter 
in the ADCapsNet framework to increase the detection performance. Then, the necessary actions are taken to 
prevent these intrusions from the network. In the end, the implemented model is evaluated by contrasting it with 
various traditional anomaly detection models.

Keywords  Intrusion detection · Internet of things · Anomaly detection · Adaptive deep capsule network · 
Intrusion prevention · Improved gannet optimization algorithm

Abbreviations
1DCNN	� One-dimensional convolutional neural network
ADCapsNet	� Adaptive deep capsule network
AUC​	� Area under curve
CEA	� Camellia encryption algorithm
CNN	� Convolutional neural network
DNN	� Deep neural network
DT	� Decision tree
DTCN	� Deep temporal convolutional network
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ESOA	� Egret swarm optimization algorithm
FDR	� False discovery rate
FFNN	� Feed forward neural networks
FL	� Federated learning
FNR	� False negative rate
FPR	� False positive rate
GAN	� Generative adversarial networks
GOA	� Gannet optimization algorithm
IDS	� Intrusion detection system
IGOA	� Improved gannet optimization algorithm
IIF	� Improved isolation forest
IoT	� Internet of things
KNN	� K-Nearest neighbors
LCNN	� Lightweight convolutional neural network
LSTM	� Long short-term memory
MCC	� Matthews correlation coefficient
MBO	� Mine blast optimization
MLP	� Multi-layer perceptron
NB	� Naïve bayes
NN	� Neural network
NPV	� Negative predictive value
OSMA	� Opposition slime mould algorithm
RandNN	� Random neural networks
SOM	� Self-organizing map
SVM	� Support vector machine
TPR	� True positive rate
VPN	� Virtual private network

1  Introduction

IoT has been broadly used in different applications ranging from transportation to healthcare and smart city appli-
cations. Thus, the popularity of IoT has risen in the past few years. These interconnected physical devices are 
termed as “things” in the IoT setting. Anomalies are widely present in the IoT system, which has to be mitigated 
to prevent the data from possible security threats. The anomalies in the IoT system are detected by means of an 
Intrusion Detection System (IDS). Usually, this task of anomaly detection or IDS is done in the IoT environment 
with the aid of deep learning techniques [1]. An illegal or harmful activity that is performed on the IoT system 
to cause issues for data availability, confidentiality, and integrity is called an IoT intrusion. The integrity as well 
as the confidentiality of the data that is being transmitted over the IoT system is maintained with the inclusion 
of encrypted and secure communication channels by incorporating a Virtual Private Network (VPN) system [2]. 
As a result of the occurrence of several intrusions, the security of the IoT system is prone to privacy risks. To 
prevent the occurrence of such activities, both cybersecurity as well as physical security have to be monitored 
continuously throughout the IoT environment [3]. Besides, an additional scheme to protect the privacy of the 
entire IoT system by means of thorough evaluation is required. This is because the number of cyberattacks in 
the IoT environment has grown significantly, and the motivation for these attacks is also higher nowadays [4].

However, conventional Information Technology (IT)-based privacy prevention schemes like signature-based 
anomaly identification are not suitable for IoT environments because of their massive structure, incorporation 
of various software as well as hardware, and their implementation in uncontrolled environments [5]. Thus, 
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the prevention and detection of intrusion both play a key role in the IoT system. Most of the IDS focus on 
detecting anomalies; however, none of them focus on preventing such intrusions, thus leading to less security 
and more vulnerability to the data [6]. As there are no defense schemes like Honeypot or Blockchain, intrud-
ers can easily attack the target nodes, thus resulting in reduced security in the IoT system [7]. Enhancing 
cybersecurity in such essential networks is an important task to achieve all over the world. Thus, the initial 
stage in developing a cybersecurity system will be the identification of possible intrusions [8]. The resource-
constrained nature, like the limited storage capacity, minimum battery life, and less computation of the IoT 
makes it difficult to execute an effective cybersecurity mechanism into its structure [9]. It is also noteworthy 
to mention the higher false positives and false alarms that are caused by the conventional IDS. These false 
rates make the existing IDS a complicated system to incorporate with the IoT system as the management of 
these IDS becomes a difficult task [10]. On a normal operation, IDS can generate hundreds of false alarms 
despite the fact that they are developed as a signature-based or anomaly-based system. This issue of higher 
false rates is seen in many existing network IDS [11].

Generally, resource-constrained devices use minimal processing efficiency with storage to execute specific 
tasks. Highly efficient and throughput-based Stream Processing Engine (SPE) techniques are commonly employed 
for the IoT–based devices for processing enormous and high-speed data in the network. Issues that arise due to 
spatial big data in resource-constrained devices are resolved by introducing cloud-based geospatial SPE techniques 
[38]. In resource-constrained devices, user-defined spatial observations are performed for transferring a certain 
set of rules to other cloud nodes. Throughput is termed as a major issue in the resource-constrained devices, 
which include the lightweight scheduling procedures with runtime measures. The cloud-based geospatial SPE 
techniques offer better support to large-scale devices by improving the throughput for accomplishing edge intel-
ligence. Moreover, the multi-access edge computing techniques have the efficiency to enhance the performance 
of offloading tasks in the edge servers. The edge computing model provides huge support to different applications 
like unmanned aerial vehicles, healthcare, autonomous vehicles, and also for security. In the resource-constrained 
device, an offloading technique named Scheduled Multi-agent Deep Reinforcement Learning (SMDRL) [39] is 
employed to offer better suggestions and discussions in the resource-constrained regions. Designing a virtual 
energy queue technique for edge computing models helps to increase the quality of experience in the network. 
The major goal of SMDRL is to resolve the service delay and also the consumption of energy. In edge intelligence 
technology, deep learning and edge computing models are employed to advance the performance of the network 
edge. TreeNet [40] is a deep learning-based resource-constrained device employed to minimize the validation 
cost for edge devices. Moreover, the complexities of the network are resolved by including the disjoint sub-tasks, 
which aid in reducing network complexity. The deep learning-based TreeNet technique accomplishes higher 
processing speed with minimal error than other resource-constrained devices.

Nowadays, deep learning and machine learning are used in various applications including network intrusion 
identification, anomaly identification, and intrusion prevention [12]. With the aid of certain machine learning 
models like K-Nearest Neighbors (KNN), Self-Organizing Map (SOM), Naïve Bayes (NB), Support Vector 
Machine (SVM), Neural Network (NN), and Decision Tree (DT), the features of the packets that are continuously 
evaluated [13]. This enhanced development in anomaly detection and pattern recognition tasks is possible as a 
result of enhancements in artificial intelligence technology [14]. With the help of this artificial intelligence tech-
nology, security against threats and cybersecurity are carried out in an enhanced manner. Deep Neural Network 
(DNN) is widely used in the task of identification and classification of data to perform anomaly based intrusion 
detection tasks [15]. Thus, deep learning-based IDS have to be developed for the IoT system to carry out real-time 
anomaly detection tasks. As a result of the complicated and resource-constrained nature of the IoT, conventional 
IDS are not enough to offer security to these IoT devices [16].

Cloud-based structure makes these machine-learning-based IDS a complicated thing because of their 
heterogeneous and widespread nature [17]. The network’s training is highly affected by issues like load bal-
ancing, higher consumption of bandwidth, and network resource congestion, which may lead to high latency, 
packet loss, traffic peaks, and transmission delays. All these problems make the machine learning-based IDS 
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a complicated task to achieve in the cloud-based environment, making the overall training infeasible. This is 
solved using deep learning technology. Thus, a deep learning-oriented IDS and intrusion prevention model 
for cloud-based IoT systems is developed in this paper.

The main objectives of this developed intrusion detection model are provided as follows.

•	 To generate an enhanced model for anomaly detection on IoT platforms using an advanced deep learning 
approach supported by heuristic techniques to provide enhanced protection on data against various mali-
cious intruders in IoT systems.

•	 To implement a heuristic approach called the IGOA to tune the parameters in the CapsNet framework and 
to tune the weights required to execute the weighted feature fusion process to assist in the accurate detec-
tion of the intrusion in the IoT system.

•	 To generate a deep learning approach called ADCapsNet to perform the binary classification task of 
anomaly detection to take preventive measures to mitigate the intrusions and anomalies effectively from 
the IoT network.

•	 To validate the performance offered by the executed anomaly detection and mitigation framework by compar-
ing its performance with various existing approaches.

This paper is arranged as follows. In Sect. 1, a detailed introduction to the topic of IDS and anomaly detection is 
provided. In Sect. 2, a concise review of various traditional anomaly detection frameworks and IDS is provided. In 
Sect. 3, the automatic anomaly detection and prevention framework using an optimized deep learning network for 
enhancing IoT network security is provided. The utilization of the weighted fused features for anomaly detection 
with the support of an improved optimization mechanism by analyzing the anomaly dataset is given in Sect. 4. 
The formulation of the deep learning-based anomaly detection and prevention for security enhancement in IoT 
networks is specified in Sect. 5. The results and discussion regarding the implemented technique are provided in 
Sect. 6. This work is concluded in Sect. 7.

2 � Literature Survey

2.1 � Related Works

In 2020, Ali et al. [18] have explored the presence of an attacker by validating the flow, user, and packet in a three-
tier Intrusion Detection and Prevention System (IDPS). The work aimed to detect the compromised devices by 
keenly evaluating the packets in the system. The validation of the IoT user in the first tier was done using routers 
by implementing the technique of encrypted signatures and RFID tags. Then, a type-II fuzzy filter was used in the 
second tier along with switches to validate the authenticity of the data packets. The crucial attributes from these 
packets were then obtained to carry out the classification task. The packets that did not match with one another 
were evaluated with the aid of controllers. The packets in the suspicious queue from these controllers were then 
classified. The implemented model was simulated on OMNeT + + while considering factors such as delay, traffic 
load, rate of intrusion detection, throughput, and failure rate.

In 2023, Sharma et al. [19] have utilized DNN to act as anomaly-based IDS in the IoT system. The DNN model 
makes use of the features obtained from the filters. The highly correlated features were provided to this DNN 
model. Then, the tuning of the parameters in this DNN model was done to increase its overall detection perfor-
mance. The implemented model was analyzed by the UNSW-NB15 dataset. With the utilization of this dataset, 
the executed model has attained around 84% detection accuracy. While on synthetic data generated by means of 
Generative Adversarial Networks (GANs), an accuracy of around 91% was attained.

In 2022, Saba et al. [20] have implemented anomaly-based IDS using a Convolutional Neural Network (CNN). 
These IDS utilized the power of IoT to perform the intrusion detection task by evaluating the traffic pattern in the 
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entire network. This model was capable of detecting any abnormality and intrusions by monitoring the network’s 
traffic. While carrying out experimentation of BoT-IoT and NID Datasets, the implemented IDS has achieved 
around 93% and 99.5% accurate outcomes, accordingly.

In 2023, Ntizikira et al. [21] have implemented IDS using Honeypot and Blockchain technologies. The latency 
in communication was reduced using an edge computing system. At first, the Camellia Encryption Algorithm 
(CEA) was used to perform a three-tier authentication process. The gathered data were pre-processed using 
min–max normalization at the gateway to minimize the complexity and redundancy of data. The pre-processed 
data were then protected using a signature-based encryption method. Then the pre-processed data were classified 
using the Improved Isolation Forest (IIF) approach to detect the presence of an anomaly. On the edge level, the 
Honeypot was used to attract suspicious data to determine the patterns of the attackers. The behavior of the suspi-
cious packets was classified using GAN, Lightweight Convolutional Neural Network (LCNN), and Multi-Layer 
Perceptron (MLP). After the detection of the anomalies, the prevention of these anomalies from attacking the IoT 
system was done by creating reports that were encrypted using the CEA technique. The HB-IDP was simulated 
on 3.26 (NS-3.26) and was evaluated to confirm its enhanced performance.

In 2023, Allah et al. [22] have implemented an IDS using Random Neural Networks (RandNN), Feed Forward 
Neural Networks (FFNN), and Long Short-Term Memory (LSTM). The complicated traffic patterns were handled 
using FFNN. The long-term dependencies in the traffic were captured using LSTM. The network data were learned 
using the RandNN framework. These frameworks provided essential security against several cyberattacks. The 
executed model was tested using the CIC-IoT22 dataset. The accuracy rate of 96.42%, 99.85%, and 99.93% was 
attained in detecting anomalies using RandFFNN, LSTM, and FFNN models, respectively.

In 2023, Sáez et al. [23] have implemented a framework to train various unsupervised structures to perform 
intrusion detection tasks on massive and distributed IoT and Industrial IoT (IIoT) systems. The overheads on the 
network and the isolation issues were tackled by implementing federated learning. This federated learning col-
laboratively trained the peers. The heterogeneity in federated learning was tackled by integrating an unsupervised 
device clustering approach with the federated learning pipeline. The executed model was executed and tested on 
a complicated network topology. This model was tested on real attacks that targeted the emulated devices.

In 2022, Pal et al. [24] have suggested a model to prevent and detect intrusions on the IoT ecosystem. The 
implemented scheme was an anomaly based IDS. The features that have a positive effect on the detection accu-
racy were initially identified by making use of a data filtering technique. This filtering technique has utilized the 
correlation coefficient to attain the best features. Then, by utilizing these features, the trust factor of the user was 
identified and classified using a classification approach. The implemented scheme on the NSL-KDD dataset has 
attained enhanced accuracy and reduced errors.

In 2022, Bacha et al. [25] have suggested a framework to thwart cyber attacks that arise in IoT environments. 
The suggested approach has utilized a dimensionality reduction approach to the features obtained from the data 
and has enhanced the performance of identifying the anomaly using the kernel principal component analysis 
mechanism. To perform the binary classification task, a kernel-based Extreme Learning Machine (ELM) was 
employed. Two benchmark datasets were utilized. Experimental outcomes proved the effectiveness of the executed 
scheme with respect to Area under Curve (AUC), specificity, F1-score, accuracy, and sensitivity.

2.1.1 � Anomaly Detection Using Federated Learning

In 2024, Ibrahim et al. [49] have recommended a novel technique named Hybrid Differential Privacy with Fed-
erated Learning (HDP-FL) to enhance the privacy of the data. The developed technique helped to overcome 
privacy issues by adjusting certain parameters. Later, various performance computations were performed in the 
recommended framework over classical techniques in terms of security and privacy. In 2024, Adi et al. [50] have 
designed a novel federated learning technique for the IoT environment. The developed federated learning technique 
helped to advance the privacy, trust, and security of IoT. Moreover, a lightweight smart contract was used with 
Proof-of-Authority (PoA)-aided blockchain with a Gaussian differential privacy approach. Multiple performance 
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measures were suggested to observe the network efficiency. In 2024, Wang et al. [51] have implemented novel 
technique named Reliable Federated Learning With Privacy-Preserving (RFLPP) for IoT. Here, a Lightweight 
network was employed to protect the private data, and also an optimization technique was employed to enhance the 
network accuracy. Further, the privacy preservation models helped to fulfill privacy-related needs. The efficiency 
of the developed model was verified using privacy-based techniques. In 2024, Zhang et al. [52] have recommended 
Deep Federated Scattering Fingerprinting Aided by Differential Privacy (DFSF-DP) to offer better data privacy 
in the distributed training phase. Initially, a wavelet scattering network was used to extract the required features, 
and also the federated learning model eliminated the demands from the validation resources. In the experimental 
outcomes, the developed framework accomplished superior privacy and security than the traditional techniques.

2.1.2 � Anomaly Detection Using Transformers

In 2024, Yao et al. [53] have implemented a new hybridized technique Partial Semantic Aggregation Vision 
Transformer (PSA-VT) for anomaly detection models. Initially, a pre-trained CNN was employed to acquire 
the local representation. Then, the feature reconstruction procedure was carried out through PSA-VT and then 
identified the anomaly was identified without any errors. In experiments developed model accomplished superior 
outcomes than others. In 2024, Kwon and Yu [54] have proposed Region-attentive Vision Transformer-based 
Autoencoder (RaViT-AE) to execute anomaly detection in images. In this phase, path projections were enhanced 
by applying the region attentive, which helped to learn the complicated patterns. In addition, a new loss function 
was considered for finding the higher-level semantic differences over the reconstructed and original images. The 
developed RaViT-AE gained superior results than conventional schemes in detecting the anomaly and offered 
robust outcomes. In 2024, Yao et al. [55] have designed a Dual-attention Transformer and Discriminative Flow 
(DADF) for the identification of anomalies. The DADF used a pre-trained network for collecting the multi-scale 
prior embeddings. Here, the ViT was employed with the dual attention procedures to accomplish local–global 
reconstruction. Moreover, the discriminative likelihood was maintained among the joint distribution in various 
scales. In experiments, superior outcomes were accomplished over prior schemes.

2.1.3 � Anomaly Detection Using GAN

In 2023, Li et al. [56] have implemented Dilated Convolutional Transformer-based GAN (DCT-GAN) for improv-
ing anomaly detection. The developed DCT-GAN was suitable for tracking the time series information. DCT-GAN 
was efficient in improving the generalization efficiency. In addition, a generator was employed to attain the coarse 
and fine generated information through a dilated CNN. Experimental findings showcased superior outcomes in 
DCT-GAN than other schemes. In 2023, Ibrahim et al. [57] have designed an efficient scheme, Ensemble Active 
Learning Generative Adversarial Network (EAL-GAN) for detecting anomalies. EAL-GAN used a single gen-
erator with different discriminators, and also the anomalies were identified through an auxiliary classifier. Here, 
the conditional GAN was employed to produce the balanced training data. In experiments, EAL-GAN gained 
superior results with a high performance margin. In 2024, Cheng et al. [58] have suggested Attention Anomaly 
Detection Generative Adversarial Networks (Att-ADGANs). Here, the GAN was considered with an encoder 
as well as decoder structure that supports to acquire the feature of normal distribution. Progressive distillation 
procedure was considered through Series-Knowledge Distillation GAN (S-KDGAN) for eliminating the perfor-
mance degradation. Analysis displayed that the suggested technique reduced the degradation issues and provided 
superior outcomes.

2.2 � Problem Statement

IoT is a creative technology based on computer applications that is used in multiple sectors like transportation, 
smart homes, industries, and healthcare with various sensors. IoT has grown visibly and become an essential part 
of life. More devices are connected to the device through the internet, which makes the internet more susceptible 
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to many cyber attacks. Hence, distribution is the main task to prevent user privacy. In the early research, multiple 
techniques were used to detect anomalies and prevent intrusion. Their importance and issues are determined in 
Table 1. Type-II fuzzy [18] has the capacity to process linguistic uncertainties and helps to create the member-
ship functions. However, it forms complications in time variability in the system. GAN [19] helps to solve the 
problems related to class imbalance in the dataset, but it makes the training slow and unstable, which leads to 
poor performance of the model. CNN [20] helps to enhance the IoT network security and performance. However, 
it takes much time to train the sequential data and requires a huge dataset to analyze the structure. The CEA 
algorithm [21] minimizes the difficulty present in the classification and feature extraction phase but takes more 
time for the encryption process. FFNN [22] has the capacity to handle difficult IoT networks, boost performance, 
and analyze the difficult non-linear correlation among the features. However, it has low performance in handling 
sequential data. FL [23] helps to train the large network of heterogeneous IoT devices, and it is not necessary to 
have human intervention. However, the process is more costly and difficult in a practical setting. Feature Engi-
neering [24] helps to find out the attributes to predict the intrusion but it is very slow and labour-intensive and 
needs much training. Kernel principal component analysis [25] reduces the dimension of the feature data and 

Table 1   Importance and issues in classical anomaly detection and intrusion prevention in the IoT networks

Author [citation] Techniques Advantages Complications Dataset Performance Measures

Ali et al. [18] Type-II fuzzy It has the capacity to 
process linguistic uncer-
tainties

It helps to create the mem-
bership functions

It forms complications 
in time variability in 
the system

Publicly available 
benchmark dataset

Delay, failure rate, traf-
fic load, throughput 
and detection rate

Sharma et al. [19] GAN It aids in overcoming class 
imbalance issues in the 
dataset

It makes the training 
slow and unstable, 
which leads to poor 
performance at the 
execution

UNSW-NB15 Accuracy 84%

Saba et al. [20] CNN It helps to enhance the IoT 
network security and 
performance

It takes a lot of time to 
train sequential data

It requires a huge 
dataset to analyze the 
structure

Publicly available 
benchmark dataset

Accuracy

Ntizikiraet al. [21] CEA algorithm It minimizes the difficulty 
present in the classifica-
tion and feature extrac-
tion phase

It takes an enormous 
time for the encryp-
tion procedure

UNSW-NB15 and 
BoT-IoT

Security analysis

Allah et al. [22] FFNN It has the capacity to han-
dle difficult IoT networks

It boosts the performance 
and analyzes the difficult 
non-linear correlation 
among the features

It has low performance 
in handling sequential 
data

CIC-IoT22 Accuracy 96.42%

Sáezet al. [23] FL It helps to train the large 
network of heterogene-
ous IoT devices

It is not necessary to have 
human intervention

The process is more 
costly and difficult in a 
practical setting

Traffic data MSE and RMSE

Pal et al. [24] Feature Engi-
neering

It helps to find out the 
attributes to predict the 
intrusion

It is very slow and 
labour-intensive and 
needs much training

NSL-KDD Accuracy 98.4%

Bachaet al. [25] kernel principal 
component 
analysis

It decreases the dimension 
of the feature data

It improves the perfor-
mance of anomaly 
detection

It is more costly for 
large datasets

It requires more com-
putation

Benchmark dataset Sensitivity, specificity, 
accuracy and Area 
under the curve
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enhances the performance of anomaly detection. However, it is more costly for large datasets and requires more 
computation. Therefore, to sort out the above-mentioned issues, the paper proposed an anomaly detection and 
intrusion prevention model by a deep learning approach in the IoT sector.

3 � Automatic Anomaly Detection and Prevention Framework Using an Optimized 
Deep Learning Network for Enhancing IoT Network Security

3.1 � IoT Network Model

A collection of interconnected devices that use internet technology to facilitate communication between these 
interconnected devices is called the IoT. IoT is a collection of distinct sensing devices, software, and other tech-
nologies that are used to establish communication with other devices within the network to obtain an efficient 
transmission of data. This IoT technology can be found its application in multiple fields such as the military, 
the healthcare sector, smart city applications, smart home applications, and so on. IoT devices consist of a vast 
number of sensors that are deployed in various places throughout the network to gather information regarding 
the surrounding environment or to gather information from the task they are assigned. Then these sensors will 
communicate the collected information to the Base stations (BS). From the BS, the information is spread by 
means of the internet to distinct users, servers, and other required parties. The information that is gathered from 
these sensors is also sometimes stored in the database for future use. The typical IoT network is shown in Fig. 1

3.2 � Security Challenges in IoT Network

Finding instances of data, groups, or incidents that move away from the usual pattern is the method of anomaly 
detection. Anything that differs from what is normal or what is anticipated is considered an anomaly. If the 
anomaly is not detected, it will result in the generation of faulty outcomes. Hence, anomaly detection is essential 
in various applications, which also suits well with IoT technology. In the past few decades, scientists have been 

Fig. 1   IoT network model
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automating this procedure with machine learning methods that aim to discover more effective ways to identify 
various kinds of anomalies. Anomaly detection is commonly employed in practice to identify suspicious activi-
ties, unanticipated prospects, or inaccurate data concealed inside the time series data. An unusual occurrence 
could point to fraud, criminal activity, network breach, or defective hardware in a system. There are numerous 
approaches to finding anomalies. However, machine learning techniques provide a solution for detecting them 
in an automated manner. Machine learning algorithms can be trained in a variety of strategies to find anomalies. 
When working with a labelled data set that distinguishes between normal and abnormal conditions, supervised 
machine learning approaches are most useful. Only recognized anomalies can be found using the supervised and 
semi-supervised approaches. However, almost all of the data lacks labels. Unsupervised anomaly detection algo-
rithms, which can recognize unusual or rare events automatically, may be used in such instances. It is possible 
to train a wide variety of machine learning methods to recognize anomalies. Density-based techniques, such as 
K-Nearest Neighbour (KNN) and IF, identify an anomaly by comparing its density as the outlier has a larger and 
denser structure than the typical dataset. Using methods such as K-Means Cluster (KMC), which is a cluster-
based anomaly detection method assesses the differences between every given point and clusters of related data 
to determine the anomaly. Based on relevant data, Bayesian network algorithms generate models to estimate the 
likelihood that an event will occur and then detect the major deviations from these prediction outcomes. A Neural 
Network (NN) is trained to anticipate an expected time series and then identify deviations from it. Each of these 
models can be applied to different scenarios and helps with anomaly identification. Models for automated anomaly 
detection are effective. Still, there are some difficulties. Scaling data infrastructure is necessary for handling 
anomalies with these machine learning approaches. Problems with the quality of the data can make anomaly 
detection less effective. Users may receive an abundance of misleading notifications from inadequate anomaly 
detection systems. Creating a reasonable baseline to account for common patterns that happen less frequently 
could take a while, which also has an effect on these machine learning models. Therefore, deep learning-based 
anomaly detection models are developed. One of the major problems in the development of the deep learning-
based anomaly detection model is the quality of the dataset that has been utilized to train the model. Normally, 
the dataset may have redundant data, data of distinct formats, an incomplete dataset, the presence of null values, 
distinct measurements and scales, and a dataset made with human errors. Thus, an efficient model for detecting 
the presence of an anomaly in the IoT environment has to be developed using deep learning approaches.

3.3 � Proposed Anomaly Detection and Prevention Model for Securing IoT Network

An innovative and simple network anomaly detection and intrusion prevention approach is implemented in the 
IoT-based environment with the utilization of deep learning techniques. Here, the CapsNet model is used as the 
basic building block of the executed anomaly detection model. In the primary phase of development, the essential 
data for training the suggested anomaly detection and intrusion prevention model is collected from various stand-
ard websites. These websites provide the dataset regarding various online anomaly events. The acquired data are 
then given for the feature extraction phase in which the most prominent and ideal set of features required for per-
forming the network anomaly detection and intrusion prevention task is obtained. The feature extraction process 
assisted in the minimization of overall process steps and thus reduced the burden on the final detection model. 
The feature extraction also saves computation time by eliminating irrelevant and redundant data and facilitates 
the implemented model with only the required and significant attributes. The extracted features from the dataset 
are further used for the weighted feature fusion procedure. Following the extraction of features, the optimization 
of the weights of the features is carried out. The major goal behind the optimization of weights in the features is 
the reduction in the difficulty of the task that is being performed. This also eliminates the possible occurrence 
of losses. The optimization of weights is carried out using the suggested IGOA. The optimized weights received 
after being processed by the suggested IGOA are then multiplied by the extracted features to generate weighted 
features. The weighted features are finally provided as a source for the executed ADCapsNet-based anomaly 

https://doi.org/10.1007/s44196-025-00940-2
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detection and intrusion prevention model. The enhanced ability of CapsNet to provide a detailed representation of 
the vectors makes it an ideal option for anomaly detection and intrusion prevention tasks in the IoT platform. The 
ADCapsNet utilizing the weighted features generates the final detected anomaly outputs. To boost the efficiency 
of the anomaly detection framework, the parameters such as the activation function, steps per epoch, and hidden 
neuron count are also optimized using the IGOA. The detected output is then utilized to take suitable preventive 
measures to prevent the occurrence of intrusion on the network. The architectural view of the executed anomaly 
detection and intrusion prevention model is depicted in Fig. 2.

In the developed framework, data regarding the IoT network components in the standard dataset are acquired 
for the analysis. Next, the collected IoT network data is passed to the feature extraction phase. Here, the significant 
features presented in the collected samples are extracted. Then, the weights presented in the extracted features 
are selected optimally through IGOA, where the weights are tuned optimally, which helps to enhance the relief 
score. Once the weights in the feature are selected optimally, and then the weighted features are offered to the 
anomaly detection phase. The developed framework used the ADCapsNet to classify the anomalies from the 
optimally weighted features. In ADCapsNet, different parameters such as activation function, steps per epoch and 
hidden neuron counts are tuned through IGOA. Here, the parameter tuning in ADCapsNet supports to maximize 
the MCC and accuracy and also effectively minimizing the FNR for providing more precise anomaly detection 
outcomes. Later, from the anomaly-detected outcomes, intrusion prevention procedures are carried out to mitigate 

Fig. 2   Architectural view of 
the executed deep learning-
based anomaly detection and 
intrusion prevention model
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the intrusion from the IoT network. Finally, the intrusion prevention outcome is obtained from the developed 
framework.

4 � Weighted Fused Features for Anomaly Detection with the Support of an Improved 
Gannet Optimization Algorithm by Analyzing Anomaly Dataset

4.1 � Anomaly Detection Dataset: Description

The necessary data are gathered from distinct web pages. The collected data are represented by CDcol
cd

 , in which cd 
signifies the entire data count. The description of these datasets is given in Table 2.

4.2 � Existing Optimization Algorithm: GOA

The algorithms that are deployed by considering the hunting activities undertaken by the gannet while searching and 
attacking the fish serve as the inspiration behind the development of the GOA [26]. Like most of the optimization 
algorithms, the GOA also has both exploitation and exploration phases. These two phases are further classified into 
four distinct modes, two for each phase. The diving mode in the U-shape and the diving mode in the V-shape come 
under exploration, whereas the arbitrary search and unexpected rotation come under the exploitation phase. Gannets 
are water birds that have a high liking for fish. Gannets usually search for food by flying at higher altitudes. When a 
fish is spotted by the gannet, it informs the entire flock about the presence of prey. Then, the gannet flock will create 
an array in a semi-circular or straight form to capture the prey. Then the gannets will dash into the water at high speed 
and try to capture the fish. The enhanced swimming ability of the gannet will assist it in capturing the fish inside the 
water body. As the gannets are capable of diving for longer distances even after the disappearance of their dive power, 
the gannets have a higher rate of success in hunting. The initial process in the GOA is the arbitrary initialization of the 
gannet population. At this stage, the feasible solution is considered to be the global optimal solution. The population 
matrix of the gannets is provided in Eq. (1).

(1)A =

⎡⎢⎢⎢⎢⎢⎢⎢⎣

a1,1 ⋯ a1,c ⋯ a1,C−1 a1,C
a2,1 ⋯ a2,c ⋯ a2,C−1 a2,C
⋮ ⋮ ⋮ ⋮ ⋮ ⋮

⋯ ⋯ ab,c ⋯ ⋯ ⋯

⋮ ⋮ ⋯ ⋮ ⋮ ⋮

aB−1,1 ⋯ aB−1,c ⋯ aB−1,C−1 aB−1,C
aB,1 ⋯ aB,c ⋯ aB,C−1 aB,C

⎤⎥⎥⎥⎥⎥⎥⎥⎦

Table 2   Dataset description on the gathered anomaly detection dataset

Sl. No Dataset name Availability Description

1) “CICIDS 2017 KNN” “https://​www.​kaggle.​com/​code/​saqla​inhus​sains​hah/​
cicids-​2017-​knn/​data access date: 2023–12-20”

The benign and most recent common intrusions are 
included in this dataset, which closely reflects actual 
data

2) “NSL-KDD dataset” “https://​www.​unb.​ca/​cic/​datas​ets/​nsl.​html access date: 
2023–12-20”

One data set that is proposed to address some of the 
KDD'99 data set's inherent issues is NSL-KDD. 
There are eight data files in this dataset

3) “Kddcup99” “https://​datah​ub.​io/​machi​ne-​learn​ing/​kddcu​p99 access 
date: 2023–12-20”

A total of 24 training intrusion types are present in the 
datasets, with an additional 14 types of stand-alone 
test data present in this dataset

https://doi.org/10.1007/s44196-025-00940-2
https://www.kaggle.com/code/saqlainhussainshah/cicids-2017-knn/data
https://www.kaggle.com/code/saqlainhussainshah/cicids-2017-knn/data
https://www.unb.ca/cic/datasets/nsl.html
https://datahub.io/machine-learning/kddcup99
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In Eq. (1), the location at which the bth gannet will be available is represented by the term ab . The location at which 
a gannet is present in the search space can be computed with the aid of Eq. (2).

In Eq. (2), the search space’s highest limit set in the dimension c is represented by the term ab,c , the search space’s 
minimum limit set in the dimension c is indicated by the term Ec , the population of gannets present in the population 
is denoted as B , size of the problem’s dimension is indicated as C , and an arbitrary within [0, 1] is represented by 
the term d1 . An addition matrix called the memory matrix denoted by the term F is generated in the GOA after the 
initialization of the population. At first, the value of the population matrix A is assigned to this memory matrix. Then, 
this memory matrix will keep a record of the location of the gannets in every iteration. The fitness of the gannet’s 
position in both the population matrix and the memory matrix is determined. If the fitness of the memory matrix Fb 
is more than the population matrix that is generated at present Ab , then the value of Ab is replaced by Fb . Or else, the 
values in the A will be utilized.

Exploration: In this phase, the behaviours utilized by the gannet while searching for fish in the water bodies 
are modelled mathematically. At first, the gannets will have a flight of around 10 m in height in the air to spot fish 
in the water bodies. After detecting a prey, the gannets will dive into the prey’s position at high speed by utiliz-
ing either of the two dive modes as mentioned earlier. In U-shaped dive mode, the gannet will have a longer and 
deeper dive into the water, whereas in V-shaped dive mode, the dive will be shallower and of shorter length. The 
selection process between the two diving modes is given by Eq. (3).

This is computed with the aid of Eq. (4).

In Eq. (4), the term g indicates the ongoing iteration of the GOA, and the maximum limit of iteration count in 
the GOA is represented by the term EG . The parameter f  is determined using Eq. (5), which demonstrates the 
U-shaped diving mode.

In Eq. (5),d2 specifies the variable that is generated randomly within the limit [0, 1] . Parameter h values are 
computed as given in Eq. (6), which demonstrates the V-shaped diving mode.

In Eq. (6), d3 represents the variable that is generated randomly within the limit [0, 1] . The same weight is 
provided to the chance in which the gannet will select the diving mode to capture the prey under the water. Since 
equal probability is assigned to these two diving modes, a new parameter i is generated at random to choose 
between these two diving modes arbitrarily. Once the diving method is determined, the process of updating the 
location of the gannets based on these diving patterns will take place. The process of updating the location of 
the gannets with respect to the type of diving mode being utilized is formulated mathematically with the help 
of Eq. (7).

(2)ab,c = d1 ×
(
Dc − Ec

)
+ E; b = 1, 2, ...,B; c = 1, 2, ...,C

(3)H(a) =

{
1

�
∗ a − 1 a ∈ (�, 2�)

−
1

�
∗ a + 1 a ∈ (0,�)

(4)e = 1 −
g

EG

(5)f = 2 ∗ cos
(
2 ∗ � ∗ d2

)
∗ e

(6)h = 2 ∗ H
(
2 ∗ � ∗ d3

)
∗ e
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In Eq. (7), the location of the bth gannet is denoted as Ab(e) . The term j1 indicates an arbitrary parameter within [
−f , f

]
 . The term k1 indicates an arbitrary parameter within [−h, h] . The value of j2 in Eq. (7) is computed and 

validated by Eq. (8).

In Eq. (8), the location of the gannet, which is picked arbitrarily in the present iteration for the current popula-
tion is denoted as Ad(e) . The value of I in Eq. (8) is computed using Eq. (9).

In Eq. (9), d4 indicates the arbitrary variable within [0, 1] . k2 Value in Eq. (7) is computed by Eq. (10).

In Eq. (10), the mean location of the gannet is denoted by Al(e) . The value of J in Eq. (10) is considered by 
Eq. (11).

In Eq. (11), d5 indicates a random variable among the limits [0, 1] . The mean location of the gannet in the cur-
rent population is calculated on the basis of Eq. (12).

Exploitation: Once the gannet dives into the water, it has to capture the fish spotted by it when it is in flight. 
However, the fish uses various turning movements to flee from the gannet. Then the gannet will chase the fish 
in the water at high speed. These processes are provided in the exploitation phase of the GOA. A huge amount 
of energy in the gannet is spent on the exploration phase in search of the fish. Thus, the gannet is left with less 
energy. The energy capacity of the gannet thus has to be determined. The energy capacity of the gannet, which 
helps to determine the ability of the gannet to capture a fish, is given by Eq. (13).

In Eq. (13), the value of L is computed by Eq. (14).

In Eq. (14), the term m denotes the speed at which the gannet enters the water while ignoring the water resist-
ance. The value of m is taken as 1.5m∕s . The term O in Eq. (14) indicates the gannet’s weight, which on average 
is considered to be as 2.5 kg . The term N in Eq. (14) is computed through Eq. (15).

(7)Fb(e + 1) =

{
Ab(e) + k1 + k2 i <

1

2

Ab(e) + j1 + j2 i ≥
1

2

(8)j2 = I ∗
(
Ab(e) − Ad(e)

)

(9)I =
(
2 ∗ d4 − 1

)
∗ f

(10)k2 = J ∗
(
Ab(e) − Al(e)

)

(11)J =
(
2 ∗ d5 − 1

)
∗ h

(12)Al(e) =
1

B

B∑
b=1

Ab(e)

(13)K =
1

L ∗ e2

(14)L =
O ∗ m2

N
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In Eq. (15), the term d6 denotes randomly generated parameters within [0, 1] . The value of e2 in Eq. (13) is 
computed with the formula given in Eq. (16).

If the value of Eq. (16) is high, then the possibility of the gannet capturing the fish will also be high. But, as 
time increases, the energy in the gannet will gradually deplete. This leads to a reduction in energy capacity, thus, 
more chances are there for the fish to flee from the gannet. When the gannet is at a location where the prey is 
within the catchable proximity, then the gannet will utilize the immediate turn to obtain the fish. If not, then the 
Levy movement is utilized to find other fish. This process is mathematically formulated with the aid of Eq. (17).

The term n in Eq. (17) denotes a constant whose value is taken as 1
2
 , and the ideal candidate (gannet) is repre-

sented by the term AM(e) . The value of Δ in Eq. (17) is computed using Eq. (18).

The value of the term Q in Eq. (18) is computed using Eq. (19).

In Eq. (19), the term P indicates the Levy flight function, which is calculated as given in Eq. (20).

The terms � and � in Eq. (20) represent two arbitrarily generated variables within [0, 1] , and � indicate a con-
stant on value 1.5 . The value of � in Eq. (20) is computed using Eq. (21).

The GOA is an iteration-based procedure. At first, the solutions are selected randomly. Then, on every iterations 
the location of the gannet will be updated. Two methods of position updates are available in both the exploitation 
and exploration phases of the GOA. Equal weightage is provided to the position update in the exploration phase 
by utilizing any one of the diving modes. In the exploitation phase, the location update is dependent on the energy 
capacity of the gannet. However, equal weightage is given to the exploitation and exploration phases, and either 
of the two phases will be executed in all iterations. This process keeps on iteration till the end condition is met. 
The pseudocode of the GOA is provided in Algorithm 1.

(15)N =
2

10
+
(
2 −

2

10

)
∗ d6

(16)e2 = 1 +
g

EG

(17)Fb(e + 1) =

{
AM(e) +

(
Ab(e) − AM(e)

)
∗ Q ∗ e K < n

e ∗ Δ +
(
Ab(e) − AM(e)

)
+ Ab(e) K ≥ n

(18)Δ = K ∗ ||Ab(e) − AM(e)
||

(19)Q = P(C)

(20)P(C) =
1

100
×
� × �

|�| 1�

(21)� =

⎛⎜⎜⎜⎝

Γ(1 + �) × sin
�
��

2

�

Γ
�
1+�

2

�
× � × 2

�
�−1

2

�

⎞⎟⎟⎟⎠

1

�
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4.3 � Proposed Optimization Algorithm: IGOA

The process of detecting anomaly detection is a tedious and time-consuming process as the quantity of data that 
needs to be handled by these detection models is high. But, for real-time implementation of these anomaly detec-
tion frameworks, it is essential to make the detections in a quick manner. The slower processing of these anomaly 
detection frameworks is due to the presence of various hyperparameters within these deep learning models. 
Therefore, there is a need to optimize these hyperparameters within the anomaly detection model. Thus, heuristic 
optimization schemes are introduced into the system. In this work, the GOA algorithm is selected and updated 
to optimize the hyperparameters such as hidden neuron count, activation function, and steps per epoch in the 
CapsNet model used for anomaly detection. The GOA is selected in this work because of its enhanced feasibility 
and enriched performance on several complicated optimization problems. However, the conventional GOA takes 
more time to converge due to the presence of more random variables. Thus, in the IGOA, these variables are 
amended. The IGOA algorithm is executed by amending the value of random parameters d1 in the conventional 
GOA using an adaptive concept. The iteration count has a major impact on the process of upgrading this random 
value. The adaptive concept that is used for upgrading this random number d1 is given by Eq. (22).

In Eq. (22), the term g denotes the current iteration and G represents the highest iteration. The value of d1 in 
the conventional GOA is in the range [0, 1] . The value of d1 in Eq. (22) is used to amend the value of d1 in Eq. (2).

4.3.1 � Superiority of the IGOA with Other Optimization Algorithms

Generally, various optimization techniques are employed widely for tuning the parameters in the deep learning 
model and offer better outcomes in different classes. In the developed anomaly detection and intrusion prevention 
model, IGOA is employed to enhance the overall network efficiency by improving the security. When comparing 
with different optimization techniques such as Mine Blast Optimization (MBO) [31], Egret Swarm Optimization 
Algorithm (ESOA) [33], Opposition Slime Mould Algorithm (OSMA) [32], and GOA, the proposed IGOA has 
attained better performance that has been theoretically explained as follows. MBO [31] is efficient in offering 
better outcomes by analyzing the performance of the overall network. MBO is capable of offering quick conver-
gence and also minimize the risks by improving the random search ability. Yet, the MBO requires tackling the 
multi-dimensionality issues that arise in the network. Moreover, its interaction process is complicated among 
the parameters. These kinds of issues that arise in the MBO affect the overall network efficiency in the complex 
classes. OSMA [32] is a nature-based technique efficient in tackling real-world complications, and also it includes 
simple implementation procedures. OSMA is efficient in tackling the vanishing gradient issues and also provides 
good advancements in the exploitation and exploration phase. However, it finds more issues in finding the global 
optimal outcomes in the search spaces due to local optimal trapping issues. Premature convergence issues gener-
ate more trouble while finding the optimal solutions in the search space. Moreover, they face more complications 
while performing the higher-dimensional optimization tasks. In addition, the developed framework used the 
ESOA [33], which is efficient in providing better balance in the search spaces and also offers good adaptability. 
Accomplishing higher adaptability helps to suitable in wide range of applications. Furthermore, its adaptability is 
higher in the complex search spaces, which helps to eliminate the local optimal issues. But, diversity issues arise 

(22)d1 = −g ∗

(
(−1)

G

)
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in the ESOA minimized the exploration and also it can easily get trapped while finding the local optima solutions. 
Classical optimization techniques are prone to slow convergence and also take more time to identify the global 
optimal solutions. GOA [26] has a simple structure to implement, and it is also efficient to use with a wide range 
of applications. Its global search efficiency is good, along with higher adaptability in various domains. Yet, GOA 
is required to eliminate the convergence issues that arise while handling the binary optimization issues. To rectify 
several issues that take place in the network, random numbers in the network are improved by a novel concept. 
The newly designed concept is named as IGOA, which is capable of tackling the premature convergence issues 
that support exploring a huge solution space under multiple populations. Moreover, it improves the robustness as 
well as adaptability in the modifying environments. In addition, the problem-solving tendency of the developed 
IGOA is improved for handling a wide range of constraints. The developed IGOA provides reliable outcomes 
by eliminating the premature convergence under multiple runs with various population counts. Attaining faster 
convergence supports eliminating the validation overhead issues that arise while finding the optimal solutions 
by considering the complex issues. IGOA is capable of resolving the risks and also supports for better decision 
making by adapting the dynamic environmental conditions. Thus, employing IGOA in the developed anomaly 
detection and intrusion prevention scheme helps accomplish better outcomes in the changing environment and 
also protects sensitive information from attackers.

https://doi.org/10.1007/s44196-025-00940-2
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The pseudocode of the IGOA is provided in Algorithm 2.
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In the initial step iterations, populations and problem dimensions of IGOA are allocated. Next, the initial posi-
tions of the gannets are provided; along with their memory matrixes are validated. Later, the fitness for the popu-
lation and stopping criteria are assigned. In IGOA, the random numbers d1 presented in the bound [0, 1] are 
improvised by the novel concept offered in Eq. (22). Here, the random numbers are updated by considering the 
current iteration and the highest iteration, which helps to enhance the random numbers d1 . Next, the condition 
1

2
< rand is used to verify the performance. In case the condition 1

2
< rand is not fulfilled then the condition (

1

2
≤ i

)
 is used to fulfill. In case, the condition 

(
1

2
≤ i

)
 fulfilled then the positions are improved through V diving 

modes else U diving mode is takes place according to Eq. (7). In case, the above mentioned condition is fulfilled 
then it moves towards the condition 2

10
≤ n , which utilize the immediate turning process for the updating of gannet 

position through Eq. (17) higher order else lower order is used to carry out the position updating. Later, the fitness 
functions of the memory matrixes are revaluated and also the overall fitness of the network is validated. Finally, 
optimal solutions are taken as the outcome. Here, the developed IGOA helps to obtain the optimal outcomes such 
as optimized weights, optimized hidden neurons, activation function and steps per epoch. Here, the validations 
are carried out for multiple run times to accomplish the optimal outcomes. Once the optimal outcomes are 
obtained from IGOA, then, the termination process is carried out, which stops the entire process.

The flowchart of the IGOA is provided in Fig. 3.

4.4 � Weighted Feature Fusion with Proposed IGOA

The collected raw data CDcol
cd

 are considered for the feature extraction process. The extraction of the most viable 
features assists in the minimization of the overall detection process. Thus, it is essential to obtain the crucial 
features from the collected data. Feature extraction procedures are performed to analyze the information presented 
in each pixel for identifying the color distribution, corners, and edges. In the feature extraction phase, redundant 
information, incomplete data, and noise presented in the input samples are eliminated successfully. In this phase, 
input samples are converted into a minimal dimensional representation, which provides a high focus on the 
essential information and then filters out the noisy components by preserving the significant features presented 
in the input samples. Here, the random noises are filtered out by preserving significant information like texture 
and edges. Eliminating the noises from the input samples helps to minimize data complexity by preserving the 
edges. Reducing the noise from the input samples helps to enhance the system's robustness and also tackles the 
dimensionality issues that aid in avoiding the overfitting issues as well as reducing the validation cost. Once the 
required features are extracted then they are presented as EFfea

ef
 . The weights from the extracted features are opti-

mally selected by IGOA. The optimally selected weights are indicated as OWGOA
ef

 . Then, these weights are mul-
tiplied by the extracted features to obtain the weighted features. The process of obtaining the weighted features 
is given by Eq. (23).

In Eq. (23), WFFuse
ef

 the obtained weighted features. The main goal behind the optimization of the weights is 
given by Eq. (24).

The term oe1 in Eq. (24) indicates the objective function of the optimization problem. As provided in Eq. (24), 
the main goal behind the optimization of the weights by the IGOA is the enhancement of the relief score. In 
Eq. (24), the term RF indicates the maximized relief score. The weights for weighted feature formation are tuned 
using the IGOA within the limit [0.01, 0.99] . The relief score RF is given by the process of ranking features in 

(23)WFFuse
ef

= EF
fea

ef
∗ OWGOA

ef

(24)oe1 = arg min{
OWGOA

ef

}
(

1

RF

)
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Fig. 3   Flowchart of the implemented IGOA
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a given set of features based on the scores provided to them and selecting the top most scored features for the 
feature selection process. The process of weighted feature fusing using the proposed IGOA is depicted in Fig. 4.

5 � ADCAPSNET: Adaptive Deep Capsule Network‑Based Anomaly Detection 
and Prevention for Security Enhancement in IoT Network

5.1 � Deep Capsule Network

A set of organised neurons that are arranged as capsules form the building block of the CapsNet [27]. 
The invariance obtaining characteristics irrespective of the orientation and transformation of the object is 
provided by the capsule’s length. Whereas, the data is reconstructed by making use of the features in the 
capsules that are capable of capturing the equi-variance by considering distinct variations. The vectors gen-
erated by the capsules of the CapsNet are of distinct angles but have the same magnitude. The features that 
are extracted from these inputs are represented by the vector’s alignment in the CapsNet. Thus, the spatial 
hierarchical relationships are effectively extracted by means of the CapsNet’s vector representations. The 
main advantage of utilizing the CapsNet for the detection task is its minimized requirement of the number 
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of layers for performing the allocated task. The conventional neural network utilizes additional layers when 
enhanced accuracy is required. However, in CapsNet, the accuracy is attained by nesting the layers inside 
individual layers. The capsule in the CapsNet is the representation of the input information. The resultant 
vector from a capsule of the CapsNet is provided to the next layer to make the connection with a suitable 
parent capsule. Let us consider that the oth capsule will generate an output as represented by the term qo . The 
term qo indicates the features that are extracted by the oth capsule in the CapsNet. A transformation matrix 
Sop is applied to the input qo to transform it to determine the parent capsule p ‘s prediction vector T̂p|o . The 
transformation process is given by Eq. (25).

In Eq. (25), the term o indicates the lowest layer in the CapsNet, and the forecast vector of the output of 
the capsule at this level p is represented by the term T̂p|o . The transformation matrix (weight matrix) Sop is 
obtained in the network’s back-propagation process. The weighted total of the entire prediction vector qp|o 
is represented by the term Rp . With the aid of the dynamic routing approach, the coupling coefficient rop is 
determined. The level up to which the oth capsules agree with the neighbouring capsule p is provided by this 
coupling coefficient term. The Softmax function, when performed on the comparison score, uop is used to 
compute the value of the coupling coefficient rop . The comparison score uop is obtained by combining the 
characteristics of the features with the probability rather than combining the likelihood from every neuron 
in the CapsNet. The process of obtaining the coupling coefficient rop is given by Eq. (26).

In Eq. (26), the term uop indicates the comparison score. This comparison score uop is obtained by com-
bining the likelihood and the feature properties of the capsule oth with its parent capsule p . The value of 
the comparison score is amended by means of a repetition process on the execution of the dynamic routing 
approach. The comparison score uop is estimated by utilizing Eq. (27).

The comparison score is determined by considering both the activity vector sp and the prediction vector 
T̂p|o . The squashing activation function is used by CapsNet. The activation function will be the maximum 
value when the resultant vector is a single value. When the resultant vector has a minimum value, then the 
activation function becomes equal to zero. A non-linear squashing is utilized to determine the value of the 
activity vector sp as given in Eq. (28).

In Eq. (28), the term Rp

‖Rp‖ indicates the prediction vector’s overall normalized weighted sum value and 

the vector lengths are normalized by the factor given by ‖Rp‖2

�1+Rp�2 . The hierarchical as well as spatial relation-

ships in the provided input are obtained by providing the information in one capsule to another by iteratively 
updating the values of the prediction vector and the coupling coefficient. Thus, efficient outputs are gener-
ated by the CapsNet with higher accuracy. The structural representation of Deep CapsNet is shown in Fig. 5.

(25)T̂p|o = Sopqo

(26)rop =
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5.2 � Developed ADCapsNet‑Aided Anomaly Detection and Intrusion Prevention

5.2.1 � Rationale on Choosing ADCapsNet

In recent years, various mechanisms have been employed to execute anomaly detection and intrusion preven-
tion. Among all the techniques, federated learning models are efficient in detecting anomalies and preventing 
intrusions that arise in the network. Yet, these techniques are prone to multiple issues that badly affect the 
overall efficiency of the network. Federated learning models need frequent communication over the partici-
pation devices and central server, which generates more complications in the resource-constrained scenario, 
such as IoT, edge computing models and so on. Moreover, managing the heterogeneity among the distributed 
network is challenging, and they are also prone to inaccurate outcomes and bias issues. In addition, data cor-
ruption issues arise in the network, which affects the global efficiency. Maintaining the security of sensitive 
information from attackers is complicated, and it leads to data breach issues. Moreover, it uses the limited 
validation power and reduced memory in the implementation phase, which leads to overfitting in the training 
phase. Henceforth, using the transformer-based techniques in anomaly detection as well as intrusion preven-
tion schemes leads to an increase in false positive results, and they also require enormous data to execute the 
training process. In some cases, handling the attack patterns is complicated, and it also affects the decision-
making efficiency of the network. Generating false positive outcomes leads to more wastage of resources 
and also security-related issues. Furthermore, the training process uses enormous time, which makes the 
implementation cost high. Misclassification issues lead to more losses in the network, and also understand-
ing the complicated patterns takes more time and also affects decision making. To tackle all these issues that 
arise in the prior framework, the developed framework aims to design a novel anomaly detection and intru-
sion prevention model using deep learning schemes. So, a novel framework, ADCapsNet is suggested in this 
research work, which is designed by tuning the parameters in CapsNet to accomplish more precise anomaly 
detection and intrusion prevention results without any biases or misclassifications.

The obtained weighted features WFFuse
ef

 are given as input to the ADCapsNet model. As the CapsNet provides 
a detailed representation of the vector, it is much more suitable for anomaly detection tasks. In the realm of 
anomaly detection, ADCapsNet emerges as a transformative solution, addressing and surpassing the limita-
tions inherent in existing models. Traditional approaches to anomaly detection often struggle with issues such 
as feature extraction inefficiencies, sensitivity to data variations, and limited generalization capabilities [34] 
[35]. To mitigate these limitations, DCapsNet offers a paradigm shift. This harnessing dynamic routing 
mechanisms and advanced feature representation techniques, DCapsNet not only overcomes these shortcom-
ings but also achieves unprecedented levels of accuracy and robustness. This paradigm shift in anomaly 
detection is driven by the innovative capabilities of CapsNet, which enable more effective modelling of 

Fig. 5   Structural representation of 
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complex data patterns and anomalies. As a result, ADCapsNet emerges as a powerful tool for anomaly detec-
tion tasks, capable of delivering superior performance and reliability compared to traditional methods.

However, the number of routing that takes place within the CapsNet due to the presence large number of inner 
loops makes the overall computation process a bit complicated. Also, the involvement of the hyper-parameters 
within the CapsNet makes the computation process much slower. Thus, the parameters in the Deep CapsNet are 
tuned using the implemented IGOA. This optimized IGOA-ADCapsNet model will then generate the anomaly-
detected outcome. The detected anomaly from the ADCapsNet-based anomaly detection model is considered for 
taking measures to prevent intrusions in the system. The practice of safeguarding the software and the hardware 
present within a network is known as intrusion prevention. It involves the process of continuously tracking the 
malicious activity on the network and taking appropriate action, such as notifying, blocking, or removing the 
offending equipment, when any intrusion is detected. Unlike conventional IDS, the Intrusion Prevention System 
(IPS) is more sophisticated, with the ability to inform administrators about the existence of harmful activity in 
the network. The IPS needs to be strong enough to scan the traffic without causing any interference to the normal 
working of the network. This IPS has to run quickly, just like many other network security solutions. By remov-
ing harmful traffic from the path before it reaches other security controls, an IPS not only enhances the efficiency 
of the network but also helps defend the network against various attacks. An anomaly-based IPS is used in this 
work. Here, the anomaly detected from the ADCapsNet-based anomaly detection model is utilized to determine 
the occurrence of intrusions on the system and take necessary actions to prevent their occurrence in the future.

5.2.2 � Discussion on Developed ADCapsNet Over Other Standard Models

This research work employs ADCapsNet for anomaly detection and intrusion prevention in the IoT network for 
the advancement of overall network security. Here, the developed ADCapsNet includes the potential of CapsNet 
as well as CNN, which helps to enhance the anomaly detection and intrusion prevention efficiency. In ADCap-
sNet, the capsule layer helps to collect the hierarchical relationship to enhance the robustness over a changing 
environment. CapsNet [27] is better at handling the hierarchical relation among the samples for providing a better 
understanding of anomaly detection. Its generalization is higher, and it also quickly encodes the required informa-
tion by maintaining robustness. Yet, these techniques lead to computational complications, which slow down the 
training phase and also demand more parameters to carry out the executions. Initial settings of the CapsNet lead 
to sensitive issues in the hyperparameter settings and also call for precise tuning in the training phase. In some 
cases, their scalability is Limited, and also decision-making is complicated. The CNN-based technique, such as 
1-Dimensional Convolutional Neural Network-Knowledge Distillation (1DCNN-KD) [44], is good in collect-
ing the required features without any human supervision and also their implementation procedures are simple. 
It eliminates the memory overhead issues and also has a quick access time. It faces more issues while handling 
the hierarchical structures as well as local patterns. Its implementation is expensive and also leads to overfitting, 
which leads to poor generalization. Thus, maintaining the explicitness in ADCapsNet is crucial for maintain-
ing the multi-level relationship among the nodes, and also it identifies the suitable deviations. The ADCapsNet 
helps to tackle the invariance issues while predicting the anomalies. The ADCapsNet identifies the anomalies 
by considering the reconstruction errors and also easily handles the class imbalance issues. ADCapsNet offers 
higher-dimensional outcomes in the complex regions. ADCapsNet is capable of providing superior robustness 
and also maintains robustness in the complex classes. ADCapsNet is efficient in handling the variations and 
offering better outcomes. Here, the adaptive concept is used in the ADCapsNet, which supports to rectify the 
gradient vanishing issues and also minimize the validation expense. Robustness of ADCapsNet is higher over 
various attacks by offering higher reliability. In addition, the false positive rates in the network are reduced in 
ADCapsNet to maintain a better relationship among the spatial information. Reducing the false positive rates 
helps to minimize the fluctuations over different attacks.

The illustration of the ADCapsNet-based anomaly detection and intrusion prevention approach is given in 
Fig. 6.
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In the developed ADCapsNet-based anomaly detection and intrusion prevention model, optimally weighted 
features WFFuse

ef
 are offered as the input. Once the inputs are given to the input layer of CapsNet, they are passed 

to the convolution layer, which collects the spatial and temporal features from the input samples. Moreover, 
the hierarchical features are learned to reduce the complication. Next, the samples are forwarded to the primary 
capsule layer, which is efficient in handling the spatial hierarchies and also enhances the robustness over 
attacks. Then, the features are subjected to a class capsule layer, which is efficient in handling the hierarchical 
relationship and also collects the spatial relationship among the objects as well as predicted classes. At last, 
these features are given to the softmax layer, which helps maintain the interpretability along with confidence 
for enhancing the prediction. This layer offers numerical stability during the training phase and ensures the 
dynamic routing. Further, at the outcome layer collected hierarchical relationship and spatial information are 
used to provide the final anomaly detection outcomes. From the outcome layer, anomaly-detected outcomes 
are attained and then by considering these data, the intrusion prevention process is carried out to obtain better 
results. Here, the developed ADCapsNet helps to accomplish better outcomes by tuning the parameters of 
ADCapsNet such as steps per epoch, activation function, and hidden neuron counts through IGOA, which 
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Fig. 6   Architecture of the implemented IGOA-ADCapsNet-based anomaly detection and intrusion prevention model
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supports to maximzie the MCC and accuracy and also reducing the FNR. Finally, more precise anomaly 
detection and intrusion prevention outcomes are attained from ADCapsNet.

5.3 � Objective of Developed ADCapsNet Model

There is a need to optimize the hyper-parameters in the CapsNet model to make the overall process much more 
efficient and accurate. Here, the activation function, steps per epoch as well and hidden neurons in CapsNet are 
tuned by IGOA. The process of tuning these hyper-parameters helps to boost the overall accuracy and Matthews 
Correlation Coefficient (MCC) in anomaly detection tasks and decreases the False Negative Rate (FNR) that 
arises in this anomaly detection process. This objective function is given by Eq. (29).

In Eq. (29),Af GOA
af

 denotes the tuned activation function, which is within the limit [1, 5] , oe2 specifies the objec-
tive function of the optimization problem, SpGOA

sp
 denotes the tuned steps per epoch, which is within the limit 

[10, 50] , mv denotes the maximized MCC value, rf  represents the maximized accuracy rate, and pl denotes the 
minimized FNR, and HrGOA

hr
 indicates the optimized hidden neuron count, which is within limit [5, 255] . The 

enhanced accuracy rate rf  is determined using Eq. (30).

The term ih denotes the true positives that are evaluated between the target and the detected outcome from the 
ADCapsNet, ib indicates the false positives, gb denotes the false negatives, and gh indicates the true negatives, 
respectively. The FNR pl is estimated with the support of Eq. (31).

The computation of MCC mv is determined using Eq. (32).

The term ih denotes the true positives that are evaluated between the target and the detected outcome from the 
ADCapsNet, ib indicates the false positives, gb denotes the false negatives, and gh indicates the true negatives, 
respectively.

5.4 � Detailed Description of Anomaly Detection and Intrusion Prevention

Deep learning-based anomaly detection and intrusion prevention techniques help to identify threats in the initial 
stages and also resolve data breaching issues in the network. Moreover, this section addresses the transparency 
of executing anomaly detection and intrusion prevention in the early stages with deep learning techniques. These 
kinds of techniques easily detect unknown threads and identify various attacks, and also their patterns in the initial 
stage help the entire system from data breaching problems.

5.4.1 � Step 1: Data Collection

In the initial phase, various data used for the validation are obtained from benchmark online resources.

(29)oe2 = arg min{
Af GOA

af
,HrGOA

hr
,SpGOA

sp

}

(
1

rf
+ mv + pl

)

(30)rf =
gh + ih

gh + ib + ih + gb

(31)pl =
gb

ih + gb

(32)mv =
gh ∗ ih − ib ∗ gb√

(ih + ib)(ih + gb)(gb + ib)(gb + gb)
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5.4.2 � Step 2: Optimal and Weighted Features Extraction

From the collected data, essential features are extracted, and also their weights are tuned optimally. Here, 
the weights are tuned within the bounds [0.01, 0.99] by the developed IGOA to obtain the optimal outcomes 
that help to reduce the errors by improving the relief score. In the developed framework, enhancing the relief 
score helps to allocate higher weights to the respective features, and then it is differentiated among various 
classes. Using optimal features for the validation helps reduce overfitting and also improves the training by 
selecting the most significant features.

5.4.3 � Step 3: Parameter Tuning in Anomaly Detection and Intrusion Prevention Model

The main objective of the developed ADCapsNet-based anomaly detection and intrusion detection model is 
to enhance MCC and accuracy by reducing FPR. In the developed ADCapsNet model, reducing FPR helps 
to reduce the error by enhancing decision-making about the anomalies. Several objectives of the developed 
technique are fulfilled by tuning the parameters of ADCapsNet, like hidden neuron count in the range [5, 255] , 
activation function in the bound [1, 5] , and steps per epoch in limit [10, 50] by IGOA.

5.4.4 � Step 4: Anomaly Detection and Intrusion Prevention Phase

Here, the ADCapsNet technique is used for anomaly detection and intrusion prevention, which is the enhanced 
version of the capsule network with parameter tuning that helps to enhance security by identifying the vul-
nerabilities and threats in the network. Moreover, these techniques identify the suspicious activities that take 
place in the network and warn the user through notifications. Here, the developed ADCapsNet detects the 
threads and malicious activities in the initial stages and also helps the user to protect sensitive information 
from attackers.

5.4.5 � Step 5: Performance Analysis on Developed Model

At last, various experimental computations are executed in the developed ADCapsNet-based anomaly detec-
tion and intrusion prevention models over multiple performance measures.

6 � Results and Discussion

6.1 � Experimental Setup

The implemented anomaly detection and intrusion prevention framework was designed using a heuristic-
aided deep learning approach and was implemented with the help of the Python platform. The model has 
utilized a total population count of 10, a total iteration count of 50, and a chromosome length equivalent to 
the number of features. The deployed anomaly detection and intrusion prevention framework was compared 
with other detection models such as Deep Temporal Convolutional Network (DTCN) [28], One Dimensional 
Convolutional Neural Network (1DCNN) [29], MobileNet [30], CapsNet [27], and conventional optimiza-
tion techniques like MBO [31], OSMA [32], ESOA [33], and GOA [26], respectively, to prove its enhanced 
efficacy than other existing methods. Various lightweight IoT-based compression techniques utilized for the 
validation were Sequence Lossy Compression Algorithm for IoT (SZ4IoT) [41], Optimized Common Fea-
tures Selection And Deep-Autoencoder (OCFSDA) [42], Granger Causality Inspired Graph Neural Network 
integrated with Efficient coviNet (GCIGNN-ENet) [43] and 1-Dimensional Convolutional Neural Network-
Knowledge Distillation (1DCNN-KD) [44]. Different intrusion prevention mechanisms employed for the 
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observation were Binarized Spiking Neural Network with Blockchain (BSNN-BC) [45], hybrid Honeynet 
deployed in Docker with Tuning Of fiRewall (H-DOCTOR) [46], Honeypot and Blockchain-based Intrusion 
Detection and Prevention (HB-IDP) [47] and Combine Counter Mode Algorithm on Blockchain (CCMA-BC) 
[48]. Different resource requirements for the developed anomaly detection and intrusion prevention model 
are given as follows in Table 3.

6.2 � Validation Indices

Various validation metrics used to examine the generated anomaly detection and intrusion prevention framework 
are listed in the following section.

a)	 The computation of False Positive Rate (FPR)ek follows Eq. (33).

b)	 Negative Predictive Value (NPV)wx is validated by Eq. (34).

c)	 The F1-score yc is determined with the help of Eq. (35).

d)	 The precision on is calculated using Eq. (36).

e)	 The specificity xu is validated by Eq. (37).

(33)ek =
ib

gh + ib

(34)wx =
gh

gh + gb

(35)yc =
2*ih

2 ∗ (ih + ib + gb)

(36)on =
ih

ih + ib

(37)xu =
gb

gb + ib

Table 3   Resource 
requirement on developed 
framework

Software requirements anaconda Version 3
pycharam Version 3.11

Hardware Requirements Random Access Memory (RAM) 8 GB
Version 11
Machine Windows
Read Only Memory (ROM) 500 GB
Processor i3

Libraries Operncv-Python
prettytable
matplotlib
tensorflow
keras
tflearn
numpy
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f)	 The sensitivity wk is evaluated by utilizing the formula provided in Eq. (38).

g)	 The False Discovery Rate (FDR)sy is calculated with the aid of Eq. (39).

(38)wk =
ih

ih + gb

(39)sy =
ib

ih + ib

(a) (b)

(c)

Fig. 7   Validation of convergence in designed anomaly detection and privacy prevention scheme regarding a Dataset 1, b 
Dataset 2, and c Dataset 3
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6.3 � Convergence Validation of the Executed Anomaly Detection and Intrusion Prevention Scheme

The convergence validation is conducted on the executed IGOA-ADCapsNet-based anomaly detection and pri-
vacy preservation scheme for validating the performance of the executed model while utilizing distinct existing 
optimization algorithms. The results regarding the convergence validation are illustrated in Fig. 7, corresponding 
to all three datasets that have been utilized for testing and training the model. On analyzing Fig. 7a, it is seen that 
the cost function of the executed IGOA-ADCapsNet-based anomaly detection and privacy preservation scheme is 
8.96%, 8.96%, 10.29%, and 11.59% higher than the GOA-ADCapsNet, ESOA-ADCapsNet, OSMA-ADCapsNet, 
and MBO-ADCapsNet algorithms, respectively, while considering the 30th iteration. When Fig. 7b is evaluated, 
it is observed that the cost function of the suggested IGOA-ADCapsNet-based anomaly detection and privacy 
preservation scheme is 4.62%, 4.62%, 8.82%, and 15.07% enhanced than the GOA-ADCapsNet, ESOA-ADCap-
sNet, OSMA-ADCapsNet, and MBO-ADCapsNet algorithms, respectively, while considering the 15th iteration. 
While considering Fig. 7c, the executed IGOA-ADCapsNet-based anomaly detection and privacy preservation 
scheme shows 6.06%, 8.82%, 12.68%, and 16.23% improved cost function than the GOA-ADCapsNet, ESOA-
ADCapsNet, OSMA-ADCapsNet, and MBO-ADCapsNet algorithms, respectively, at the 20th iteration. This 
analysis proves the enhanced convergence offered by the executed IGOA-ADCapsNet-based anomaly detection 
and privacy preservation scheme for all the datasets when compared with the other existing algorithms, making 
it an efficient model for detecting anomalies in the IoT network in a much faster manner.

6.4 � Heuristic‑Based Performance Analysis of the Generated Anomaly Detection and Intrusion 
Prevention Framework

The performance of the generated IGOA-ADCapsNet-based anomaly detection and privacy preservation frame-
work is analyzed by comparing it with certain traditional algorithms, and the resultant outcomes are depicted in 
Fig. 8. The performance of the generated IGOA-ADCapsNet-based anomaly detection and privacy preservation 
framework is evaluated for all three datasets. Performance measures, including the Type 1 and Type 2 measures, 
are considered for validation purposes. In this section, we are considering the MCC analysis results. For Dataset 1, 
the MCC value of the generated IGOA-ADCapsNet-based anomaly detection and privacy preservation framework 
is 4.01%, 13.6%, 14.47%, and 17.48% more than the GOA-ADCapsNet, ESOA-ADCapsNet, OMSA-ADCapsNet, 
and MBO-ADCapsNet algorithms, respectively, for a k-fold value of 300. Similarly, the MCC of the generated 
IGOA-ADCapsNet-based anomaly detection and privacy preservation framework is 4.09%, 9.42%, 14.48%, and 
20.03% better than the GOA-ADCapsNet, ESOA-ADCapsNet, OMSA-ADCapsNet, and MBO-ADCapsNet algo-
rithms, respectively, for a k-fold value of 100 for Dataset 2. The generated IGOA-ADCapsNet-based anomaly 
detection and privacy preservation framework has an enriched MCC value of 3.125%, 7.84%, and 12%, than the 
ESOA-ADCapsNet, OMSA-ADCapsNet, and MBO-ADCapsNet algorithms, for a k-fold value of 500 for Dataset 
3. However, a slight improvement in the GOA-ADCapsNet algorithm in the 500-fold is seen on dataset 3 valida-
tion than the suggested IGOA-ADCapsNet. This proves the second-best results produced by the GOA-ADCapsNet 
algorithm. However, while taking the validation on the whole, it is observed that the MCC provided by means of 
the generated IGOA-ADCapsNet-based anomaly detection and privacy preservation framework is higher, thus 
proving the ability to correctly predict both the classes (anomalous and non-anomalous) by the generated model 
than existing algorithms.

6.5 � Techniques‑Based Performance Examination of the Deployed Anomaly Detection and Intrusion 
Prevention Framework

The examination of the deployed IGOA-ADCapsNet-based anomaly detection and privacy preservation model 
when contrasted against conventional techniques generates results that are illustrated in Fig. 9. For this section, 
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(e)

Fig. 8   K-fold-based performance analysis of the generated anomaly detection and intrusion prevention framework when 
contrasted against existing algorithms in terms of a Accuracy, b FNR, c FPR, d MCC, and e NPV
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Dataset 2

Fig. 8   (continued)
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Dataset 3
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Fig. 8   (continued)
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Dataset 1
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(c) (d)

(e)

Fig. 9   K-fold-based performance examination of the deployed anomaly detection and intrusion prevention model when 
compared with conventional techniques in terms of a Accuracy, b FNR, c FPR, d MCC, and e NPV
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Fig. 9   (continued)
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Dataset 3
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Fig. 9   (continued)
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we are considering the FNR as the validation metric, and the corresponding discussion on the performance 
provided by the deployed IGOA-ADCapsNet-based anomaly detection and privacy preservation model for 
Datasets 1, 2, and 3 is presented. The FNR of the deployed IGOA-ADCapsNet-based anomaly detection and 
privacy preservation model is 4.78%, 22.22%, 36.36%, and 40.17% improved for Dataset 1; 25%, 36.84%, 
48.57%, and 62.11% enhanced for Dataset 2; and 38.46%, 61.9%, 75.76% and 84% better for Dataset 3 than 
the conventional models Like Deep CapsNet, MobileNet, 1DCNN, and DTCM models, respectively, while 
considering the k-fold value as 400. Throughout the analysis, the deployed IGOA-ADCapsNet-based anomaly 
detection and privacy preservation model has offered better performance. The lower FNR values than the 
other techniques given out by the deployed IGOA-ADCapsNet-based model show that the number of nega-
tive predictions made by this technique is less, thus making it suitable for real-time anomaly detection tasks 
in the IoT ecosystem.

Table 4   Algorithm-based 
performance assessment of 
the implemented anomaly 
detection and intrusion 
prevention model

Algorithms/terms MBO-
ADCapsNet 
[31]

OSMA-
ADCapsNet 
[32]

ESOA-
ADCapsNet 
[33]

GOA-
ADCapsNet 
[26]

IGOA-ADCapsNet

Dataset 1
 Accuracy 86.300 88.300 91.300 91.500 93.700
 Sensitivity 88.500 87.500 91.200 91.200 92.900
 Specificity 84.300 89.200 91.500 91.800 94.400
 Precision 84.500 88.700 91.200 91.500 94.200
 FPR 15.700 10.800 8.500 8.200 5.600
 FNR 11.500 12.500 8.800 8.800 7.100
 NPV 84.300 89.200 91.500 91.800 94.400
 FDR 15.500 11.300 8.800 8.500 5.800
 F1-Score 86.400 88.100 91.200 91.300 93.500
 MCC 72.800 76.700 82.700 83.000 87.300

Dataset 2
 Accuracy 90.000 90.600 93.100 95.600 97.000
 Sensitivity 90.300 92.600 92.100 95.000 97.100
 Specificity 89.800 88.800 94.000 96.200 96.900
 Precision 88.900 88.200 93.300 95.800 96.600
 FPR 10.200 11.200 6.000 3.800 3.100
 FNR 9.700 7.400 7.900 5.000 2.900
 F1-Score 89.600 90.400 92.700 95.400 96.900
 NPV 89.800 88.800 94.000 96.200 96.900
 FDR 11.100 11.800 6.700 4.200 3.400
 MCC 80.000 81.300 86.200 91.200 94.000

Dataset 3
 Accuracy 94.000 95.900 98.000 99.700 99.400
 Sensitivity 93.900 96.400 97.900 99.700 99.400
 Specificity 94.100 95.400 98.100 99.700 99.500
 Precision 93.400 94.900 97.900 99.700 99.400
 FPR 5.900 4.600 1.900 0.300 0.500
 FNR 6.100 3.600 2.100 0.300 0.600
 NPV 94.100 95.400 98.100 99.700 99.500
 FDR 6.600 5.100 2.100 0.300 0.600
 F1-Score 93.600 95.600 97.900 99.700 99.400
 MCC 88.000 91.700 96.000 99.400 98.900
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6.6 � Performance Assessment of the Implemented Anomaly Detection and Intrusion Prevention 
Protocol

The performance assessment on the implemented IGOA-ADCapsNet-based anomaly detection and privacy 
preservation protocol is made by contrasting it against several conventional algorithms and detection tech-
niques, and the assessment results are provided in Tables 4 and 5, respectively. The performance assessment 
is carried out by considering an epoch count of 400. The performance is assessed by utilizing both Type 1 
and Type 2 measures for all the datasets. Out of various metrics, the accuracy evaluation is considered in this 
section. When dataset 1 is taken into consideration, the accuracy of the implemented IGOA-ADCapsNet-
based anomaly detection and privacy preservation protocol is 7.33%, 5.52%, 2.07%, and 0.54% higher than 
the DTCN, 1DCNN, MobileNet, and Deep CapsNet models, respectively. Similarly, the implemented IGOA-
ADCapsNet-based anomaly detection and privacy preservation protocol is 8.57%, 6.12%, 2.63%, and 2.4% 
more accurate than the MBO-ADCapsNet, OSMA-ADCapsNet, ESOA-ADCapsNet, and GOA-ADCapsNet 

Table 5   Detection models-
based performance 
assessment of the 
implemented anomaly 
detection and intrusion 
prevention model

Algorithms/terms DTCN [28] 1DCNN [29] MobilNet [30] Deep Cap-
sNet [27]

IGOA-ADCapsNet

Dataset 1
 Accuracy 87.300 88.800 91.800 93.200 93.700
 Sensitivity 86.800 90.500 92.900 92.900 92.900
 Specificity 87.900 87.200 90.800 93.400 94.400
 Precision 87.400 87.300 90.700 93.200 94.200
 FPR 12.100 12.800 9.200 6.600 5.600
 FNR 13.200 9.500 7.100 7.100 7.100
 NPV 87.900 87.200 90.800 93.400 94.400
 FDR 12.600 12.700 9.300 6.800 5.800
 F1-Score 87.100 88.900 91.800 93.000 93.500
 MCC 74.700 77.700 83.700 86.300 87.300

Dataset 2
 Accuracy 90.600 92.000 94.900 95.900 97.000
 Sensitivity 90.500 92.900 95.800 96.300 97.100
 Specificity 90.700 91.200 94.000 95.500 96.900
 Precision 89.800 90.500 93.600 95.100 96.600
 FPR 9.300 8.800 6.000 4.500 3.100
 FNR 9.500 7.100 4.200 3.700 2.900
 NPV 90.700 91.200 94.000 95.500 96.900
 FDR 10.200 9.500 6.400 4.900 3.400
 F1-Score 90.200 91.700 94.700 95.700 96.900
 MCC 81.200 84.000 89.800 91.700 94.000

Dataset 3
 Accuracy 96.100 96.400 98.300 99.300 99.400
 Sensitivity 96.000 97.600 98.200 99.100 99.400
 Specificity 96.200 95.400 98.400 99.500 99.500
 Precision 95.800 95.000 98.200 99.400 99.400
 FPR 3.800 4.600 1.600 0.500 0.500
 FNR 4.000 2.400 1.800 0.900 0.600
 NPV 96.200 95.400 98.400 99.500 99.500
 FDR 4.200 5.000 1.800 0.600 0.600
 F1-Score 95.900 96.300 98.200 99.200 99.400
 MCC 92.300 92.900 96.600 98.600 98.900
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algorithms, respectively. These enhanced values of accuracy prove the enhanced quality outcomes achieved 
by the implemented IGOA-ADCapsNet-based anomaly detection and privacy preservation protocol than 
several existing approaches. Thus, the accurate detection outcomes made by means of the implemented 
IGOA-ADCapsNet-based anomaly detection and privacy preservation protocol make it possible to implement 
effective intrusion prevention measures on the IoT platform.

6.7 � ROC Evaluation of the Suggested Anomaly Detection and Intrusion Prevention Approach

The ROC evaluation of the suggested anomaly detection and intrusion prevention approach is done, and the 
results are provided as follows in Fig. 10. The ROC computation is carried out by modifying the FPR with the 
True Positive Rate (TPR). For FPR of 0.2, the TPR of the suggested IGOA-ADCapsNet-based anomaly detec-
tion and privacy preservation approach is 7.14%, 8.43%, 18.42%, and 32.35% more than the Deep CapsNet, 

(a) (b)

(c)

Fig. 10   ROC of suggested anomaly detection and privacy prevention scheme fora Dataset 1, b Dataset 2, and c Dataset 3
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MobileNet, 1DCNN, and DTCN models, respectively, regarding Dataset 1. Thus, the enhanced performance 
of the suggested IGOA-ADCapsNet-based anomaly detection and privacy preservation approach is proven.

6.8 � Statistical Validation of the Designed Anomaly Detection and Intrusion Prevention Technique

The statistical validation of recommended anomaly detection and intrusion prevention techniques is carried 
out, and the results are given in Table 6. The statistical computation is conducted by considering the accuracy 
measure. The accuracy is evaluated using statistical measures such as median, mean, standard deviation, 
best, and worst. The mean value of the implemented IGOA-ADCapsNet-based anomaly detection and pri-
vacy preservation approach is 11.98%, 5.83%, 3.17%, and 2.83% better than the MBO-ADCapsNet, OSMA-
ADCapsNet, ESOA-ADCapsNet, and GOA-ADCapsNet algorithms, respectively, regarding dataset 1. Thus, 
an enhanced detection rate on anomaly detection is provided by the implemented IGOA-ADCapsNet-based 
anomaly detection and privacy preservation approach than other techniques.

6.9 � Performance Assessment of the Implemented Model over the Existing Model

In the realm of IoT security, the integration of advanced protocols for anomaly identification and privacy 
protection is paramount. Table 7 delineates the comparative performance of the recently implemented IGOA-
ADCapsNet-based anomaly identification and confidentiality preservation protocol against several tradi-
tional models. Specifically, when evaluating the CICIDS 2017 KNN dataset, the IGOA-ADCapsNet-based 
protocol demonstrates superior performance, surpassing the OMP model and the CPP model by 3.33% and 
5.52%, respectively. This notable improvement underscores the efficacy of the IGOA-ADCapsNet approach 
in enhancing intrusion prevention measures on the IoT platform. By leveraging this advanced protocol, IoT 
systems can achieve heightened levels of security and privacy, addressing the critical challenges posed by 
potential intrusions.

Table 6   Statistical 
validation of the designed 
anomaly detection and 
intrusion prevention 
technique

Algorithms/terms MBO-
ADCapsNet 
[31]

OSMA-
ADCapsNet 
[32]

ESOA-
ADCapsNet 
[33]

GOA-
ADCapsNet 
[26]

IGOA-ADCapsNet

Dataset 1
 Best 86.300 88.300 91.300 91.500 93.700
 Worst 88.500 87.500 91.200 91.200 92.900
 Mean 84.300 89.200 91.500 91.800 94.400
 Median 84.500 88.700 91.200 91.500 94.200
 Standard Deviation 15.700 10.800 8.500 8.200 5.600

Dataset 2
 Best 90.000 90.600 93.100 95.600 97.000
 Standard Deviation 90.000 90.600 93.100 95.600 97.000
 Mean 89.800 88.800 94.000 96.200 96.900
 Worst 90.300 92.600 92.100 95.000 97.100
 Median 88.900 88.200 93.300 95.800 96.600

Dataset 3
 Mean 94.100 95.400 98.100 99.700 99.500
 Standard Deviation 5.900 4.600 1.900 0.300 0.500
 Best 94.000 95.900 98.000 99.700 99.400
 Median 93.400 94.900 97.900 99.700 99.400
 Worst 93.900 96.400 97.900 99.700 99.400
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6.10 � Performance Analysis on Compression Techniques Considering Lightweight IoT Devices

In this phase, the performance of various compression models considering lightweight IoT devices overdevel-
oped IGOA-ADCapsNet is observed and discussed in Table 8. Recently, compression schemes considering 
lightweight IoT devices used in the validation are SZ4IoT, OCFSDA, GCIGNN-ENet, and 1D CNN-KD. In 
this phase, multiple experiments were executed to verify the performance of the developed IGOA-ADCapsNet 
model over different performance measures. Accuracy developed IGOA-ADCapsNet-based anomaly detec-
tion and intrusion prevention technique gained superior performance as 11.07%, 8.95%, 6.90%, and 4.80% 
than the recent compression procedures considering lightweight IoT like SZ4IoT, OCFSDA, GCIGNN-ENet, 
and 1DCNN-KD, respectively, in dataset 1. In the FNR computation, the implemented IGOA-ADCapsNet 
gained fewer errors than other frameworks like SZ4IoT, OCFSDA, GCIGNN-ENet, and 1DCNN-KD. Reduc-
ing the errors in the suggested IGOA-ADCapsNet technique helps to accomplish superior anomaly detection 
efficiency than other models.

Table 7   Classifier-based 
performance assessment of 
the implemented anomaly 
detection and intrusion 
prevention model

Algorithms/terms OMP [36] CPP [37] IGOA-ADCapsNet

Dataset 1
FPR 7.809984 7.407407 5.600
Sensitivity 91.81933 92.7669 92.900
 FDR 6.256046 5.895546 5.800
 MCC 0.83796 0.852044 82.700
 FNR 8.18067 7.233102 7.100
 Precision 93.74395 94.10445 94.200
 NPV 89.83915 90.94504 94.400
 Accuracy 91.9823 92.69027 93.700
 F1-Score 92.77166 93.43089 93.500
 Specificity 92.19002 92.59259 94.400

Dataset 2
 FDR 4.60474 3.122651 3.400
 Specificity 96.99501 97.9736 96.900
 FNR 2.979109 2.022852 2.900
 MCC 0.937388 0.957601 94.000
 Accuracy 97.00513 97.97499 97.000
 FPR 3.004987 2.0264 3.100
 NPV 98.06732 98.69251 96.900
 Precision 95.39526 96.87735 96.600
 F1-Score 96.20121 97.42414 96.900
 Sensitivity 97.02089 97.97715 97.100

Dataset 3
 MCC 0.945471 0.96518 96.000
 FDR 2.097902 1.362916 2.100
 Specificity 97.343 98.26892 98.100
 FPR 2.657005 1.731079 1.900
 Sensitivity 97.28364 98.29438 97.900
 FNR 2.716361 1.705622 2.100
 Precision 97.9021 98.63708 97.900
 NPV 96.5655 97.83567 98.100
 Accuracy 97.30973 98.28319 98.000
 F1-Score 97.59189 98.46543 97.900
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6.11 � Performance Analysis on Intrusion Prevention Techniques

Different analyses executed in the suggested IGOA-ADCapsNet by considering the recent intrusion preven-
tion techniques are offered in Table 9. In this phase, various intrusion prevention models Like BSNN-BC, 
H-DOCTOR, HB-IDP, and CCMA-BC techniques are employed to verify the intrusion prevention performance 
of the developed model. In the FDR computation, the developed IGOA-ADCapsNet technique had a minimal 
error than other techniques. Reducing the errors in the suggested technique helps to detect different attacks in 
the early phases and also improves the visibility of the network. In the sensitivity validation, the recommended 
IGOA-ADCapsNet-based intrusion prevention model gained superior efficiency as 17.72%, 26.3%, 21.8% and 
7.17% better than the recent intrusion detection techniques BSNN-BC, H-DOCTOR, HB-IDP and CCMA-BC, 
respectively, in dataset 2. Accomplishing higher sensitivity and accuracy in the developed IGOA-ADCapsNet 
helps to tackle the data breaching issues and also easily identify the malicious activities in the network.

Table 8   Performance analysis on compression techniques considering lightweight IoT devices

Algorithms/terms SZ4IoT [41] OCFSDA [42] GCIGNN-ENet [43] 1DCNN-KD [44] IGOA-ADCapsNet

Dataset 1
 Accuracy 84.35792 85.99727 87.648 89.40118 93.700
 Sensitivity 72.86639 75.51082 78.10308 80.80839 92.900
 Specificity 91.60787 92.3937 93.33333 94.4254 94.400
 Precision 84.56284 85.8265 87.46585 89.44672 94.200
 FPR 8.392128 7.606305 6.666667 5.574599 5.600
 FNR 27.13361 24.48918 21.89692 19.19161 7.100
 NPV 84.25546 86.08265 87.73907 89.37842 94.400
 FDR 15.43716 14.1735 12.53415 10.55328 5.800
 F1-Score 78.28011 80.33887 82.51974 84.90841 93.500
 MCC 0.666109 0.698782 0.732965 0.770085 87.300

Dataset 2
 Accuracy 85.89481 87.77322 89.37842 91.18852 97.000
 Sensitivity 75.33753 78.10794 80.79654 83.80414 97.100
 Specificity 92.35003 93.58367 94.39134 95.39121 96.900
 Precision 85.7582 87.97814 89.37842 91.18852 96.600
 FPR 7.649972 6.416332 5.608656 4.608789 3.100
 FNR 24.66247 21.89206 19.20346 16.19586 2.900
 NPV 85.96311 87.67077 89.37842 91.18852 96.900
 FDR 14.2418 12.02186 10.62158 8.811475 3.400
 F1-Score 80.21083 82.74976 84.87109 87.34053 96.900
 MCC 0.696753 0.736437 0.769517 0.807705 94.000

Dataset 3
 Accuracy 89.03689 90.77869 92.56603 94.41029 99.400
 Sensitivity 80.37094 83.07308 86.19154 89.4209 99.400
 Specificity 94.08903 95.19885 96.11771 97.11927 99.500
 Precision 88.79781 90.84699 92.52049 94.39891 99.400
 FPR 5.910975 4.801147 3.88229 2.880731 0.500
 FNR 19.62906 16.92692 13.80846 10.5791 0.600
 NPV 89.15642 90.74454 92.5888 94.41598 99.500
 FDR 11.20219 9.153005 7.479508 5.601093 0.600
 F1-Score 84.37449 86.7863 89.24395 91.8425 99.400
 MCC 0.761871 0.799145 0.836976 0.876702 98.900
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6.12 � Scalability Evaluation of the Suggested Anomaly Detection and Intrusion Prevention 
Approach

The scalability evaluation of the proposed anomaly detection and intrusion prevention approach has been 
conducted, with the results illustrated in Fig. 11. This evaluation focuses on the relationship between data 
size and accuracy. As depicted in the figure, there is a positive correlation between the increase in data 
size and the accuracy of the anomaly detection system. This validation effectively enhances the overall 
efficiency of the network by handling enormous data and also provides superior outcomes while learning 
the features. This trend indicates that the suggested approach not only scales effectively with larger datasets 
but also enhances its performance, thereby ensuring robust anomaly detection and intrusion prevention in 
expansive IoT environments.

Table 9   Analysis of intrusion prevention models over implemented IGOA-ADCapsNet

Algorithms/terms BSNN-BC [45] H-DOCTOR [46] HB-IDP [47] CCMA-BC [48] IGOA-ADCapsNet

Dataset 1
 Accuracy 95.40073 85.18898 87.02186 91.73497 93.700
 Sensitivity 91.21489 74.118 77.09091 84.70996 92.900
 Specificity 97.64069 92.09019 92.99781 95.70563 94.400
 Precision 95.38934 85.38251 86.88525 91.76913 94.200
 FPR 2.359315 7.909813 7.002188 4.294369 5.600
 FNR 8.785108 25.882 22.90909 15.29004 7.100
 NPV 95.40642 85.09221 87.09016 91.7179 94.400
 FDR 4.610656 14.61749 13.11475 8.230874 5.800
 F1-Score 93.25543 79.35248 81.69557 88.09836 93.500
 MCC 0.898204 0.683082 0.720058 0.819369 87.300

Dataset 2
 Accuracy 90.39162 86.94217 88.67259 95.08197 97.000
 Sensitivity 82.4813 76.87896 79.69278 90.59857 97.100
 Specificity 94.94261 93.03601 93.95912 97.49562 96.900
 Precision 90.36885 86.9877 88.5929 95.11612 96.600
 FPR 5.057389 6.963992 6.040875 2.504378 3.100
 FNR 17.5187 23.12104 20.30722 9.401431 2.900
 NPV 90.40301 86.9194 88.71243 95.06489 96.900
 FDR 9.631148 13.0123 11.4071 4.88388 3.400
 F1-Score 86.24511 81.62154 83.90749 92.8024 96.900
 MCC 0.790802 0.718833 0.754565 0.891315 94.000

Dataset 3
 Accuracy 93.57923 89.8224 91.63251 96.34563 99.400
 Sensitivity 87.88462 81.44712 84.62267 92.97725 99.400
 Specificity 96.7161 94.7027 95.58483 98.12207 99.500
 Precision 93.64754 89.95902 91.53005 96.31148 99.400
 FPR 3.283898 5.297297 4.415168 1.877934 0.500
 FNR 12.11538 18.55288 15.37733 7.02275 0.600
 NPV 93.54508 89.7541 91.68374 96.3627 99.500
 FDR 6.352459 10.04098 8.469945 3.688525 0.600
 F1-Score 90.6746 85.49172 87.94094 94.615 99.400
 MCC 0.858869 0.779111 0.816968 0.918834 98.900
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6.13 � Analysis on Training Time

Training time validation carried out in the developed IGOA-ADCapsNet-based anomaly detection and intru-
sion detection model is provided in Table 10. This process supports computing the time required for training 
the developed network IGOA-ADCapsNet over classical schemes. Training time of the suggested IGOA-
ADCapsNet is 13.6 (Mins) while training the network, which is less than the classical schemes. Attaining 
minimal training time supports to verify the overall efficiency of the developed technique. This computation 
supports observing the overall efficiency of IGOA-ADCapsNet and then displays several issues that arise in 
the training phase. Moreover, it assigns the essential resources to the respective network and also enhances 
the scalability. Reduced training time helps to enhance the processing speed and also offers superior outcomes 

(a) (b)

(c)

Fig. 11   Scalability evaluation of the suggested anomaly detection and intrusion prevention scheme over a Dataset 1, b 
Dataset 2 and c Dataset 3
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without any delay. Thus, attaining reduced training time enables the developed IGOA-ADCapsNet to accom-
plish reliable results without any misclassifications.

6.14 � Analysis on Computational Cost

Computational cost validation carried out in the developed IGOA-ADCapsNet-based anomaly detection and 
intrusion prevention model is offered in Table 11. In this phase, chromosome length is indicated as Ch , population 
count is given as Np and maximum iteration count is specified as Mit . Here, the computational cost validation is 
carried out to verify the memory spaces required for the network while detecting the anomalies and preventing 
the intrusions. This computation supports obtaining faster training by reducing the validation time. Moreover, 
enhances the training and also provides higher generalization by eliminating the network complexity. In this 
validation efficiency of the developed IGOA-ADCapsNet is computed over different scenarios. Computational 
cost validation supports to obtain feasible outcomes in a particular range by resolving several limitations.

6.15 � Discussions

6.15.1 � Handling Concept Drift

The process employed to manage and adapt a novel technique for modifying the data distributions over time in 
machine learning is called Handling concept drift. This process mainly focuses on the relationship between the tar-
get shift and features, and in some cases, it affects the accuracy when the system is updated. The handling concept 
drift helps to maintain better performance when the data patterns are used, and also it needs a novel mechanism 
to execute the continuous monitoring. Here, the statistical properties presented in the data are employed to train 

Table 10   Analysis on training time in implemented IGOA-ADCapsNet-based anomaly detection and intrusion prevention 
models

Analysis of heuristic models

Heuristic techniques Time (Mins)

MBO-ADCapsNet [31] 16.4
OSMA-ADCapsNet [32] 14.7
ESOA-ADCapsNet [33] 18.4
GOA-ADCapsNet [26] 14.9
IGOA-ADCapsNet 13.6

Anomaly detection and intrusion prevention techniques Time (Mins)

DTCN [28] 19.3
1DCNN [29] 17.3
MobilNet [30] 18.4
Deep CapsNet [27] 14.98
IGOA-ADCapsNet 13.6

Table 11   Computational 
cost validation in 
implemented IGOA-
ADCapsNet-based 
anomaly detection and 
intrusion prevention 
models

Techniques Computational cost

MBO-ADCapsNet [31] O
[
Mit + 2 + Np + 3 + Ch + 2

]
OSMA-ADCapsNet [32] O

[
Mit + 3 + Np + 1 + Ch + 1

]
ESOA-ADCapsNet [33] O

[
Mit + 2 + Np + 2 + Ch + 2

]
GOA-ADCapsNet [26] O

[
Mit + 1 + Np + 1 + Ch

]
IGOA-ADCapsNet O

[
Mit + Np + Ch

]
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the network over time, and this procedure is termed as concept drift. Moreover, the drift concept may affect the 
accuracy and also slow down the prediction procedure for the new data presented with various patterns. This 
technique also requires a network performance detection procedure for accuracy and errors over time. Finally, 
using the handling drift concept in the developed IGOA-ADCapsNet-based anomaly detection with privacy pres-
ervation technique helps to maintain better accuracy and also enhances the applicability over real-world systems.

6.15.2 � Online Model Retraining

In this process, the updating process happens continuously when the new real-time data arrives in the machine 
learning technique. This process permits the developed framework to accept the changing conditions without any 
retraining from the initial stages using enormous data samples. Moreover, this technique upgrades the param-
eters incrementally due to the presence of novel data. Classical batch retaining techniques perform retaining 
procedures periodically with the novel dataset. But, in the online model retraining, instantaneous updating is 
performed once the new data is received. This online model retraining has the efficiency to handle the incoming 
data streams, process them, and then learn the significant details from entirely new data. This technique also has 
better-adjusting efficiency, which did not affect the performance of the developed network. Adapting an online 
model retraining helps the developed IGOA-ADCapsNet-based anomaly detection with a privacy preservation 
technique to accept the modified data patterns, which helps to enhance the accuracy and also rectify the overall 
performance degradation.

6.15.3 � Integrating Proposed Technique with Existing IoT Platforms

In the initial stage, the developed framework requires finding the appropriate data for the IoT devices, and it needs 
to execute the processing procedure. Later, a suitable deep learning mechanism is selected according to the task 
and then applied to the developed framework for the appropriate edge computing infrastructure with continu-
ous monitoring, when the new data is available. Here, the developed framework uses ADCapsNet to execute 
the recognition task, and also executes training in the developed ADCapsNet model improves the recognition 
efficiency. To enhance the recognition efficiency, the developed framework tunes the hyperparameters of ADCap-
sNet. Moreover, these techniques help to acquire the complicated features for real-world analysis. Integrating the 
classical IoT models with developed techniques aids in offering real-world analysis with good decision-making.

6.15.4 � Creating User‑Friendly Interfaces for Administrators

In IoT devices, user-friendly interfaces are created by considering and understanding the user requirements. Most 
of the IoT platforms are simple, with easy access policies and clarity. These IoT devices easily identify the basic 
actions of the administrator needs to execute. Most of the IOT platforms need more experience in accessing 
information. Designing a customizable dashboard helps to offer more focus on the respective details. Moreover, 
collecting feedback regularly from the user helps to improve the performance of the IoT platform according to 
their needs.

6.15.5 � Generalizing Real‑World IoT Networks in Different Scenarios

In this section, generalizng the real-world IoT network in various scenarios is discussed as follows.

6.15.5.1  Imbalanced Traffic Patterns  In most cases, the IoT uses uneven traffic patterns over different classes. Arising imbal-
ance issues generate huge impacts in the anomaly detection and intrusion prevention phase. Moreover, the imbalanced traffic 
patterns are prone to increasing the false alarm rate and also fail to identify the attacks more precisely. In some cases, they 
lead to inaccurate outcomes and also generate more difficulties in detecting the anomalies in the network, which leads to a 
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lack of network security. Due to these difficulties, network efficiency is lagging in terms of latency, bandwidth and through-
put, which makes the traffic classification process complex.

6.15.5.2  Adversarial Attacks  This attack generates duplicate samples to trick the network, and it makes the network to 
generate incorrect outcomes and leads to more difficulties. Adversarial attacks lead to more vulnerability while carrying 
out specific tasks. Moreover, these attacks permit the attacker to access the sensitive information that leads to data breach 
issues as well as unauthorized access. In addition, they lead to incorrect decision-making, which affects the overall secu-
rity of the network in dynamic conditions.

6.15.5.3  Noisy Data  Using noisy data in the real-world IoT model malfunction issues in the network, and also leads to 
more errors while transmitting the data. In the real world, IoT noisy data refers to irrelevant, erroneous or inaccurate data 
that generates more complications while processing the samples. Noisy data in the IoT creates more fluctuation issues 
and also leads to failure in the hardware. In some cases, more errors arise while transferring the data and which leads to 
inaccurate outcomes. In addition, the reliability of the system is affected, which creates more impacts in the decision-
making phase about the anomalies and intrusions.

6.15.6 � Potential Biases in Artificial Intelligence‑Based Intrusion Detection Models

Generally, the artificial intelligence-based intrusion detection models are prone to various biases, which cre-
ate significant impacts in their outcomes. The artificial intelligence model uses various data to execute the 
training, which leads to some accuracy-related issues and also generates traffic in the network. Artificial intel-
ligence models lead to sensitive issues while analyzing certain patterns and are subject to several losses. While 
analyzing the performance, it leads to several losses, which creates network traffic in the real-world systems.

6.15.6.1  Evasion Attacks  These kinds to attacks affect the system logs, network packets through malicious inputs. Here, 
the attacker may add noise to the payloads and display the nodes as malicious. This generates a huge impact while modi-
fying the timings and also leads to network traffic. Evision attack failed to detect the real anomalies.

6.15.6.2  Poisoning Attacks  In this attack, the attackers may corrupt the training data utilized to design the intrusion 
detection system. Here, the malicious information is injected that makes the network to study the incorrect patterns in 
the stored information. This attack generates misclassification in the network and also fails to detect the actual attacks 
along which leads to more errors.

7 � Conclusion

An approach for network intrusion prevention and anomaly detection with deep learning in the IoT sector 
was developed. The designed model performed three major steps: data collection, feature extraction, and 
anomaly detection. Initially, the required data were gathered from the publicly available data resource. Sub-
sequently, the features were extracted from the input data. The weight of these features was then optimally 
tuned by the IGOA. The resultant weights were multiplied by the weights that were optimally selected, and 
these weighted features were then given as input to the ADCapsNet system to detect the anomaly present in 
the network. To improve the detection performance, the hyperparameters in the ADCapsNet model were opti-
mized by the developed GOA. Finally, the developed model was compared with multiple metrics to find the 
efficiency of the implemented model. On experimentation, it was seen that the accuracy of the implemented 
IGOA-ADCapsNet-based anomaly detection and privacy preservation protocol was 7.33%, 5.52%, 2.07%, 
and 0.54% higher than the DTCN, 1DCNN, MobileNet, and Deep CapsNet models, respectively, for Dataset 
1. The experimental result showed that the developed model outperformed conventional outcomes in terms 
of anomaly detection and intrusion prevention in the IoT network than other conventional models, and thus 
can be used in various real-time applications.
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7.1 � Future Work

In the future, out-of-distribution detection mechanisms will be considered in the developed framework for 
eliminating errors while analyzing the inputs. In the upcoming research work, the developed model will be 
designed to handle multi-modal data and detect correlated anomalies across devices. Moreover, in the forth-
coming research work, new IoT threats like side-channel and AI-generated attacks will be considered, and 
also various analyses will be executed to observe the efficiency of the developed framework. Furthermore, 
the transfer learning concept will be considered for handling the large and labelled dataset to enhance the 
network performance. Also, the explainability techniques will be integrated to increase transparency. In addi-
tion, the data augmentation procedure will be suggested to be incorporated in the upcoming research work 
to enhance the training efficiency of data, along with it transfer learning mechanism will be suggested to 
enhance the network performance in different scenarios. Additionally, hybrid deep learning techniques such 
as transformers, GAN and federated learning models will be considered in forthcoming research works for 
the detection of anomalies.

7.1.1 � Real‑Time Implementation Strategies Using Edge Computing and 5G‑Enable IoT Network

In the forthcoming works, real-time implementation techniques will be considered to reduce the latency and 
also support offering higher bandwidth for quickly processing the data associated with the edge computing 
models. Using the real-time techniques in the edge computing models supports achieving real-time monitoring 
and controlling, along with better decision making. 5G-based IoT network supports executing network slicing 
and also widely supports use in the ultra-reliable low latency communication models and massive machine type 
communication models. Designing a novel framework will offer huge support to use in healthcare, smart cities, 
industrial automation and public safety.
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