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Abstract
Graph Neural Networks (GNN) have played an important role in many fields, while GNNs 
also suffer from adversarial attacks that aim to malfunction the GNN model by changing 
the adjacency matrix (i.e. generating adversarial edges) or node features (i.e. generating 
adversarial features) in graph data. Although the gradient-based adversarial attack methods 
have achieved remarkable results in DNNs, optimizing discrete adversarial edges in graph 
data using continuous gradients may lead to sub-optimal solutions. In order to alleviate this 
situation, we propose a novel Searching and Pairing Attack (SPA) method to effectively 
generate adversarial edges by treating each adversarial edge as a combination of a pair of 
adversarial nodes. The proposed SPA method generates the adversarial edges through a 
Node Searching step and a Node Pairing step. The proposed Node Searching Ant Colony 
Optimization (NS-ACO) improves the attack effect by using the ability of heuristic algo-
rithm to quickly find the approximate optimal solution, while in the Node Pairing (NP) step 
we propose a generative graph convolutional network with a novel Aggregate Cooperative 
(AC) layer to generate a set of nodes that meet the constraints, so as to obtain the perturba-
tion set together with the Node Searching step. The proposed SPA method outperforms the 
state-of-the-art adversarial attack methods and achieves a misclassification rate of 32.5% in 
the poisoning attack on Cora dataset with a perturbation rate of 0.5%.
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1  Introduction

Graph-based data have provided an effective and flexible way to represent and analyze 
complex relationships between entities, such as social networks (Rossetti et  al., 2017; 
Meng et  al., 2019), academic publishing networks (McCallum et  al., 2000; Sen et  al., 
2008), knowledge graph (Wu et al., 2020), and recommender systems (Harper & Konstan, 
2015; Baltrunas et  al., 2015). In a graph, nodes (also known as vertices) and edges are 
used to represent entities and their relationships, respectively. Compared to data in Euclid-
ean space, non-Euclidean graph data could contain richer and more flexible relationships 
between elements that are difficult to be processed by Deep Neural Networks (DNNs) (Du 
et al., 2020; Yi et al., 2022) directly.

Graph Neural Networks (GNNs) can be used to effectively extract, process and ana-
lyze information in graph data. Its rapid development has facilitated the widespread use 
of graph analysis on real world tasks, including node-level tasks (Zhao et al., 2021; Xie 
et  al., 2022; Zhou et  al., 2019) which aim to predict characteristics in nodes, link-level 
tasks (Rossi et al., (2021); Cai & Ji, 2020) which aim to predict the connectivity between 
nodes and graph-level tasks (Xie et al., 2020; Wu et al., 2022) which focus on predicting 
properties of graphs. As the most representative GNN model, Graph Convolutional Net-
works (GCNs) have achieved state-of-the-art performance on node-level tasks. However, 
the existing research suggests that adversarial attacks can cause erroneous predictions in 
DNNs, which are mainly used in processing Euclidean data, by adding mild adversarial 
noise to the benign data. Similarly, GCNs are also susceptible to adversarial attacks. Since 
graphs possess a more flexible connection relationship, it is possible to malfunction GCNs 
by modifying the graph features (i.e., modifying feature matrix) as well as the connectiv-
ity (i.e., modifying adjacency matrix). Adversarial attacks on graphs can be categorized 
into two main categories: graph modification attacks (Liu et al., 2019; Chang et al., 2022; 
Wang et  al., 2022) and graph injection attacks (Wang et  al., 2021; Dai et  al., 2022; Liu 
et al., 2024). The graph modification attacks generate adversarial examples by modifying 
the existing edges and features in the graph data, while the graph injection attacks achieve 
adversarial attacks by generating and injecting fake nodes and edges into the graph data. In 
this paper, we focus on white-box graph modification attack that modifies edges in static 
graphs. In the white-box setting, the assumption of extensive prior knowledge may not 
always be held in real-world situations. However, individuals with sufficient knowledge 
of a system, such as employees or contractors, may exploit that the knowledge for mali-
cious purposes. There are also some security researchers that perform white-box analyses 
to identify vulnerabilities and improve security measures (Gosch et al., 2024; Goodfellow 
et al., 2014).

The gradient-based attack methods (Moosavi-Dezfooli et al., 2016; Su et al., 2019) have 
been shown to be highly effective in fooling DNNs across a wide range of applications 
for Euclidean data (Moosavi-Dezfooli et  al., 2017; Luo et  al., 2022; Chen et  al., 2022). 
It typically involves computing the gradient of the loss function with respect to the input 
and then perturbing the input in the direction of the gradient so as to maximize the loss. 
Gradient-based methods can also be used for adversarial attacks on GNNs. In graph modi-
fication attacks, since the gradient values cannot be directly added to the binary adjacency 
matrix, some adversarial attack methods evaluate the attack potential of an adversarial edge 
based on the magnitude of the gradient value and modify the adjacency matrix edge-by-
edge using greedy-based manners. Dai et al. (2018) first propose a gradient-based method, 
called GradArgmax, to iteratively select the adversarial edge corresponding to the largest 
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gradient value and retrain the surrogate model for the next iteration.  Wu et al. (2019) intro-
duce integrated gradients (Sundararajan et al., 2017), which integrate partial gradients with 
respect to input features from reference input to the actual input, and generalize the tra-
ditional adversarial attack methods, such as Fast Gradient Sign Method (FGSM) (Good-
fellow et  al., 2014) and Jacobian Saliency Map Attack (JSMA) (Papernot et  al., 2016), 
to adopt to GNNs. Chen et al. (2018) propose to extract the gradient of pair-wised nodes 
based on the adversarial network and select the pair of nodes with a maximum absolute 
gradient to achieve Fast Gradient Attack (FGA).

However, due to the discrete nature of the adjacent matrix, gradient-based methods 
are facing two challenges: i) Perturbing the adversarial edge with the maximum gradient 
value is not guaranteed leading to the maximum loss variation; ii) The greedy-based adver-
sarial attack methods often lack of global perspective thus lead to the methods becoming 
ensnared in local optima. The first challenge has been shown by Lin et al. (2023), accord-
ing to which the gradient-based strategy that relies on the maximal gradient of the training 
loss may not generate the best results when attacking GNNs. For the second challenge, we 
illustrate it with experimental results of different adversarial attack methods on the Kara-
teClub dataset (Zachary, 1977) in Table 1. The KarateClub dataset consists of 34 nodes (3 
for training) and 78 edges. We perform the node classification task using a two-layer GCN 
model. Among the adversarial attack methods, Mettack (Zügner & Günnemann, 2019), 
PGD   (Xu et  al., 2019)), and Min-Max (Xu et  al., 2019) are gradient-based adversarial 
attack methods, the Ant Colony Optimization (ACO) and the Genetic Algorithm (GA) are 
heuristic algorithms. Through comparative experiments, we have observed that heuristic 
methods outperform gradient-based adversarial attack methods in terms of misclassifica-
tion rate. Although heuristic methods do not guarantee the discovery of optimal solutions, 
our experimental results demonstrate that they possess a stronger capability to escape from 
local optima. In terms of runtime performance, a direct comparison between heuristic and 
gradient-based methods is challenging due to disparities in hardware acceleration and code 
implementation. However, when evaluated using the publicly available codebase, heuristic 
methods exhibit a noticeable disadvantage in efficiency.

Overall, the gradient-based approach can generate adversarial examples with a fast pro-
cessing speed, but the unreliability of the gradient on the graph data limits the performance 
of the gradient-based adversarial attacks. To address the limitations of the unreliable gra-
dient, in this paper we consider an alternative by utilizing Heuristic Algorithms (Zügner 
et al., 2018; Dai et al., 2018; Chen et al., 2019; Yang & Long, 2021) for graph modification 
attack. Heuristic algorithms are problem-solving techniques that find a solution by explor-
ing all possible paths and evaluating them based on a set of predefined rules or guidelines. 
By introducing domain-specific knowledge, heuristic algorithms can be adapted to differ-
ent scenarios to efficiently obtain the solution. In graph adversarial attacks, the attacker 
aims to search for a perturbation set from all potential perturbations to achieve the best 

Table 1   Misclassification rate (MSR, %) on GCN node classifier with gradient optimization attack methods 
(MettackZügner & Günnemann, 2019), PGD (Xu et al., 2019), Min-Max (Xu et al., 2019), and heuristic 
algorithm methods(ant colony optimization, genetic algorithm

Attack Clean Mettack (Zügner & 
Günnemann, 2019)

PGD (Xu et al,. 
2019)

Min-Max (Xu 
et al., 2019)

ACO GA

MSR 20.0 34.0 28.3 30.7 49.0 37.3
Time – 1.01s 0.48s 1.01s 17.98s 38.29s
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attack, which is also an optimization problem that can be solved by heuristic algorithms. 
Compared with gradient-based methods, heuristic-based methods optimize perturba-
tions according to loss values or query results, avoiding the unreliability of gradients in 
graph adversarial attacks. In addition, heuristic-based methods treat the perturbation set 
as a whole and optimize multiple perturbations simultaneously, which can escape from 
the local optimum. However, since the heuristic algorithms are sensitive to the size of the 
search space, the heuristic-based methods have high computational complexity. Besides, 
the heuristic algorithms usually provide approximate solutions rather than guaranteeing the 
absolute optimal solution. Therefore, the heuristic algorithms are mainly used in the black-
box adversarial attack setting when the gradients are not available.

We propose to solve the graph modification attacking problem by combining the merits 
of the generative model and heuristic algorithms. Specifically, we decompose the perturba-
tion edge set into two perturbation node sets, which are generated by the generative model 
and the heuristic algorithm, respectively. Graph generative models are machine learning 
models that aim to capture the underlying structure and relationships within a given set 
of graphs and generate new nodes that meet the attacker’s requirements. In a graph with 
N nodes, the number of potential adversarial edges can approach to N2 . Consequently, by 
decomposing the target problem, we transform the problem with complexity of O(N2) into 
two sub-problems, each with a complexity of O(N). Although this decomposition does not 
reduce the total complexity, it offers distinct advantages of addressing the two sub-prob-
lems concurrently with different methods. For the generative model, reducing the problem 
space simplifies the computational process and constricts the search space for optimiza-
tion, thereby streamlining the training phase and enhancing the overall performance. For 
heuristic algorithms, reducing the problem space significantly accelerates the operational 
speed of the algorithm allowing the algorithm to explore fewer options more intensively, 
thereby increasing the efficiency of the search process. In general, decomposing the prob-
lem to two sub-problems allows us to balance performance and computational cost, effec-
tively optimizing the solution by leveraging the unique strengths of each approach, rather 
than simply relying on one single method that may not be efficient. Furthermore, heuristic 
algorithms eschew gradient computation, and generative models use gradient to optimize 
the continuous model parameters. Thus, the proposed adversarial attack method avoids the 
unreliability associated with optimizing discrete adversarial perturbations using continuous 
gradients.

In this paper, we provide a novel perspective by converting the hard adversarial edge 
search problem into two simpler Node Searching and Node Pairing problem with a search-
ing space of O(N) . Specifically, the proposed Searching and Pairing Attack (SPA) method 
contains two main steps: a Node Searching (NS) step and a Node Pairing (NP) step. The 
Node Searching step searches a subset S of adversarial nodes from all nodes. Then, the 
Node Pairing step finds a corresponding node for each node in S to form an adversarial 
edge. In the Node Searching step, we propose a Node Searching Ant Colony Optimization 
(NS-ACO) algorithm to find the node set which can obtain excellent attack performance. 
Inspired by graph generative model, we train a generative model in the Node Pairing step 
to find the corresponding nodes. In the generative model, gradients are used to optimize the 
model parameters instead of the discrete graph structure, which alleviates the problem of 
directly using unreliable gradient values.

We summarize the contributions of this paper as follows:

•	 We propose a novel Searching and Pairing attack method that decomposes the adver-
sarial edge generation problem with complexity of O(N2) into two simpler node gen-
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eration problems with complexity of O(N) . This decomposition allows the use of algo-
rithms that are sensitive to problem space in adversarial attacks.

•	 The proposed SPA method contains two main steps: the Node Searching step uses an 
Ant Colony Optimization (ACO) algorithm to effectively find the adversarial node set, 
and in the Node Pairing step, we design a novel generative model that uses a graph con-
volutional network to aggregate node features and generates a corresponding node set 
for the given node set.

•	 Extensive experiments on GCNs for node classification tasks show that the proposed 
SPA method has achieved higher attack capacity compared with the state-of-the-art 
adversarial attack methods. The SPA method with 5% perturbation rate can cause the 
misclassification rate of 32.5%, 27.0%, 37.4%, and 26.7% on Cora, Cora-ML, Citeseer, 
and Polblogs datasets, respectively.

The rest of the paper is organized as follows: Sect. 2 reviews the adversarial attack methods 
against Graph Neural Networks. Section 3 presents some preliminary backgrounds. Sec-
tion  4 introduces the details of the proposed SPA method. Section  5 shows the experi-
mental results to evaluate the performance of our attack method. Section 6 concludes this 
paper.

2 � Related work

In the following, we briefly introduce gradient-based attack methods and heuristic-based 
attack methods for Graph Neural Networks.

2.1 � Gradient‑based attack methods

Though gradient-based adversarial attack methods are effective on fooling Deep Neural 
Networks, they cannot be directly applied for graph modification attacks. Dai et al. (2018) 
first explore the gradient-based adversarial attack and propose the GradArgmax attack 
method which greedily and sequentially selects the adversarial edge corresponding to the 
maximum gradient in each iteration and then modifies the adjacency matrix according to 
the perturbed edge. Zügner and Günnemann (2019) propose the Meta Attack (Mettack) 
method which uses meta-gradients to select adversarial edges rather than gradient. Xu et al. 
(2019) propose to relax the binary adjacency matrix to a continuous matrix, and propose 
to perturb the adjacency matrix using gradient and then obtain the adversarial edge set by 
sampling. citelin2023exploratory report the unreliability issue of gradients in adversarial 
edges generation and propose Exploratory Adversarial Attack (EpoAtk) method that has 
a generation step, an evaluation step and a recombination step to avoid being misguided 
by the maximum gradient information. Liu et  al. (2023) suggest to avoid spending too 
much attack budget on low confidence nodes by adding weights to the Cross-Entropy loss. 
Liu et al. (2022) analyze the grey-box attacks and propose Attacking by Shrinking Errors 
(AtkSE) method which aims to reduce the error caused by edges’ discreteness, error caused 
by uncertainty of model optimization, and error caused by model’s unrobustness. The 
above attack methods alleviate the unreliability of gradients in graph adversarial attacks, 
but still do not consider the cooperation relationship between the adversarial edges, which 
makes the attacks fall into the local optimum.
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2.2 � Heuristic‑based attack methods

Although gradient-based methods are widely used in adversarial attacks, there are cases 
where the gradient is unavailable (in black-box attacks) or unreliable (as described in the 
previous section). Therefore, heuristic-based methods are proposed to be applied to gener-
ate adversarial examples for GNNs.

Current heuristic-based attacks are mostly applied in the black-box setting. Dai et  al. 
(2018) first propose a genetic algorithm based adversarial attack method named Geneti-
cAlg, which treats the set of modified graphs as populations, obtains the fitness of each 
graph by querying the attack results and then optimizes the perturbations by crossover and 
mutation operations. Yu et  al. (2020) propose a genetic algorithm based Euclidean Dis-
tance Attack strategy (EDA) attack, which is able to maximize the Euclidean distance of 
nodes in the embedding space. Chen et al. (2019) propose a genetic algorithm based rewir-
ing attack Q-Attack for attacking community detection algorithms.

In recent years, researchers have also explored the patterns of adversarial attacks on 
graphs to generate heuristic attacks. Through statistical analysis of the generated adver-
sarial edges, Wu et al. (2019) observe that adding edges is more threatening than removing 
ones. Zügner et  al. (2020) further show that the added edges are mostly between nodes 
with different classes. Zhan and Pei (2021) find untargeted attacks tend to perturb the graph 
unevenly such that the attacks modify a higher ratio of edges near the training set. Based 
on the above observations, Haoxi and Xiaobing (2021) propose a heuristic poisoning attack 
Fast Heuristic Attack (FHA) method which perturbs the adjacency matrix by connecting 
nodes with different labels and the unlabeled nodes are assigned pseudo-labels through a 
GCN model. The above heuristic algorithm based adversarial attack methods use loss val-
ues to evaluate the quality of perturbations instead of gradients, which avoids the unreli-
ability of gradients. But the high time complexity of the heuristic algorithm makes it dif-
ficult to be applied in poisoning attacks. To the best of our knowledge, this is the first time 
that heuristic algorithms are introduced for poisoning attacks by decomposing the problem 
space. Benefiting from the advantage of the heuristic algorithm to escape from the local 
optimum, our SPA method is able to obtain better attack performance.

2.3 � Integrating generative models with heuristic algorithms

Heuristic algorithms offer efficient approximations for tackling complex discrete problems 
and have played a significant role across various domains. However, the utility of heuristic 
algorithm is often confined to specific problem types, which restricts their adaptability.

Researchers have proposed to integrating generative models with heuristic algo-
rithms. By leveraging generative models to learn the problem structure, the applicability 
of heuristic algorithms can be significantly broadened. Li et al. (2021) utilizes a novel 
recurrent generative model (RGM) that generates efficient heuristics to guide the sam-
pling process of path planning algorithms, significantly improving performance in vari-
ous 2D environments. Collins et al. (2024) present a method that integrates generative 
machine learning with heuristic crystal structure prediction, demonstrating faster com-
pute times and lower energies for known compounds and hypothetical ones. Zhang et al. 
(2021) discuss the application of generative adversarial networks (GANs) for generating 
heuristics in sampling-based path planning algorithms, which is shown to be effective 
in predicting promising regions for non-uniform sampling. Wang et al. (2023) propose a 
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generative inverse reinforcement learning method for learning 2-opt heuristics in com-
binatorial optimization problems, combining GANs and deep reinforcement learning to 
learn effective policies and reward functions.

In this paper, we convert the adversarial edge search problem to two adversarial node 
search problems, allowing the heuristic algorithm to focus on searching for adversarial 
node sets within a problem space of O(N) . Subsequently, we employ a generative model 
to obtain the corresponding node sets. This integrated approach reduces the search 
space for the heuristic algorithm, enhances its operational speed, and thereby achieves a 
more effective poisoning attack.

3 � Preliminaries

In this section, we give some preliminaries on Graph Convolutional Networks (GCNs) 
and adversarial attacks on graph data. Prior to delving into the specifics, we provide a 
summary of the frequently used notations in Table 2.

Table 2   The definitions or 
descriptions of notations

Notation Description

G = {A,X} Graph data
A Adjacency matrix
X Node attribute matrix
N Number of nodes
F Number of features
V Set of nodes
E Set of edges
Y Labels of nodes
v A node
y Class label of a node
Vtrain Training set of nodes
Vtest Testing set of nodes
S Adversarial nodes searched by NS step
P Adversarial nodes searched by NP step
S One-hot embedding of S
P One-hot embedding of P
f
�

GCN model with parameter �
Δ Perturbation number
A′ Adversarial adjacency matrix
G� = {A�

,X} Adversarial graph
L�(S,P) Adversarial loss with adversarial nodes S and P
m Number of ants in ACO
�i Phenonment of node vi
O(⋅) Size of the problem space
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3.1 � Graph convolutional network

Let G = {A,X} denote an attributed graph with adjacency matrix A ∈ {0, 1}N×N and attrib-
ute matrix X ∈ {0, 1}N×F . N is the number of nodes and F is the dimension of node feature 
vector. The graph can also be represented by node set V and edge set E , where Ai,j = 1 if 
there is an edge between node vi and vj otherwise 0.

Given a subset of labeled nodes Vtrain ⊆ V with labels from K classes 
Y = {y1, y2,⋯ , yK} , the objective of GCNs (Kipf & Welling, 2016) is to learn a function 
f
�
∶ V → Y which maps each node v ∈ V to a class in Y . The GCN model is a typical 

transductive learning method since it leverages information from both the labeled and unla-
beled nodes to train the model.

GCN learns the feature representation of each node by aggregating and transforming 
the information from its neighbor nodes. The (l + 1)-th graph convolution layer of a GCN 
model can be expressed as:

where Ã = A + IN is the adjacency matrix of the input graph G with self-loops, IN being 
the identity matrix, D̃ ∈ ℝ

N×N is a diagonal matrix with D̃i,i =
∑

j Ãi,j , W (l) ∈ ℝ
F×hl repre-

sents the trainable weights, hl is the hidden size in the l − th layer, and �(⋅) is the activation 
function, H(0) is set to the node attribute matrix X.

Following the surrogate model in Zügner et  al. (2018), a two-layer GCN model with 
linear activation function is used for node classification and can be described as:

where G = {A,X} , vi ∈ V is a node, Â = D̃
−

1

2 ÃD̃
−

1

2 and � = {W (0),W (1)} denotes the set of 
the input-to-hidden weights W (0) and the hidden-to-output weights W (1) . f

�
(vi,G) donates 

the predicted result of node vi in graph G. By eliminating the ReLU layer, we aimed to 
simplify the surrogate model, which help the model to more directly learn the mapping 
between inputs and outputs without the complexity introduced by the ReLU nonlinearity. 
Besides, the removal of the ReLU layer can enhance the accuracy of gradient estimation. 
Since ReLU introduces zero gradients for negative inputs, their removal can provide a 
clearer gradient signal during the adversarial attack process. Liu et  al. (2023) have dis-
cussed the wrong blocking and over transmission in the ReLU derivation processes.

3.2 � Graph modification attack

A graph modification attack is achieved by adding or removing edges and modify-
ing node features, with the objective of manipulating the outputs produced by the GNN 
model to achieve the desired results of the attacker. As adding or removing edges plays a 
main role in graph modification attacks (discussed by Wu et al. (2019)), we focus on the 
graph modification attacks that only involve adding or removing edges in the graph, i.e., 
G� = {A�,X} . In this paper, we perform a white-box poisoning graph modification attack 
targeting on the node classification task and aim to reduce the classification accuracy on 
the testing set. White-box attack means that the attacker shares the same information with 
the model trainer, such as the dataset or hyperparameters of the GCN model. In a poison-
ing attack, the GCNs are trained on a modified graph G′ so that the model parameters will 

(1)H(l+1) = �(D̃−
1

2 ÃD̃
−

1

2H(l)W (l)),

(2)f
�
(vi,G) = softmax(ÂÂXW (0)W (1))[i],
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be influenced during the training phase, which finally leads to a high misclassification rate 
in the testing phase. We use a two-layer GCN model with linear activation function as the 
surrogate model. The adversarial attack can be described as follows:

where f
�
 is the GCN model with learnable parameters � shown in Eq. (2), f

�∗
(vi,G

�) is the 
prediction of node vi in graph G′ with model parameter �∗ , Φ(G) is the set of admissible 
perturbations on the graph G, L(⋅, ⋅) denotes the loss function, Vtest and Vtrain denotes the 
testing set and the training set, respectively. The objective function in Eq. (3) indicates that 
the attacker searches the adversarial graph G′ allowed to maximize the testing loss of the 
surrogate model. The constraint suggests that parameter �∗ is trained by minimizing the 
training loss with G′ . Since the ground-truth label of testing data is not available, we use 
pseudo-labels of the testing set generated by the surrogate model as an alternative.

4 � Proposed method

4.1 � Overview

In this paper, we propose a Searching and Pairing Attack (SPA) to effectively decompose 
the hard adversarial edge generation problem into two simpler adversarial node generation 
problems. Our approach is based on the fact that an adversarial edge can be constructed 
with two adversarial nodes, whereas the quality of both adversarial nodes are essential 
to the final generated adversarial edge. Therefore, the overall architecture of our SPA 
method for graph modification attack contains two main steps: a Node Searching (NS) step 
to search the initial adversarial node set and a Node Pairing (NP) step to find the paring 
adversarial node set with the given initial node set. Specifically, given a graph G, the NS 
step aims to search an adversarial node set S = {vs1, vs2,⋯ , vsΔ} with a maximum number 
of perturbation Δ . With S , the NP step aims to find a corresponding adversarial node set 
P = {vp1, vp2,⋯ , vpΔ} . The nodes within set P are sequentially paired with those in set S 
on a one-to-one basis, such that vs1 corresponds to vp1 , and vsi corresponds to vpi . The adver-
sarial edges E� = {e�

1
, e�

2
,⋯ , e�

Δ
} can then be obtained from the adversarial node sets S and 

P where the adversarial edge e�
i
= (vsi, vpi) adds or removes the edge between node vsi and 

vpi . We have thus transformed the challenging adversarial edge search problem into two 
simpler Node Searching (NS) and Node Pairing (NP) sub-problems.

It should be noted that although Node Searching and Node Pairing are both indispensa-
ble components of the proposed SPA method, their functions are distinct. The objective of 
Node Searching process is to search a high quality adversarial node subset S from the node 
set V . The Node Pairing step involves generating a pairing adversarial node subset P based 
on the condition of nodes in S in a one-to-one manner, which can be considered as a condi-
tional generation problem. Effective algorithms for solving both the NS and NP sub-problems 
is essential, and the selection of both adversarial node sets S and P significantly influence the 
attacking performance. For instance, randomly selected node sets S and P can also form an 
adversarial edge set, the adversarial graph generated in this manner are unlikely to effectively 

(3)

max
G�∈Φ(G)

∑

vi∈Vtest

L(f
�∗
(vi,G

�), yi)

s.t. �∗ = argmin
�

∑

vj∈Vtrain

L(f
�
(vj,G

�), yj),
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impact the target model. In Sect.  5.3.1, we provide a detailed analysis of how the NS and 
NP steps individually influence the effectiveness of the SPA method. Experimental results 
show that when a randomly selected node set S is employed, the misclassification rate would 
decrease up to more than 9%.

Considering both the model effectiveness and efficiency, we propose to use the Ant Col-
ony Optimization (ACO) algorithm to construct NS step in order to improve global searching 
capability and propose a generative-based NP model to improve the generation speed. The 
SPA method shown in Fig. 1 involves a training phase and a testing phase. In the training 
phase, the NP model is first trained with randomly sampled S . The well-trained NP model is 
then used to update the pheromone list of NS algorithm. In the testing phase, Δ nodes with top 
pheromone scores are selected to form adversarial node set S . Subsequently, the NP model 
is utilized to generate P , and ultimately, the adversarial graph G′ is obtained. By effectively 
combing Node Searching and Node Pairing, the proposed Searching and Pairing Attach (SPA) 
can achieve SOTA adversarial attack performance.

In both NS and NP steps, the adversarial loss L�(S,P) is used as the unified attack perfor-
mance indicator, which is defined based on the training loss:

(4)

L�(S,P) ∶= −
∑

vi∈Vtrain

L(f
�∗
(vi,G

�), yi),

s.t. �∗ = argmin
�

∑

vj∈Vtrain

L(f
�
(vj,G

�), yj),

G� = {A�,X},

Fig. 1   The flow chart of the Searching and Pairing attack. In the training stage, the Node Pairing step learns 
a generative model which can generate node set P (green nodes) for a given node set S (red nodes), then 
the Node Searching step uses the Ant Colony Optimization algorithm to update the pheromone list by sam-
pling the node set S and computing adversarial loss L�(S,P) . In the testing stage, the proposed SPA method 
selects Δ nodes with the highest pheromone values to form the adversarial node set S , which is used as the 
input of the NP model to generate the adversarial node set P . The two adversarial node sets together form 
the adversarial perturbations to generate the adversarial graph
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where A′ is obtained by modifying A according to S and P , f (⋅, ⋅) is the surrogate model 
defined in Eq. (2), f

�∗
(vi,G

�) means the prediction of node vi in graph G′ with model param-
eter �∗ . In Eq.  (4), the constraint describes the training process of the surrogate model. 
Given the adversarial graph G′ , the well-trained model parameter �∗ can achieve the mini-
mized training loss. After model training, the loss function calculates the cross-entropy 
loss on the training set with model parameter �∗ and takes its negative value as the adver-
sarial loss. The attacker aims to disrupt the training process of the target model as much as 
possible. To this end, the optimization objective of adversarial graph G′ is minimizing the 
adversarial loss, which equals maximizing the training loss of the well-trained surrogate 
model.

In the remaining part of this section, we introduce the specifics of the NS and NP 
methodologies, and then we propose an iterative attack strategy designed to address sce-
narios with high perturbation rates.

4.2 � Node searching algorithm

In this section, we introduce the proposed Node Searching method based on the Ant 
Colony Optimization (ACO) (Colorni et al., 1991) algorithm. Compared with gradient-
based attach approach, the ACO algorithm aims to find a combination of perturbations 
rather than add perturbations to the perturbation set iteratively, which leads to better 
attack results. Ant Colony Optimization is a heuristic algorithm that uses the behavior 
of ants to solve optimization problems. The algorithm is inspired by the foraging behav-
ior of ants, where they deposit pheromones on the ground as they explore their environ-
ment. By using this pheromone communication, ants can find the shortest path to a food 
source and create trails for other ants to follow.

In the proposed Node Searching ACO (NS-ACO) method, the adversarial loss 
L�(S,P) is treated as the reward for the NS-ACO algorithm to search adversarial node 
set S . Before introducing the implementation of NS-ACO, we first give the definition of 
ants, reward, and pheromone in our problem.

•	 Ant: We define the adversarial node set S as the ant in NS-ACO algorithm. m is the 
number of ants in the ant colony. Each ant selects Δ nodes from node set V with the 
pheromones � as the probabilities to form the solution S of the target problem.

•	 Reward In NS-ACO algorithm, reward is used to measure the quality of the solu-
tions. Since a larger reward typically corresponds to a better solution, we use the 
negative adversarial loss −L�(S,P) as the reward of the solution S.

•	 Pheromone The key in the NS-ACO algorithm lies in the updating of the phero-
mone list, as ants explore the problem space and deposit pheromones � to indicate 
the quality of the solutions they find. For example, after getting reward −L�(S,P) , 
the ant with solution S leaves pheromones on the nodes contained in S according to 
the reward to improve their probability of being selected. A pheromone list is used to 
record and quantify the contribution of each node vi ∈ V in executing the poisoning 
attack.

The goal of the NS-ACO algorithm is therefore to find a subset S ⊂ V that maximizes 
the reward:
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where P = NP(S) denotes node set generated by the Node Pairing model given the node 
set S.

As depicted in Eq. (4), the assessment of the reward necessitates the utilization of the 
Node Pairing model. Accordingly, as illustrated in Fig. 1, training Node Pairing model 
is the first step for training SPA. With an efficacious Node Pairing model in place, the 
pheromone list within our proposed NS-ACO algorithm is optimized. Further insights 
into the Node Pairing mechanism will be elaborated in the subsequent section.

Algorithm 1   Node searching ACO algorithm

Algorithm 1 shows the details of the proposed Node Searching ACO algorithm. We 
initialize the pheromones with a constant to prevent the algorithm from falling into a 
local optimum prematurely. At the beginning of each iteration, a group of virtual ants is 
released onto the problem space, each ant selects Δ nodes with normalized pheromone 
values as probabilities to form the adversarial node set Si . For each set Si , the Node 
Pairing algorithm searches the corresponding pairing node set Pi . Then the algorithm 
generates the adversarial graph and calculates −L�(Si,Pi) as the reward of Si . At the end 
of each iteration, the pheromones on the nodes will evaporate with the rate � and are 
updated based on the reward of the solutions:

where m is the number of ants in the algorithm. In the final step of the NS-ACO algorithm, 
the adversarial node set S consisting of Δ nodes with the highest amount of pheromone is 
considered as the solution to the optimization problem.

(4)
max
S

− L�(S,P),

s.t. S ⊆ V, |S| = Δ.

(5)

�
t
i
= ��

t−1
i

+

m∑

j=1

et−1
i,j

,

et−1
i,j

=

{
0 vi ∉ Sj,

−L�(St−1
j

,Pt−1
j

) vi ∈ Sj,
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During the NS-ACO algorithm, the reward −L�(S,P) achieved by the node set S is 
treated as the attack capability of all the nodes contained in S . For a node with higher 
attack capability, the node set in which it is located is able to obtain a higher reward, thus 
assigning a higher pheromone to that node. In the proposed SPA attack, we therefore treat 
the Δ nodes with the highest pheromone values as adversarial node set with the highest 
attack capability and obtain the final S.

4.3 � Node pairing algorithm

The proposed Node Pairing (NP) algorithm aims to find a corresponding node set P ⊂ V 
with Δ nodes given an adversarial node set S . In this section, we propose a generative-
based NP model that extracts and aggregates features of nodes in S to generate P . By train-
ing the feature extraction layer and aggregation weights, the NP model can learn the effects 
of vsi and S on vpi to generate P with higher attack performance. Note the adversarial node 
vpi ∈ P subject to the following constraints: vpi will form an adversarial edge with vsi (i.e., 
delete edge (vsi, vpi) from G if the edge exists, otherwise add the edge), and form a pertur-
bation set E′ together with other adversarial edges.

The proposed generative Node Pairing model is illustrated in Fig.  2. It contains two 
branches: the upper branch extracts features from the input graph with two graph convo-
lutional layers, while the lower branch takes the node set generate by Node Searching step 
and aggregate cooperative features from the intermediate features of the upper branch. The 
two set of features are then combined and used to predict the pairing node set. The pairing 
node set P , in conjunction with the input node set S , forms the adversarial edges. Subse-
quently, a surrogate model is trained on the perturbed graph G′ to calcualte the adversarial 
loss L�(S,P) . During the backpropagation phase, the model computes the gradient of the 
adversarial loss with respect to the parameters of the NP model and optimizes the model 
parameters using the Adam optimizer to minimize the adversarial loss.

4.3.1 � Model architecture

In the upper branch, the graph convolutional layer defined in Eq. (1) is used to extract the 
features (which are defined by blue and orange bars in Fig. 2):

Fig. 2   Overview of the Node Pairing model. Here, we illustrate the Node Pairing model with Δ = 2 adver-
sarial nodes. The model contains two graph convolution layers to extract features of the nodes. To introduce 
cooperation between adversarial nodes, the model aggregates the features of the adversarial nodes through a 
learnable Δ × Δ matrix and finally uses Gumble-Softmax to obtain corresponding nodes
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where H(⋅) is the node embedding, W (⋅) is the parameter of the NP model.
In the lower branch, the cooperative relationship between adversarial nodes are con-

sidered in generating adversarial node set P since the adversarial perturbations work 
jointly to implement an adversarial attack. We propose a Aggregate Cooperative (AC) 
Layer by using a learnable weight matrix W (coop) to aggregate cooperative features 
between adversarial nodes in S:

where the W (coop) ∈ ℝ
Δ×Δ is the learnable matrix, and S ∈ {0, 1}Δ×N is the one-hot embed-

ding matrix of S . Specifically, the i-th row of S indicates the one-hot embedding of adver-
sarial node vsi , the index of value 1 indicates the position of vsi in the graph. Since each row 
in the feature matrix X ∈ {0, 1}N×F indicates a feature vector of a node, X[j] is the feature 
of node vsi if S[i][j] = 1 . Thus, SH(1) extracts the embedding of the nodes in S after the 
graph convolutional layer. Then W (coop) aggregates the features of different nodes in S to 
finally get the cooperative features.

Finally, we concatenate the node features with the cooperation features to generate 
the corresponding pairing nodes:

where © is the concatenate operation. Z ∈ ℝ
Δ×N is the output matrix in which each row 

represents the probability distribution of the corresponding node for the input nodes in S.
In order to convert probabilities zk ∈ Z to a one-hot vector, a common practice is to 

use the argmax function:

Since the argmax function is non-differentiable, the gradient cannot be back-propagated 
through it. In the output layer, we use a binary special case of the Gumbel-Softmax repa-
rameterization trick which is soft and differentiable as an alternative. The output of the NP 
model is:

where GS(⋅) denotes the Gumbel-Softmax function. P ∈ {0, 1}Δ×N is the one-hot represent 
of adversarial node set P . Let pk ∈ {0, 1}N denotes the k-th row in P , the i-th element in pk 
is calculated through Gumbel-Softmax by:

where gi and is the Gumbel noise, t is the temperature coefficient, zk is the k-th row in Z . 
To evaluate gradients, the straight-through estimator is used in the Gumbel-Softmax trick. 
In the forward phase, the relaxed sample is rounded to get the one-hot vector. In the back-
ward phase, actual gradients are directly passed to the relaxed sample instead of the one-
hot vector.

(6)H(1) = �(ÂXW (0)),

(7)H(coop) = W (coop)SH(1),

(8)
H(2) = S�(ÂH(1)W (1))©H(coop),

Z = H(2)W (2),

(9)argmax
i

zk ∶= {i|∀j ∶ zk[j] ≤ zk[i]}.

(10)P = GS(Z),

(11)pk[i] =
exp((gi + log zk[i])∕t)

∑N

j
exp((gj + log zk[j])∕t)

,
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Since labels of testing nodes are not available in training the target GCN model, add-
ing or deleting edges between testing nodes has limited performance in poisoning attacks, 
which is discussed by Zhan and Pei (2022). To circumvent the generation of insignificant 
adversarial perturbations, the output of Gumbel-Softmax layer is restricted to nodes in the 
training set by masking the testing nodes.

4.3.2 � Training phase of NP model

During the training phase of NP model, we initially randomly select Δ nodes from the node 
set V to form the adversarial node set S as the input. Based on the adjacency matrix A and 
feature matrix X along with the given adversarial node set S , the NP model generates node 
set P . Revisiting Eq. (4), the gradient of adversarial loss L�(S,P) relative to the parameters 
�NP of the NP model can be expressed as:

where �∗ represents the parameters of the surrogate model trained using adversarial graph 
G′ . Since the computation of gradients involves the training process of the surrogate model, 
higher-order derivatives should be calculated to capture the impact of the adversarial graph 
G′ on the training process of the substitute model. Considering a surrogate model opti-
mized using vanilla gradient descent, the optimization process can be expressed as:

where � is the learning rate and L(�t,Vtrain,G
�) =

∑
vj∈Vtrain

L(f
�
(vj,G

�), yj) is the training 
loss. After T iterates, the surrogate model is well trained with parameter �∗ = �

T . In this 
scenario, the partial derivative ��

t+1

�G�
 is given by:

Given the one-hot forms of sets S and P , denoted as S ∈ {0, 1}Δ×N and P ∈ {0, 1}Δ×N , 
with the index of 1 indicating the corresponding position of the node in the adjacency 
matrix A. The adversarial matrix A′ can be computed as follows:

where ◦ denotes the element-wise product, J = 1N×N corresponds to the all-ones matrix 
and IN is the identity matrix. Since the proposed SPA method focuses on modifying the 
adjacency matrix, we have �G

�

�P
=

�A�

�P
 . In summary, we have computed the derivative of the 

adversarial loss with respect to the parameters of the NP model, which can be used to opti-
mize the parameters using an optimizer.

4.4 � Iterative attack

As the perturbation rate increases, there may be a situation where perturbation number 
Δ > N , the Node Searching method cannot obtain a subset S (with Δ nodes) from V (with 
N nodes). We therefore propose an iterative attack strategy which iteratively executing SPA 
method with a smaller perturbation rate (e.g., 5%). Algorithm 2 demonstrates the proposed 

(12)∇
�NP
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(
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�G�
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��∗
⋅

��
∗

�G�

)
⋅

�G�

�P
⋅

�P

��NP

,
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(15)A� = A + (J − I − 2A)◦(STP + PTS),
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iterative attack method, where the SPA(G,Δb) denotes using SPA method on graph G to 
generate Δb adversarial edges. In the iterative attack, the adversarial graph generated in 
the previous iteration is considered the initial graph data for the next iteration. The SPA 
method is executed repetitively until the total perturbation number is Δ.

Algorithm 2   Iterative attack method

5 � Experiments

To evaluate and analyze the proposed SPA method, we implement our method and perform 
experimental comparisons based on DeepRobust (Li et al. (2021)) which is an adversarial 
library for attack and defense methods on images and graphs. The comparison methods and 
data preprocessing method (e.g., feature normalize) used in the experiment are all imple-
mented based on DeepRobust.

5.1 � Experimental setup

5.1.1 � Dataset

We evaluate our SPA method on four datasets: Cora (McCallum et  al., 2000), Cora-ML 
(Bojchevski & Günnemann, 2017), Citeseer (Sen et  al., 2008) and Polblogs (Adamic & 
Glance 2005). The statistics of the four datasets are shown in Table 3. Following the pre-
processing steps in DeepRobust, only the Largest Connected Component (LCC) from each 

Table 3   Statistics of different datasets

Dataset Nodes Features Edges Classes

Cora Mc (Callum et al., 2000) 2708 1433 5249 7
Cora-ML (Bojchevski & Günnemann, 2017) 2995 2879 8416 7
Citeseer (Sen et al., 2008) 3312 3073 4715 6
Polblogs (Adamic & Glance, 2005) 1490 – 19025 2
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graph dataset is considered and each dataset is randomly splitted into a training set (10%), a 
validation set (10%), and a testing set (80%).

5.1.2 � Variants of SPA

In the SPA methodology, both the reward evaluation of the NS-ACO and the loss calcula-
tion of the NP model necessitate training the surrogate model on the adversarial graph G′ . 
The frequent retraining has an adverse effect on the runtime efficiency of the SPA method. 
Specifically, during each iteration of the NS-ACO process, each ant generates an adversar-
ial graph and subsequently trains a surrogate model to compute the reward, resulting in the 
surrogate model training process of TNS × m times. In the NP model, the computation of 
gradients involves capturing the higher-order derivatives during the surrogate model train-
ing, requiring the surrogate model training process of TNP times in total. The TNS and TNP 
denote the iteration times of NS-ACO and NP model, respectively. It is evident that the NS-
ACO method is more affected by the training process of the substitute model.

To strike a balance between runtime efficiency and attack effectiveness, we introduce 
two variants of the SPA method: SPA-cl and SPA-re. Both methods utilize the same NP 
model but differ in their NS-ACO reward computation approaches.

In the SPA-cl variant, the NS-ACO initially trains a clean target model using the origi-
nal dataset. For each adversarial graph generated during the algorithm execution, the clean 
model is directly employed to compute the training loss. Conversely, in the SPA-re variant, 
we follow the description provided in Eq. (4), where a victim model is trained using the 
adversarial graph, after which the training loss on the victim model is calculated.

5.1.3 � Comparison methods

We compare the proposed SPA method with six state-of-the-art poisoning attack methods 
in graph data:

DICE (Deletes Internally and Connects Externally) (Waniek et al. (2018)) is a heuristic 
method that randomly decides to delete edges that connect nodes with the same class or 
connect nodes with different classes.

PGD (Xu et  al. (2019)) is a white-box attack method that uses a Projected Gradient 
Descent algorithm to optimize the perturbations, and is designed for evasion attacks as the 
surrogate model remains unchanged, but can also be used in poisoning attacks.

Min-Max (Xu et  al. (2019)) is the poisoning version of the PGD attack. It solves the 
bi-level optimization problem where the inner maximization is solved by gradient ascent, 
and the outer minimization is handled by PGD. Specifically, it retrains the surrogate model 
after getting an adversarial edge in each iteration to capture the influence of perturbations 
on the model training phase.

Mettack (Zügner and Günnemann (2019)) is a grey-box poisoning attack method where 
the adjacency matrix is modified iteratively based on the mate-gradient. Note that various 
variants of Mettack have been proposed in  Zügner and Günnemann (2019), we use the 
most effective attack setting, i.e. Meta-Self attack, as the comparison method.

EpoAtk (Lin et al. (2023)) is a white-box attack method that generates adversarial edges 
through generation, evaluation and recombination with the goal of sidestepping the possi-
ble misinformation that the maximal gradient provides.
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AtkSE (Liu et al. (2022)) is a grey-box attack method that uses edge discrete sampling, 
semantic invariance and momentum gradient ensemble to reduce the error in the adver-
sarial edge generation process to improve the quality of the adversarial edges.

5.1.4 � Target model

We use three different target models, i.e. GCN-linear, GCN, and GAT:
GCN-linear is a two-layer GCN model with linear activation function, and is the surro-

gate model used in the experiments.
GCN is one of the most representative GNNs. We use a two-layer GCN model with the 

ReLU activation function and a hidden size of 32.
GAT​ is an advanced neural network model which dynamically computes attention coef-

ficients for different nodes, allowing the model to focus on the most relevant information. 
We use a two-layer GAT model with a hidden size of 8 and head number of 8.

Following the default setting in DeepRobust, the hidden size of GCN-linear models is 
16, and the parameters of the target models are updated by Adam optimizer with a learning 
rate of 0.01 and a weight decay of 5 × 10−4.

5.1.5 � Evaluation

All experiment results are recorded as the average performance under 5 different splits 
according to the following steps:

•	 We first train a surrogate model with clean graph data. This model will be used as the 
target model for adversarial attack methods in subsequent experiments.

•	 We then generate adversarial edges and get adversarial adjacency matrix A′ . Following 
the setting in Xu et al. (2019), the predicted labels of testing nodes can be used during 
the attack for all the adversarial attack methods.

•	 We train the GCN or GAT models with adversarial graph obtained by different attack 
methods and get multiple poisoned models.

•	 We finally verify the prediction accuracy on the testing set to evaluate the attack perfor-
mance of the adversarial attack methods.

5.2 � Attack performance

5.2.1 � Attack performance on GCN

The attack results of different attack methods on the GCN model and the GCN-linear 
model by modifying 5% edges are shown in Tables  4, 5, respectively. The GCN-linear 
model and the GCN model is used to evaluate the white-box attack performance and the 
grey-box attack performance, respectively. The misclassification rate and the average rank 
are used as the evaluation metrics. Note that since the perturbation number is large in the 
PolBlogs dataset, we use the iterative attack to implement the attack.

We can see that the proposed SPA-re method and SPA-cl method achieve the best and 
the second best results among all comparison methods. AtkSE and Mettack achieve the 
highest attack performance among other comparison methods, followed by MinMax, PGD, 
EpoAtk, and DICE. When the target model is GCN-linear, our SPA-re method increases 
the misclassification rate over the AtkSE method on datasets Cora, Cora-ML, Citeseer, and 
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PolBlogs by 9.1%, 8.1%, 3.1%, and 7.3%, respectively. The results of white-box experi-
ments show that the proposed SPA methods are able to capture the effect of adversarial 
perturbations on the model retraining process and find a better combination of perturba-
tions. When the target model is GCN, the SPA-re method can increase the misclassifica-
tion rate over the Mettack method on the four datasets by 5.7%, 7.6%, 2.0%, and 11.5%, 
respectively. The grey-box results show that the proposed SPA methods can achieve effec-
tive transferring attack when the attacker does not know the hyperparameters of the target 
model.

We also find that despite the fact that the SPA-cl relaxes the restriction on the loss val-
ues in the NS step by directly evaluating the training loss using the clean model without 
retraining, the SPA-cl can still achieve similar misclassification rates as the SPA-re. This 
may be due to the fact that the SPA-cl causes a large bias in the model parameters by 
choosing perturbations that maximize the training loss, thus affecting the prediction accu-
racy on the testing set.

Table 4   Misclassification rate (MSR, %) and the average rank of different methods with perturbation rate 
5% for poisoning attacks on GCN model. The iterative attack is applied on the PolBlogs dataset. (The best 
result in each column is in bold.)

Methods GCN

Cora Cora-ML Citeseer PolBlogs Avg. rank

Clean 17.0 ± 0.3 15.5 ± 0.3 26.4 ± 0.5 7.0 ± 0.5 9
AtkSE (Liu et al., 2022) 22.8 ± 0.6 22.8 ± 0.5 33.3 ± 0.8 25.7 ± 1.2 3.75
EpoAtk (Lin et al., 2023) 19.5 ± 0.5 15.9 ± 0.4 32.7 ± 0.5 12.8 ± 1.0 6.75
Mettack (Zügner & Günnemann, 2019) 26.8 ± 0.4 19.4 ± 0.3 35.4 ± 0.3 16.5 ± 1.1 3.5
PGD (Xu et al., 2019) 20.7 ± 0.5 17.8 ± 0.4 29.2 ± 0.6 16.2 ± 0.7 5.75
MinMax (Xu et al., 2019) 24.1 ± 0.5 16.7 ± 0.3 29.9 ± 0.4 14.9 ± 0.5 5.5
DICE (Waniek et al., 2018) 17.9 ± 0.3 16.4 ± 0.1 27.2 ± 0.3 12.1 ± 0.7 7.75
SPA-cl 29.0 ± 0.8 26.0 ± 0.1 36.9 ± 0.7 28.0 ± 1.1 1.75
SPA-re 32.5 ± 0.5 27.0 ± 0.4 37.4 ± 0.9 26.7 ± 1.0 1.25

Table 5   Misclassification rate (MSR, %) and the average rank of different methods with perturbation rate 
5% for poisoning attacks on GCN-linear model. The iterative attack is applied on the PolBlogs dataset. (The 
best result in each column is in bold.)

Methods GCN-linear

Cora Cora-ML Citeseer PolBlogs Avg. Rank

Clean 19.0 ± 0.4 16.6 ± 0.2 27.2 ± 0.3 8.4 ± 0.2 9
AtkSE (Liu et al., 2022) 25.9 ± 0.7 23.7 ± 0.2 35.9 ± 0.6 25.2 ± 0.3 3.5
EpoAtk (Lin et al., 2023) 22.7 ± 0.5 20.2 ± 0.4 35.8 ± 0.7 17.1 ± 0.3 5.25
Mettack (Zügner & Günnemann, 2019) 27.4 ± 0.5 21.4 ± 0.2 35.4 ± 0.5 16.0 ± 0.6 4.5
PGD (Xu et al., 2019) 23.1 ± 0.5 20.8 ± 0.2 31.6 ± 0.4 16.6 ± 0.2 5.5
MinMax (Xu et al., 2019) 26.9 ± 0.3 18.9 ± 0.3 33.1 ± 0.5 15.2 ± 0.2 6.5
DICE (Waniek et al., 2018) 19.5 ± 0.3 18.2 ± 0.3 28.5 ± 0.5 11.9 ± 0.2 7.5
SPA-cl 31.3 ± 0.8 31.7 ± 0.3 40.1 ± 0.7 31.6 ± 0.6 1.75
SPA-re 35.0 ± 0.8 31.8 ± 0.2 39.0 ± 0.4 32.5 ± 0.6 1.25
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Among these comparison methods, we note that EpoAtk does not achieve the results 
shown by Lin et al. (2023). This may be due to the fact that we uniformly used the GCN 
model from the DeepRobust framework (Li et al. (2021)) as the target model in the experi-
ments. For a fair comparison, we executed the EpoAtk attack using the GCN model pro-
vided by Lin et al. as the target model with the same hyperparameter settings and dataset 
partitioning shown in Sect. 5.1. The misclassification rates achieved by the EpoAtk attack 
on the four datasets at a perturbation rate of 5% are Cora 25.08, Cora-ML 22.09, Citeseer 
33.84, and Polblogs 13.91.

5.2.2 � Attack performance on GAT​

In this section, we present experimental results on Graph Attention Network (GAT) model 
for both transfer attacks and white-box attacks.

Table 6 presents the experimental results under the transfer attack setting with a pertur-
bation rate of 5%. In the transfer attack scenario, a GCN-linear model is utilized as the sur-
rogate model to generate adversarial graphs. Then we perform attacks on the GAT model. 
Compared with the attack results on the GCN model in Table 4, it is observed that while 
the proposed SPA-cl method and SPA-re method still ranks highly, they no longer exhibit 
significant advantages. This is attributed to the fact that in adversarial attacks, when there 
is a notable discrepancy between the proxy and the target models, the adversarial perturba-
tions may not poison the target model as intended.

Among the attack methods, EpoAtk, PGD, and Min-Max use first-order gradients in 
optimizing adversarial perturbations. In contrast, AtkSE, Mettack, SPA-cl, and SPA-re uti-
lize second-order gradients. The experimental outcomes depicted in Table 6 suggest that 
attack methods using second-order gradient possess a better attack capability for transfer 
attacks. This is because the second-order gradients capture the influence of adversarial per-
turbations on the model training process, thereby enhancing the attack performance of the 
adversarial perturbations.

Table  7 illustrates the experimental results under the white-box attack setting with a 
perturbation rate of 5%. In the white-box attack, we utilize the GAT-linear model, a vari-
ant of the GAT model with linear activation layers, as the surrogate model for generat-
ing adversarial perturbations. Then the adversarial perturbations are assessed on the GAT 
model. Due to the complex nature of the GAT model, the process of computing second-
order gradients incurs considerable space complexity. This has been identified as a limiting 
factor for the Mettack and AtkSE methods, preventing them from completing white-box 
attacks on the GAT model within the constraints of a 40GB graphics memory limit. As a 
result, our comparative analysis focuses solely on first-order optimization methods, namely 
EpoAtk, PGD, and Min-Max. Similar to the Mettack method, the proposed SPA-re method 
uses second-order gradients to optimize the model parameters during the NP model train-
ing process. However, as is shown in Eq.  (12), the NP model computes second-order 
gradients on the matrix P ∈ {0, 1}Δ×Ntrain . In contrast to directly calculating second-order 
gradients on the adjacency matrix A ∈ {0, 1}N×N , the NP model exhibits a lower spatial 
complexity. The reduced complexity enables our SPA-re methods to perform white-box 
adversarial attacks on the GAT model. Table 7 illustrates that our SPA-re method achieves 
the most effective attack performance on the GAT model.

Comparing Table 7 with Table 6, we observe that attack methods based on first-order 
optimization perform even worse in white-box attacks than in transfer attacks. This phe-
nomenon can be attributed to the GAT model’s mechanism of calculating attention 
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coefficients between nodes to determine the feature aggregation process. By altering these 
attention coefficients, the GAT model can mitigate the impact of adversarial attacks. In 
contrast, our SPA-re method takes into account the model’s training process, including the 
computation of attention coefficients, and is capable of generating adversarial perturbations 
that significantly disrupt the model.

5.2.3 � Attack performance with different perturbation rates

Figure 3 shows the attack performance on the GCN model by increasing the perturbation 
rate from 1% to 10% with a step size 2%. It is noticeable that the misclassification rate of 
all methods generally increases with the elevation of the perturbation rate, and at all pertur-
bation rates, the SPA-re method and SPA-cl method obtain the best and second best attack 
performance respectively. Since with the increase of the perturbation rate, the perturbation 

Fig. 3   The misclassification rate (MSR, %) of different methods with perturbation rate within [1%, 10%] 
evaluated on the GCN model with grey-box attacking setting. These error bars represent the standard devia-
tion of the misclassfication rate
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number may be larger than the node number, we use the iterative version to implement 
SPA-cl and SPA-re to obtain adversarial attacks. Note the misclassification rate does not 
increase linearly with the perturbation rate, this is caused by the uncertainty of the pertur-
bation generation process and the model training process.

5.3 � Ablation study

To verify the effectiveness of different components in SPA, we conduct ablation studies to 
analyze the influence of each component and parameter.

5.3.1 � Contribution of NS and NP

In this experiment, we remove the NS module, the NP module, and the retraining strategy 
respectively from the proposed SPA method to verify the contribution of each module to 
the adversarial perturbations. For the NS and NP modules, we replace them with random 

Table 6   Misclassification rate (MSR, %) and the average rank of different methods with perturbation rate 
5% for transfer attacks. The GCN-linear model is used as the surrogate and the GAT model acts as the 
victim model. The iterative attack is applied on the PolBlogs dataset. (The best result in each column is in 
bold.)

Methods GAT( transfer attacks)

Cora Cora-ML Citeseer PolBlogs Avg. Rank

Clean 17.8 ± 0.5 16.1 ± 0.5 26.8 ± 0.4 6.0 ± 0.6 8.75
AtkSE (Liu et al., 2022) 19.5 ± 1.0 23.1 ± 0.4 30.4 ± 0.7 19.8 ± 1.4 3.125
EpoAtk (Lin et al., 2023) 18.4 ± 0.4 15.9 ± 0.4 28.6 ± 1.3 8.2 ± 2.8 7.75
Mettack (Zügner & Günnemann, 2019) 22.9 ± 0.7 21.7 ± 0.7 33.1 ± 0.6 18.6 ± 2.3 2.25
PGD (Xu et al., 2019) 18.3 ± 0.7 18.1 ± 0.6 30.1 ± 0.6 16.7 ± 0.8 5.75
MinMax (Xu et al., 2019) 19.5 ± 0.6 17.3 ± 0.5 29.2 ± 0.5 11.1 ± 1.3 5.875
DICE (Waniek et al., 2018) 18.8 ± 0.5 17.3 ± 0.4 27.9 ± 0.6 13.0 ± 2.9 6.75
SPA-cl 21.2 ± 0.9 20.4 ± 1.1 31.8 ± 0.8 30.1 ± 5.1 2.5
SPA-re 23.7 ± 0.6 19.6 ± 0.5 32.0 ± 0.9 29.1 ± 3.0 2.25

Table 7   Misclassification rate (MSR, %) and the average rank of different methods with perturbation rate 
5% for poisoning attacks on GAT model. The iterative attack is applied on the PolBlogs dataset. (The best 
result in each column is in bold.)

GAT(white-box attacks)

Methods Cora Cora-ML Citeseer PolBlogs Avg. Rank

Clean 17.6 ± 0.4 16.0 ± 0.3 26.8 ± 0.4 6.3 ± 0.4 4.75
EpoAtk (Lin et al., 2023) 17.0 ± 0.5 16.0 ± 0.4 26.9 ± 0.6 6.6 ± 1.3 4.25
PGD (Xu et al., 2019) 18.3 ± 0.3 16.8 ± 0.4 28.2 ± 0.6 8.9 ± 1.0 2.75
MinMax (Xu et al., 2019) 18.7 ± 0.5 16.6 ± 0.4 28.6 ± 0.7 9.6 ± 1.2 2.25
SPA-cl 25.1 ± 0.7 23.5 ± 0.7 28.6 ± 0.7 9.6 ± 1.2 2.25
SPA-re 27.1 ± 0.7 24.8 ± 0.8 37.3 ± 0.9 20.5 ± 4.5 1
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selection algorithms, i.e., select Δ nodes randomly from the node set V to form the adver-
sarial node set S or P . For the retraining strategy, we remove it directly since the retraining 
strategy means retraining the surrogate model in the NS step. Note the retraining strategy 
will not be adopted if the NS module is not used.

Table 8 shows the misclassification rate with 5% edges modified in the four graph data-
sets. It is clear from the results that the NP module plays an important role in the pro-
posed SPA method. This may be due to the fact that the choice of perturbations is not 
unique when implementing the adversarial attacks, and even for a randomly selected S , 
the NP model is able to generate a corresponding subset of nodes with high attack capabil-
ity. Despite the lower contribution of the NS module in the attack, it is difficult further to 
increase the misclassification rate within a limited perturbation budget, so we believe it is 
valuable to spend more time searching the node set S using a heuristic algorithm rather 
than simply using random selection.

5.3.2 � Influence of search scope

To verify the influence of search scope on the SPA, we individually restrict the search 
scope for the NP and NS modules to V , Vtrain , and Vunlabled , separately. Vunlabled means 
nodes without ground-truth label, is typically composed of Vtest and Vval . According to the 
division of the dataset, the training set contains 10% of nodes while the remaining 90% 
are unlabeled nodes. The experimental results of the proposed SPA on the Cora dataset 
are presented in Table 9. Note that when limiting the search scope of the NS algorithm to 
Vtrain , we perform iterative attack since the number of nodes in the training set is smaller 
than the perturbation number.

It can be seen that the best attack effect appears in the combination of NS-all and NP-
train, which are determined by the characteristics of NS and NP. The NS step needs to 
find more combinations of adversarial nodes in a wider search scope, while the NP step 
needs to narrow the search scope to speed up the model convergence. Therefore, when NS 

Table 8   Misclassification rate 
(MSR, %) of SPA method with 
perturbation rate 0.05. The 
components in the SPA are 
replaced with a random selection 
algorithm, respectively. The 
component re means retraining 
the surrogate model in the NS 
step

Components of 
SPA

Dataset

NS NP re Cora Cora_ML Citeseer PolBlogs

✓ ✓ ✓ 31.8 ± 0.7 27.1 ± 0.5 37.4 ± 0.8 25.6 ± 1.3
✓ ✓ ✗ 28.8 ± 0.8 25.8 ± 0.4 36.9 ± 0.6 28.2 ± 1.1
✓ ✗ ✓ 17.6 ± 0.4 17.0 ± 0.3 28.3 ± 0.4 10.9 ± 0.9
✓ ✗ ✗ 18.4 ± 0.5 16.1 ± 0.4 28.0 ± 0.4 10.4 ± 0.8
✗ ✓ ✗ 24.9 ± 0.8 21.5 ± 0.3 32.3 ± 0.6 15.9 ± 0.6
✗ ✗ ✗ 17.5 ± 0.4 16.3 ± 0.3 26.8 ± 0.5 10.9 ± 1.0

Table 9   Misclassification rate 
(MSR, %) on Cora dataset after 
limiting search scope to V , Vtrain , 
and Vunlabled , separately

NP-all NP-train NP-unlabeled

NS-all 25.3 ± 1.0 28.5 ± 0.5 18.1 ± 0.3
NS-train 18.5 ± 0.4 19.7 ± 0.5 18.7 ± 0.3
NS-unlabeled 25.2 ± 0.6 28.4 ± 0.7 17.8 ± 0.3
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is restricted to Vtrain or NP is restricted to Vunlabeled , the attack is difficult to achieve effect. 
In addition, the combination of NS-unlabeled and NP-unlabeled achieves the worst attack 
effect, proving that the nodes in Vunlabeled have little impact on the model training process, 
making poisoning attack difficult to implement. By implementing the restriction on NP 
model to Vtrain , we can eliminate the adversarial edges where both nodes are unlabeled 
nodes. Following Zhan et al. Zhan and Pei (2022), we have conducted a statistical analysis 
to the proportion of adversarial edges composed of two testing nodes, generated by vari-
ous comparative methods under a 5% perturbation rate. The experimental results indicate 
that none of the adversarial edges generated by EpoAtk, AtkSE, MinMax, and Mettack 
are composed of two testing nodes. In contrast, the PGD method yielded 5.2% adversarial 
edges composed of two testing nodes. Moreover, the Random method exhibited a signifi-
cantly higher proportion with 81.4%, followed closely by DICE at 81.0%. This demon-
strates that eliminating adversarial edges where both nodes are in the testing set does not 
cause difference when comparing with SOTA attack methods, and the comparative analy-
sis remains fair.

5.3.3 � Influence of hyperparameters in NS‑ACO

To elucidate the impact of hyperparameters on the performance of our Node Searching Ant 
Colony Optimization (NS-ACO) algorithm, we conducted an ablation study focusing on 
the number of ants m, the evaporation rate of pheromones � , and the initial pheromones �0 . 
The experimential results of Cora dataset on GCN model are shown in Fig. 4. To preclude 
interference from Node Pairing setp, we have employed the same NP model throughout the 
entirety of our experimental process. We systematically varied each hyperparameter while 
maintaining others at their default values, as determined from preliminary experiments. 
The number of ants are adjusted to evaluate the algorithm’s behavior with different popu-
lation sizes, ranging from 50 to 600 ants. The evaporation rate is modified to assess the 
balance between exploration and exploitation, with values spanning from 0.1 to 0.9. The 
initial pheromone is tuned to determine the exploratory breadth of the algorithm’s early 
stages, with settings from 0.01 to 20. For each configuration, the ACO algorithm was exe-
cuted over 10 independent runs to ensure the statistical robustness of the results.

The performance is evaluated based on the misclassification rate of the attack. The 
ablation study revealed that the choice of the number of ants m and the evaporation rate 
� significantly influences the convergence speed and solution quality. With the increase 

Fig. 4   The misclassification rate (MSR, %) of SPA-re attacks on GCN model with different hyperparameter 
settings
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of the number of ants m, the misclassification rate tends to first decrease, then increase, 
and finally decrease again. This pattern is determined by the pheromone mechanism. Since 
there are “lucky” nodes that may be selected multiple times even they do not have signifi-
cant adversarial capabilities, making them have higher pheromone values. As the number 
of ants increases, this type of nodes will appear more frequently, consequently diminishing 
the attack performance. However, a higher number of ants allows the algorithm to explore 
a broader solution space, enabling the discovery of more nodes with high attacking capa-
bilities, thereby increase the attack performance. The interplay between these two types 
of nodes results in the MSR curve in Fig.4 (a). Therefore, more attempts should be made 
to select the ant number in order to reduce the number of “lucky” nodes. As the evapora-
tion rate � increases, the misclassification rate shows a trend of first increasing and then 
decreasing, proving that a moderate evaporation rate can significantly improve the perfor-
mance of the algorithm. In contrast, the misclassification rate changed from 31.8 to 33.3 
with the variation of the initial pheromones �0 . This indicates that the influence of the ini-
tial pheromone on the model’s performance is relatively minor. Finally, we find an optimal 
balance at m = 400 , � = 0.5 , and �0 = 20.

5.4 � Convergence analysis

In this section, we analyze the convergence of the NP model and the NS-ACO algorithm 
with different perturbation rates.

5.4.1 � Convergence analysis of NP model

Figure 5 shows the training loss curve of the NP model on different datasets at perturba-
tion rates of 1%, 5%, and 10%, respectively. As shown in the figures, when the perturbation 
rate is 5%, the training loss decreases reasonably and maintains a low value. This indicates 
that the NP model can effectively extract node features and generate corresponding nodes, 
which also explains the high misclassification rate that the NP-random attack achieved in 
Table  8. Then we reduce the perturbation rate to 1% and analyze the loss value during 
model training. As shown in the figure, the training loss is difficult to converge to a stable 
value at low perturbation rates. Recall the loss function of the NP model is the negative 
training loss of the surrogate model (in Eq. (4)). Influenced by the randomness of the sur-
rogate model parameter updates, the loss value L�(S,P) contains the random noise intro-
duced in the training process. When the perturbation rate is high (e.g., 5%), the loss value 
is mainly determined by the quality of the perturbations, while at low perturbation rates 
(e.g., 1%), the random noise has a large impact on the back-propagation process of the NP 
model, and the parameters of NP model are difficult to be optimized accurately.

We further increase the perturbation rate to 10%. As shown in the figure, the NP model 
is able to reduce the loss value almost linearly as the perturbation increases. For example, 
for the Cora dataset at 5% perturbation rate, the NP model converges at a loss value of −0.5 
(0.4 reductions from initial), and when the perturbation rate increases to 10%, the model 
converges at a loss value of −0.7 (0.6 reductions from initial). For the PolBlogs dataset, the 
perturbation number is larger than the node number at 10% perturbation rate, and accord-
ing to Sect. 4.4, we do not generate all perturbations at the same time, but implement the 
attack iteratively and therefore do not analyze its convergence.
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5.4.2 � Convergence analysis of NS‑ACO algorithm

We record the changes in the average scores, best scores, and top-k scores during the NS-
AOC algorithm, as is shown in Figure. 6, where the top-k score indicates the score of the 
node set which contains Δ nodes with the highest pheromone. As the number of iterations 
increases, the scores keep increasing, indicating that nodes with higher attack capabilities 
are given higher pheromones and thus have a higher probability to be selected by the ants. 
Amount all the results, the top-k score stays the highest, so we use the top Δ nodes in the 
pheromone table as the adversarial node set S selected at the end of the algorithm. We also 
find that the NS-ACO algorithm has difficulty in improving the quality of the perturbation 
as the perturbation rate increases. For example, the curve is almost horizontal when the 
perturbation rate is 10%. Recall that the NS algorithm selects a subset of the node set V as 
the adversarial node set S . When S becomes larger, it contains most of the nodes with high 
attack capability, making the gap between ants smaller and the difference in pheromones 
left at each node also become smaller, which results in difficulty in selecting node set with 

Fig. 5   Training loss curve of the NP model on Cora, Cora-ML, Citerseer, and PolBlogs with perturbation 
rate of 1%, 5%, and 10%. The horizontal coordinate indicates the number of iterations and the vertical coor-
dinate indicates the loss value
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high attack performance. This proves the necessity of using a smaller perturbation rate to 
execute the iterative attack.

6 � Conclusion

In this paper, we proposed a novel Searching and Pairing attack (SPA), which converts 
the hard adversarial edge search problem into two simpler Node Searching and Node 
Pairing problems to avoid optimizing adversarial edges using gradient directly. The 
SPA method considers an adversarial edge as a combination of two adversarial nodes, 
and generates adversarial nodes by using a proposed Node Searching Ant Colony algo-
rithm (NS-ACO) method and a generative model based Node Pairing (NP) method. In 
the NS-ACO method, by searching different combinations of nodes, the NS method 

Fig. 6   Scores of ants in NS-ACO algorithm on Cora, Cora-ML, Citerseer, and PolBlogs with perturbation 
rate 1%, 5%, and 10%. The horizontal coordinate indicates the number of iterations and the vertical coordi-
nate indicates the loss value



	 Machine Learning (2025) 114:1414  Page 28 of 31

aims to obtain the set S with better attack effect. In the NP method, by extracting and 
aggregating the features of the nodes in S , the model generates node set P to form the 
adversarial edge set E′ together with S . The SPA method then modifies the adjacency A 
according to E′ and gets the adversarial graph G′ . Extensive experiments on four graph 
datasets show that the proposed SPA method can achieve better attack performance than 
the state-of-the-art methods.

In the future, it is interesting to explore the integration of the SPA method with adver-
sarial attack methods on large-scale graphs. By employing techniques such as sampling or 
graph coarsening to simplify large-scale graphs, the SPA method can then be applied on 
the simplified graphs, thereby extending the SPA method to large-scale graph applications.
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