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PRIVACY

Before we discuss facial recognition technology, let’s begin with a focus on privacy.

« What are some reasons that you care about protecting your privacy? Give up to five.

USE CASES

As a group or individually, brainstorm compelling use cases for facial recognition technology. Think about the
potential uses for governments, companies, nonprofits, civil society organizations, and individuals. As you write
these down, put each into one of two columns: the first for beneficial cases and the second for worrisome cases. If

you need to put the case right in the middle of the two columns, go ahead! If you need examples, use Exhibit 1 in the
case study.

« What distinguishes cases that fall in the beneficial category from those in the worrisome category? What are
the values at stake?

TRAINING DATA

One key to developing a powerful facial recognition technology is the ability to train the tool on a massive dataset of
images.
« Iffacial recognition offers societal benefits, how should we get the images we need?

Now think about two potential sources of images. (1) Facebook’s full set of uploaded photos and (2) linked

government data including driver’s license photos, mugshots, and videos from surveillance cameras.

« Are your concerns about the risks of facial recognition different if a private company is building the tool vs.
the government?

BIASED RESULTS

It’s a fact: many facial recognition systems exhibit bias when it comes to race and/or gender.
« How might you try to mitigate bias in these systems?

« What would be an acceptable criterion, if any, to deploy a system that might still generate recognition errors?



SELLING THE TOOL

Imagine you work at Amazon on the Rekognition tool, and San Jose wishes to purchase the technology for installation
on police body cams in order to identify (1) people on terrorist watch lists, (2) people wanted for crimes, and (3)

people who have outstanding bills/parking tickets/unpaid taxes.

« An ethics committee at Amazon is asked to make a recommendation to leadership about whether to sell the
tool to San Jose. What would you recommend, and why?

o Are there features you would design into the technology to prevent its misuse by a police department?

« What limits, if any, would you impose on data storage and sharing of face prints?

REGULATION

Brad Smith, the CEO of Microsoft, has expressed a desire for public regulation of facial recognition to avoid a “race
to the bottom” across companies.

« What is he worried about?

« What should public regulation be designed to accomplish?

« If you were a policymaker in one of the state legislatures considering the regulation of facial recognition,
what would you include in your legislation?

« What would be the core elements of your draft bill?

« Are there any particular uses of facial recognition that you would prohibit?
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