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Goal

e Enhance the effectiveness and accessibility
of exposure therapy for patients and
therapists.

e Provide acost-effective platform with
home-based therapy options.

e Highly customizable scenarios for patients.

e  Prioritize security and privacy of patient data,
following principles from Zala et al.’s study
(2022) on e-healthcare privacy as well as
HIPAA compliance.
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@ Unity

dWS$S

FISHNET

Networking Evolved

Approach

e Create a VR-based therapy
platform using Unity VR, AWS
services, and FishNet
networking to provide secure,
scalable, and synchronized
therapy sessions.
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Technology

California State University - Fullerton

Type

Programming Language

IDE

Operating System

Web Technologies

Software Framework

Software

C# (forbackend development), TypeScript
(for frontend development)

Visual Studio (for backend with C# .net
core), Unity (for VR environment
development)

Windows 10/11(32 or 64 bit) (compatible
with Visual Studio and Unity)

TypeScript, HTML5, CSS3 (with Tailwind CSS
for styling)

Unity (for VR content creation and
management), AWS (for cloud service)

CPSC 491




Systes;
UnityEngine; RegisterServicesFroaPrefabs()
VRecover ug.Log("[Bootstrap] Stas
allServicesRegistered
IInitializable
Tnitialize0); if (1Systen.10.0
€

ebug . LogError(* [Boo
haviour return false;
isInitialized

Object

¢ servicesContainer; 9.Log(* [5:

t[] servicePrefabs = R LoadAll<Ga

serviceprefabs || serviceprefabs.Length
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ug Log( tr
iF (isInitialized)
[
Loguarning(*
3
Compare(a.name, b.name, StringComparison.Ordinallgnorecase));
AcesContainer

inert)

Ga ect(
tDestroyonLoad(servicesContainer);
Log(

9. Log(*(Bootstrap] Registering ser
1 (!RegisterServicesFronprefabs()) 1
€

Debug . LogMarning( v o p ach (GameObject prefab in servicePrefabs)
3

1€ (prefab = )
isInitialized «
Debug. Log(*[Baot: Logerror(

DebugLog( g-Log($ strap) prefab: {prefab.nane}");
bject ! servicesContai
1our[] services = serviceObject.GetComponents<ior dour>();

¥ (servicesContainer i=

€
g.Log(* (800! Destroying existing s ¢ (services = services.Length =
DestroyIamediate(servicesContainer); 1E Gt SO gt %)
bug.LogError($*[Sootstrap] Service prefab {prefab.nase} doe

existingContainer ect. Find( allserviceshegistered =
)

if (existingContainer t=
t

9.Log(* [Bootstrap] Found and d ng Les

DestroyIamediate(existingContainer); serviceRegistered :
foreach ( r service in services)

t

g.Log(" [ Resettin iF (service is IInitializable initializable)
ceLocatar. Reset(); t
isInitialized

Log("[

dce: {service.GetType().Name}");
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System;
System.Collections.Generic;
UnityEngine;

VRecover

nstance;
Instance instance ?7=

> _services =
tor() { }

Reset()

id RegisterService<TInterface, TImplementation>(TImplementation implementation)
TImplementation : , TInterface

Service Locator [ aaea il

TInterface GetService<TInterface>() where TInterface :
if (_services.TryGetValue( (TInterface), service))
{

return (TInterface)service;

£(TInterface)}

RegisterService(Type interfaceType, t implementation)
if (linterfaceType.IsInstanceOfType(inplementation))
{
throw e " Impl t {interfaceType.Name}", (implementation));

_services[interfaceType] = implementation;
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5
e e ary<ServerStataType, TiameStates _serverstates =
UnityEngine; onary<ClientStateType, IGameState> _clientStates
nttyEngine Sceneinagenent; Dictionary o

Fishuet Managing; = i

foreach (ServerStateType stateType in Enun.GetValues(typeof(ServerstateType)))
VRecover > _stateTransitionHistory t

Log("GaneMana;

_serverstates[stateType] = tateFactory. Createstate(stateType);
Teanetanagerservice . c _networkStatesyn

_networkManager;
_networkStateHandle:

ServerstateType CurrentServerstate { foreach (ClientStateType stateType in Getvalues( (ClientstateType)))
4
ClientStateType CurrentClientState { NetworkNanager => _networkManager; _clientstates[stateType] e ory.CreateState(stateType);
3
SessionStateType CurrentSessionState {

ScenestateType CurrentScenestate { get; } foreach (SessionStateType stateType in Enus.GetValues( (SessionStateType)))
. _—— InitializeQ)
tion<ServerStateType> OnServerStateChanged; sessionStates{stateType: Createstate(stateType)
tion<ClientStateType> OnClientStateChanged } - - o ¢ o
on<SessionStateType> OnSessionStateChanged;
tionesceneStateType> OnSceneStatechanged;

foreach (SceneStateType stateType in Enun.GetValues(typeof (SceneStateType)))
UpdateServerState(ServerStateType newState); {0} €

_scenestates[stateType] = Gane ory. Createstate(stateType);
UpdateClientstate(ClientStateType newstate); }

FLEET T — )
i

UpdateSessionState(SessionStateType newState); LogC*G:

Updatescenestate(SceneStateType newState); = ot st i 4

Reloadscene(); LogError(3” 1 ries: {ex.Message}*);
s

_networkStateHandler
SwitchToScene(: scenease, updateCurrentScenetius);

SwitchToScene(int scenelus, updateCurrentScenehus); EEEE e e

Endane();

_ = FindFi
€ Cracsosistasisyue SetznitialstatesO)
worianager Networlétanager { cet; } toCe

Deb 9.Log(*GaneManagers

r NetworkStateHandler { networkObject £("Networ v

_networkStateSync = networkbject . AddComponent<iie
CurrentServerState = ServerStateType.DEFAULT;
CurrentClientState = ClientStateType.DEFAULT;
CurrentSessionstate = SessionStateType. DEFAULT;
CurrentSceneState = SceneStateType. OEFALLT;

InitializeStateDictionaries();
SetInitialStates();
Log(*Gas

our, IGameManagerService, IInitializable

ServerstateType CurrentServerstate {

DEFALLT];

ClientStateType CurrentClientState { = jpe DEFAULT];
InitializeStateDictionaries() DEFALL

SessionStateType CurrentSessionState {

/pe .DEFAULT];
ScenestateType CurrentSceneState { get;

Log("GaneNanagers: e
{on<ServerstateType> OnServerstateChanged; ? currentServerState_OnEnter(
ZcurrentClientState onEnter(
Foreach (ServerStateType stateType in Enun.Getvalues| ServerStateType Smmle b
T L i L : C aue)l) ZcurrentSceneState_OnEnter(
e i RS _serverStates[stateType] = GameStateFactory.CreateState(stateType);
GaneState _currentClientState; } Changed? . Invoke(C:
TGameState _currentSessionstate; OnClientStateChanged? . Invoke(CurrentClientState:
TGameState _currentSceneState; Changed? . Invoke(C:
(ClientstateType stateType in Enun.GetValues(: (ClientstateType))) g
O;

_clientstates = new(); _clientStates[stateType] y.Createstate(stateType);

a.Loa( "Gase
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EXPLORER © GlientDefaultStatecs X

 GAMESTATES
~ Clientstates
© CllentAuthenticatingState.cs
ServerStateType E ClentAuthenticatingStatecsmeta
© ClentConnectedState.cs
E CllentConnectedState.csmeta
& ClentConnectingState.cs
I Project : E CiientConnectingState.csmeta
o ClentDefaultStates
+x & €0 2 £wnon, E ClientDefaultState.csmeta
% Favorites Assets > _Scripts > Services > GameStates SAVING_SESSION_DATA ¢ ClientDisconnectingState.cs Devue, tocl .
E ClientDisconnectingState.csmeta ong s Ay

Q All Materials
© ClientErrorstate.cs:

Q All Models
£ ClentEmorState.csmeta
Q P
Q All Prefabs B e cid InitializeState(IGametanagerService manager
B Project Menus £ ClentMainMenuState.csmet
it £ ClentMainMenuState.csmeta

© CllentWaitingForSceneState.cs

@ Assets NONE, F ClientWaitingForSceneState.csmeta
PR > Scenestates ResetClientState();
Sy > Serverstates

i OnEnter(IGametfanag:

H

i _Downloaded
Bm _Prefabs AUTHENTICATING, itiali ¢
@@ _Scenes CONNECTING, > SessionStates base.InitializeState(manager);
m RealScenes CONNECTED, > Utils isCleanState = t
DISCONNECTING, - Debug.Log("In
I TestScenes ey © BaseGameState.cs
MATTING_FOR_SCEME E BaseGameState.csmeta

M _ScriptableObjects sionSta. B
& _Scripts E ClientStatesmeta
- © GameStateFactory.cs LogStateError(“Fai in . t sta
manager . UpdateClientState (ClientStateType .ERROR) ;

E GameStateFactory.csmeta

M Audio
I Custom Scripts
m Dialogue
M Editor : ) SeaioaAtEiye © (GameStatecs ResetClientstate!
Mm FishNetCustom " - NONE, E (GameState.csmeta
M LevelManagement DEFALLT,
e WATTING FOR_THERAPIST,
500/ WATTING_FOR_CLIENT, i
&8 Services E SessionStatesmeta
@ GameStates ¥ Utlsmeta
Mm ClientStates
m SceneStates ERROR, 5 Deixg-Log!
I ServerStates o ex)
Im SessionStates {
s Utils LogStateError("Failed to r
m Text ki
Dul
B Utilities ScenestateType .
= NuGet OnExit manager
acka NOE,
| “EELER Debug. Log(’ g
s Plugins if (1isCleanState)
s Resources
B Settings MOOTFYING, ;
R se.OnExit (manager);
B XRI i
W Packages SYNCHRONIZING,

© GameStateTypes.cs
E GameStateTypescsmeta

LogStateError("Exiting

CanTransitionTo(IGameState nextState
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void Start()

Loginanager : MonoBehaviour
THP_InputField usernameInput;
THP_InputField passwordInput;
Button loginButton;

_provider;

iderClient(new Amazon.Runtime.AnonymousAWSCredentials(), RegionEndpoint.Gef

tityProv

new AmazonCognitoIder
11d, clientld, _pro

_provider =
new Cognitol

oroutine(AttenptLogin(

loginButton.onclick.AddLi
IEnumerator AttemptLogini

string username = usernameInput.text;
string password = passwordInput. text;

if (string. IsNullorEmpt,

tename(region)) ;
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User: dev .

User information

User ID (sub) Account status Created time

15 91fbc540-6081-7049-cAda-efc661£c8953 @ Enabled November 18, 2024 at 16:40 PST
Alias attributes used to sign in Confirmation status Last updated time

User name November 25,2024 at 02:01 PST
MFA setting

MFA inactive

MFA methods

User attributes (2) info

View and edit this user's attributes.

(‘@ Fitter by property or vatue ) 1 @
Attribute name a | Value v | Type v
sub 91fbc540-6081-7049-cAda-fc6614c8953 Required

Add user to group

View and edit this user's group memberships
(" Fitter groups by property or value ) 1 @
Group name - Description » Group created time v

User: client i

Custom Attribute

Group memberships (0) info Remove user from g

User ID (Sub) Account status Created time

16 £12bd510-f081-70fc-e5f0-46628277€78f @ Enabled November 25, 2024 at 10:13 PST
Alias attributes used to sign in Confirmation status Last updated time

User name === December 9, 2024 at 02:32 PST
MFA setting

MFA inactive

MFA methods

User attributes (2) info

View and edit this user's attributes,

[ Q Filter by property or value J

Attribute name a | value v | Type
Customirole @ Optional
sub £12bd510-f081-70fc-570-46628277e78f Required
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)

‘T Y Y Y YT IE

Attribute

Reading
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# Scene
Deivot v @localy | 1 i © 0O @0 %~

Lobby S
P :

@ EventSystem

VRecover

VRecover G © Inspector

< s Login
# 0% o+ % e @ & g
) Untaggecv ayer Default v
s Game
~ Display1 ~ Full HD (1920x1080) v Scale ® 0.41x PlayFocused ~ ¥ '© BB Stats Gizmos " Transform L

© inspector

MO % o & %06 @ VRecover
oy ;

Display1 v Full HD (1920x1080)  ~ Scale ®

Airplane

Username - [T

Password (KNI it
VRecover |
Eoglin . _______________________________________________________________|
Quit Join Session

Asset Labels
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Serialized Ul

£ UlContainer
& button (Move Up)
& button (Move Down)
& button (Stop)
@ slider (Transparent)
& button (TP1)
& button (TP2)

California State University - Fullerton

"targetObject”: "Elevator",
"method": "MoveElevatorUp"

: "Elevator",
"MoveElevatorDown"

: "Elevator",

“method": "StopElevator"

“Elevator",
enderer.material.color.a"

i ransportManager" ,
eleportToSpaunPoint”,

ransportManager",
eportToSpawnPoint",

CPSC 491



4 CreateUTELement (UIELenent element, GaneObject targetObject)

GaneObject uiElement = null;

i Cstrin type,
i

uiElenent = Tnstantiate(sliderPrefab);
Configureslider(uiElenent, element, targetObject);

3

else 1F Cstrin type, “toggle,
Unityngine; 1
Newtonsoft. Json; uiElenent = Instantiate(toggleprefab);
system; ConfigureToggleCuiELenent, elenent, targetobject);
Unityengine. ut;

Systen.Reflaction;

3
else 3¢ (st type, "button,
i

T elase GymaateiTianages 2| Panabdhacaus uiElenent = Instantiste(buttonPrefab);
ConfigureButton(uiElenent, element, targetObject);
DieaderCprefabsts] 3
[serializeriold] private GameObjact sUiderPrefab;
[serializeield] private GaneObjact togglePrefabi 4 (uiElenent 1= null)
(Serializerield) private Gaaeobject buttonprefab; i
et " ST, ),
Header(UL Container (Assign Canvas Here)® i 22 elene "
ity e cvE ) AElenent nase = $*{ole pe} ({elenent.label 72 element. targetObject})”
DheaderC-Hetadata File1)]
[seriatizeFiole] T —
01d Configureslider(GaneObject slider0bj, UIELement element, GaseObject targetObject)
private Transforn uiContainer;
var label = sLider0b]. transforn. Find(*Label®)
void start() Tabel. text = elenent. label;
SetupuTContainer();

f vas slider = slider0b; . GetComponentInChildren<inity Eng
Jonscenenetadata scenehetadata = Londhetadata(oetadataF letane); 5
£ Geonenatadata = nitD) o Propertyvtils
if (currentValus0b s Float currentalue)
bebug LogEror("Fatled to load netadata.D; f i

Float range = element.nax - element.min;
)

s — slider.inValue = currentValue - range / 2F;
Fil sUider maxValue = currentvalue + ange / 2;
Debug.Logharning(§-Hatadata s for scane *({sceneNetadata.name}, but current scana i3 PRm—— slider.value = currentalue;

e e T A T AT
i
P (T e A repartyueiitt etV Cargetaefoce o seen prepertys vea|
Casniect targentbject = aneObct. Find(eLenent. tarsecnsect); o
s s by
Debug. LogWarning get object '{element.targetObject}’ not found in the scene. i

CreateUTELemant(elenent, targetobject);

te void ConfigureToggle(GaneObject toggleOb, UIELement element, GaneObject targetObject)
Fivate votd SetupUiCantadnerC) S

Label = toggleod; hildren<TiPro 3;
Tabel. text = elenent. label;
4 (uiContatner == ru1t)

var toggle = togglebj . GetCompanentInChildren<unityEngine UT. Toggles();
ect contanercbject ne0b3ect(*UTContainer) toggle.1s0n = Convert. ToBooLean(element. DefaultValue);
e e 5

toggle. onValueChanged. AddListener(ison =>
RectTransfor rectTransforn = containexObject. AddComponent<Rect Transfora(); i
rectTransforn.anchortin = new Vector2(8, 8);

isom);
n;
rectiransfor. of sethax = Vector zero;

tGroup = containerObject. AddCanponent<VerticalLayoutGroup>(); 014 ConfigureButton(GancObject buttonObj, UIELement element, GaseObject targetObject)
) 6

Rectoffset(16, 10, 19, 10); ar label = b moro )

e i e e s e ciass

Tabel. text = elenent. Label.

s contantFitter = contadnerObjact. AddConpanent<ContentsizeFittars();
s AFit = Fiteer i

itton = button0bj .GetConponentInChildren<UnityEngine. UL Button>();
button.onClick.AddListener(C) =
uiContatner = contatnerbject. transforn; i

s i e e R
i Cscripts.Length == 8)
i
i STt ondtadaCt i i) Debug. LogErTor($*No MonoBehaviour scripts found on {targetObject.nane}.”;
et JroFile = Resources LoweToxcsset L omae)
if Cisor >

Debug. LogError(s Hetadata file *[Filakane}’ not found in Resources folder.”);
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# Scene i = Hierarchy

7 pPivot v @ Local »

D Elevator

@ vit

& SpawnLvl1

D vi2

& SpawnLvi2

D GameManager
D EventSystem
) Canvas

D TransportManager
&0 TransparentManager

© Inspector
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Airliner Scene

# Scene i ‘= Hierarchy

(7 Pivot v R Local v 1 +v o
R Airliner

0 EventSystem
& airplaneSound
P Airliner

T Doors

© Inspector

@ v Airliner

v
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Dockerfile

California State University - Fullerton

echo "Building Unity project..." &% \

unity-editor -projectPath /vrecover \

-quit -batchmode -buildTarget linuxé4 \

-logFile /vrecover/build.log \

-outputPath /vrecover/Build/ServerBuild.x86_64 || \

echo "Unity build failed. Check /vrecover/build.log for details.”

echo "Verifying server build output..." &% \

if [ -f "/vrecover/Build/ServerBuild.x86_64" ]; then \
chmod +x /vrecover/Build/ServerBuild.x86_64 && \

echo "Build output found and made executable."; \

else \

echo "Build output not found. Check Unity build logs."; \
Fi

SE 777@/tcp
7771/udp

T ["/vrecover/Build/ServerBuild.x86_64", "-batchmode", "-nographics"]
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GtHub Actions Workflow

deploy-to-awsyar eploy-to-awsyaml ®

github > workflows > % deploy-to-aws.yaml github > workflows > %

name: Build and Deploy Unity Server to AWS Fargate jobs:
deploy:

deploy-to-aws.yaml

push:
branches:

- name: Register ECS Task Definition
env:
- main

steps:

run:
# Create a new ECS task definition based on a JSON template
cat <<EOF > task-definition.json
jobs: :
deploy: . "
B Dihe iacast "family": "VRecoverUnityServer-Task",
unzsons bMnEYsSates "networkMode”: “awsvpc”,
"containerDefinitions": [
- name: Checkout Code
uses: actions/checkout@v2

steps:

“name”: “UnityGameServer”,
"image”: "$ECR_IMAGE",
“essential”: true,
name: Configure ANS Credentials “memory": 512
uses: aws-actions/configure-aws-credentials@vl “cpu”: 256,
with: “portMappings”™: [
aws-access-key-id: ${{ secret

.AWS_ACCESS_KEY_ID }}
aws-secret-access-key: ${{ secrets.AWS_SECRET_ACCESS_| "containerPort
aws-region: ${{ secrets.AWS_REGION }} "protocol™: "tcp"
1
name: Log in to Amazon ECR
id: login-ecr “containerPort
uses: aws-actions/amazon-ecr-login@vi "protocol”: "udp
}
name: Build Docker Image i
run: i
docker build -t unity-server . 1
docker tag unity-server:latest ${{ secrets.ECR_REPOSITORY_URI }}:latest “requiresCompatibilities”: [
"FARGATE™
1
Seputz 256"
docker push ${{ secrets.ECR_REPOSITORY_URI }}:latest e tEe, ) i
"executionRoleArn": "arn:aws:iam::767397769064:role/ecsTaskExecutionRole"
name: Register ECS Task Definition ’
env:

name: Push Docker Image to ECR
run:

EOF
ECR_IMAGE: ${{ secrets.ECR_REPOSITORY_URT }}:latest
run:

ecs register-task-definition --cli-input-json file efinition.json
# Create a new ECS t?sif L:leflr!ltlon based on a JSON template - name: Update ECS Service
cat <<EOF > task-definition.json

run:
“family"

aws
“VRecoverUnityServer-Task",
“networkMode": "awsvpc”,

ecs update-service --cluster ${{ secrets.ECS_CLUSTER_NAME }} --service ${{ secrets.ECS_SERVICE |

NAME }} --force-new-deployment --region ${{ secrets.AWS_REGI!
"containerDefinitions”: [
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© v / mome

Isues 11 Pullrequests  © Actions [ Projects  © Seaurity 1 Insights 3 Settings

< Serverto A

5 @ Resolved all _meta file conflicts from main
Actions All workflows

Al worktiows

Re-run all jobs

Summary.

, Annotations
Buld and Deploy Uity Serve to AWS 13 workflow runs : :

© Merge pull request #28 from spicy/dev
} Caches
Atestations a
Runners © Resolved all meta file conflcts from main Usage
Usage metrics . =i

Workflow file:

0O 0000 00CO0O0O0O0O0O0OO0

Performance metrics

© Merge pull request #17 from spicy/dev

© Resolved all meta fle conflicts from main

© Merge pull request #17 from spicy/dev

© Merge pull request #16 from spicy/dev

© Merge pull request #15 from spicy/dev

© Merge pull request #14 from spicy/dev

© Merge pull request #13 from spicy/dev

© Merge pullrequest #11 from spicy/dev

) Merge pull request #10 from spicy/dev

© Merge pull request #9 from spicy/dev

© Merge pull request #6 from spicy/dev
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Q

AWS Repository

Private repositories (1)

URI

I0) 767397769064.dkr.ecr.us-west-1.amazonaws.com/unity-vr-therapy-server

California State University - Fullerton

Image

Details

Image tags
atest

Rl

1T} 767397769064.dkrecr.us-west-1.amazonaws.com/unity-vr-therapy.-serveriatest

Digest

1@ sha

General information

Artifact type
Image

Size (M8)

639.9

Scanning and vulnerabilities

Status

Referrers

Referrer digest

Replication status i
Selact stk some

digest

Q

Target account

a

Region

Repository Pushed at
unity-vr-therapy-server December 08, 2024, 16:10:37 (UTC-07)

Pushed at

No referrers

This artifact does not have any referrers

v | Sstatus

No replication status
Querled tag or digest does not have replication statuses
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AWS Fargate, Clusters

e ¢ % VF . = (o<

Amazon Elastic VRecoverUnityServerCluster i w1625 reaooy (C) (_Update cluster ) (_Detete cluster
Container Service

Clusters Upc Cluster overview

Namespaces ARN CloudWatch monitoring Registered container instances
1D arn:aws:ecs:us-west-1:767397769064:cluster/VRecoverUnit ® Default 2
yServerCluster

Task definitions
Account settings U

Services Tasks

Install AWS Copilot [2 Draining Active Pending Running

1

Encryption
Amazon ECR [2 yp

R 2
Repositories [2 Managed storage Fargate ephemeral storage
AWS Batch [2
Services Tasks Infrastructure Metrics Scheduled tasks Tags

Documentation [3
Discover products [2
Subscriptions [3

ubscriptions [2 Filter launch type Filter service type

Any launch type Any service type

Tell us what you think Service name ARN Status v | Service type Deployments and tasks Lastdeployment ¥ | Task definition Launch type

D amawsec... REPLICA
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AWS Fargate Task Definitions

Task definitions (1) i

Amazon Elastic
Container Service
Clusters Upd: Q F
Namespaces

Task definition
Task definitions

Account settings Ug

VRecoverUnityServer-Task:5

Overview o

ARN

Filter by status

Active

Status of last revision

Time created

1:767397

nityServer-Task:5

Task role

December 08, 2024 at 16:10 (UTC-7:00)

Task execution role Operating system/Architecture

Containers = JSON  Taskplacement  Volumes(0)  Requires attributes

Task size

Task CPU
256 units (0.25 vCPU)

Task CPU maximum allocation for containers

CPU unit)
o

UnityGameServer

Containers o
Container name I

UnityGameServe

Task memory
512 MiB (0.5 GB)

Deploy v

App environment
Fargate

Network mode
awsvpc

Task memory maximum allocation for container memory reservation

0 20 4 & 8 100 120

UnityGameServer [ Shared task memory

mage Private registry Essential

15y 767397769064.dkr.ecr.us-wes. Yes

California State University - Fullerton

200 220 240 260 280 300 320 340 360 380 400 420 440 450 480 500

Memory hard/soft limit

5G8/.
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Demo Video
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