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Introduction

Cloudockit Desktop is a tool that allows local document creation.

The document creation can be triggered manually or scheduled.

Cloudockit Desktop code is the same as Cloudockit Website, giving you the exact same output.
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Pre-Requisites

Here is the list of Pre-Requisites to execute Cloudockit Desktop:

Windows OS is required, Linux/MacOS are not supported

Minimum Spec is 4 CPU and 12 GB of RAM. If you want to speed up the report generation, you
can go higher than that

Minimum resolution required: 1280 x 960

Local Administrative Privileges is required to install and run the Cloudockit application

Firewall must be open to communicate with

O

During the document generation process, ensure that the Azure/AWS/GCP API can be
called. As an example, here are the endpoints used to retrieve Azure information (Public
Cloud):

= https://graph.windows.net/

= https://login.microsoftonline.com/

= https://management.azure.com

= https://management.core.windows.net/
(Optional) https://generate.cloudockit.com on port 443. This communication is used for
license validation purpose, the data retrieval and document generation are done locally.
Cloudockit now offers Offline Activation mode allowing you to activate the license
manually if you do not open this communication channel
(Optional) sengrid.net (used for email delivery if you specify an email)
(Optional) If you plan to create custom Compliance Rules or custom Tailored Diagrams,
you need to open communication to
https://generatebeta.cloudockit.com/CDKExternalControls as Cloudockit Desktop
displays a web control for those components creation. You can also do it offline with
Compliance Rules and Tailored Diagrams import feature.
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Installation

First, you need to install the tool. The tool is a simple .msi file.
Follow these steps:

Double click on Cloudockit.msi
Click on Next

#2 Cloudockit Setup X

Welcome to the Cloudockit Setup Wizard

The Setup Wizard allows you to change the way Cloudockit

gil . features are installed on your computer or to remove it from
Cloudockit

your computer. Click Next to continue or Cancel to exit the
Setup Wizard.
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Accept the Agreement
Select the installation Path

## Cloudockit Setup X

Destination Folder
Click Next to install to the default folder or dick Change to choose another.

‘gloudockit

Install Cloudockit to:

C:\Program Files (x86)\CloudocKit)

Change...

Click on Install
Click Finish
A shortcut has been generated on your desktop. Double click on it to start Cloudockit.

Please note that Cloudockit Desktop has an auto-update feature: it will automatically detect a new
update and install it for you.

License Activation

Once you have installed Cloudockit tool, enter the product Key to activate the product.
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Sioudock

No license is activated on this machine

Enter your product key to activate your license, or continue in trial mode

Activate License Continue in Trial Mode

Enter your product key to activate you license.

If you do not have one, simply select trial mode and enter your email. Please enter a valid email: we will
send you a validation email with a link for the activation. Then restart Cloudockit Desktop and you will
be in Trial mode.

Please note that in Trial mode you will have **** in the generated documents at random positions.

If you DO NOT Receive the validation email, it is probably due to spam filtering issues, please contact
us at support@cloudockit.com and we will fix that for you.
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Start or Schedule a Document Generation

Step 2 -
Choose your
parameters

Step 1- Create
the credentials

Let’s have a look at each of these steps.

First step is to create the credentials that will be used to connect
to your cloud environment.

These steps depend on the cloud provider. Please refer to the
appropriate section.

To allow Cloudockit to access the information from your
subscription, create the credentials that CloudocKit.exe will use to
scan your subscriptions.

As this is a scheduled process, an Azure Active Directory
Application (also known as Service Principal) is required. You
cannot automate the document generation process with user
credentials.

So, let’s start by creating this AAD App.

Navigate to https://portal.azure.com and select the Azure Active
Directory blade:

Step 3- Start or
schedule the
generation

EEE All resources
[*#) Resource groups
& App Services

“¥> Function App

Bl sSQL databases
£ Azure Cosmos DB
B virtual machines
‘3’ Load balancers
== Storage accounts

“-> Virtual networks

B Azure Active Directory

(= -
\) Monitor

0 Advisor
@ Security Center
¢ cost Management + Billing

; Help + support
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Click on App Registration:

ﬂgﬁ' Endpaints //f Troubleshooting ":_:' Refresh + Download [%]

Mew reg

Overview

2 Preview features
ﬂ Try out the new App registrations search preview! Click to enable the preview, =
Diagnose and solve problems

Manage ) . ) ) )
ﬂ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentig

Users upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Groups

. All applications Owned applications Deleted applications (Preview)
External Identities All app PE ep ( )

Roles and administrators | F Start typing @ name or Application ID to filter these results

Administrative units

. - Display name
Enterprise applications

- s
Devices :

App registrations

Identity Governance
Application proxy
Licenses

Azure AD Connect

Custom domain names

Register an application

Then, click on New
Registration " Name

The user-facing display name for this application (this can be changed later).
and enter the fO||0Wing Cloudockit
settings:

Supported account types

Whao can use this application or access this API?

~

~ y |
) Accounts in this organizational directory only (1 only - Single tenant)

-

ccounts in any organizational directory (Any Azure AD directory - Multitenant)

Jit
Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Name: Unique name for your
app registration

O

@]

O Personal Microsoft accounts only
Help me choose..

Supported account types:

Select Accounts in this organizational directory only
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Once the application has been created, click on it, and take note of the Tenant ID and the Application ID.
They are required when scheduling a document generation.

i3 Cloudockit App_Registration =

|;’ Search (Ctrl+/) | « j Delete Uﬁj Endpoints [l Preview features

I Overview
A Essentials

Quickstart
} Display name . Cloudockit_App_Registration
# Integration assistant — -
quphcahor {client) ID : -4?31501e5cbc]
Manage Object ID
B granding dl:i'ectc-rg,.- (tenant) ID : -cIaI:chI"Lieeol
Supported account types : My organization only

3) Authentication

Certificates & secrets
o Welcome to the new and improved App registrations. Looking to learn how i

Token configuration

9 API permissions @ Starting June 30th, 2020 we will no longer add any new features to Azure Ad
be upgraded to Microsaft Authentication Library (MSAL) and Microsoft Grap

@ Expose an API

App roles Get Started  Documentation

ah Owners

Then click on Certificates and secrets and create a new client secret that never expires:

Cloudockit_App_Registration | Certificates & secrets =

Start date

npires Value
I I

Support + Troubleshooting

& Troubleshooting
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Copy and paste the value attribute. Keep it with the Directory ID and Application ID.

Cloudockit_App_Registration | Certificates & secrets

Thumbprint Certificate ID

Description

Note: This value is only visible after its creation. You will have to create a new one if you did not saved it.

Select the appropriate subscription, select Access Control (IAM), click Add and Add role assignment.

oo Visual Studio Enterprise Subscription — MPN | Access conti

Subscription
£ Search (Ctrl+,) | < ' T~ Add | + Download role assignments

Overview qud role assignment }

nts Roles Roles (Classic)

Activity log Add role assignment (Preview)
\ -
Po Access control (IAM) l add ca-administrator
¢ Tags Jurce.
= Add custom role
Z* Diagnose and solve problems -
© security Check access
Review the level of access a user, group, service principal, or
Events managed identity has to this resource. Learn more &
Cost Management Find @
| User, group, or service principal v |

Cost analysis

B costslert | Search by name or email address |
ost alerts

15 Budgets
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Fill in the following fields:
Role: Reader

Select: Enter the name of the app
registration. Select it from the list
and add it to

Add role assignment

Reader (1

Assign access 1o

User, group, or service |:’ir'c pa

pelect (0

Cloudockit Container Azure AD Auth

G elected members:

Cloudackit_App_Registration

4

Save Discard
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AWS

You have two options to connect to your AWS Accounts depending on the scenario:

Option 1 - If you want to connect to a specific single AWS Account, create Access Key and Secret
Key with read permissions

Option 2 - If you want to connect to a multiple AWS Accounts, create Access Key and Secret Key
with permissions to list the account and roles in each account you want to scan

Option 1 - Single AWS Account - Create AWS Access Key and Secret Key
Option 2 - Multiple AWS Accounts - Create AWS Access/Secret Key and Cross Account Roles

Important note: to support scanning multiple AWS Accounts, Cloudockit Desktop MUST be installed in
an EC2 instance.

To scan multiple AWS Accounts, we need to have the following components:

An IAM User and its keys to list the Account in the OU organization

o Note that you can also manually enter a list of Account IDs if you do not want to retrieve

it automatically with an IAM User

o This user is referred as CloudockitMultiAccountScan in the following sections.
An AWS Cross-Account Role in each AWS Account that need to be scanned. The name of this
Cross-Account Role needs to be the same in all AWS Account.

o Thisrole is referred as CloudockitScanRole in the following sections.
An EC2 instance that has the privilege to AssumeRole to allow Cloudockit Desktop to Assume
Roles defined in the AWS Accounts

o This role is referred as CloudockitEC2RoleCrossAccount in the following steps
The property “Maximum session duration” of this role should be set to 12h, in each of the AWS
accounts to scan

Roles > CDK RoleCrossAccount

Summary Delete role

Role ARN am:aws:iam:: 92:role/CDK RoleCrossAccount (7]
Role description Allows EC2 instances to call AWS services on your behalf. | Edit
Instance Profile ARNs arn:aws:iam:: 92:instance-profile/CDK RoleCrossAccount ()
Path
Creation time 2020-11-04 10:55 EST

Last activity 2020-11-10 15:04 EST (12 days ago)

Maximum session duration 1 hour v Cancel

IAM users switching roles in the console are granted a role session duration up to this value. APl or CLI users can use the
DurationSeconds parameter to set a session duration up to this maximum. This field does not apply to role chaining, for example, an
IAM role assuming another role. By default, temporary security credentials are valid for 1 hour . Learn more

In the CloudockitDesktopConfiguration.json file located in CloudocKit\CloudockitConfiguration,
please set the property AWSTokenDuration to be equal less or than Maximum session duration
property set previously. AWSTokenDuration values between 1 and 12 — default is 12h.
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Here are more details on how to create those components:

IAM User

This IAM User will be used to list all the accounts in the organization to allow Cloudockit Desktop to loop

trough all these accounts and then Assume Roles in each of them.
To Create this IAM User, follow these steps:

Login to IAM Console
Click on User and then Add User
In the Username field, enter CloudockitMultiAccountScan (or any name that follows your
naming convention)
In access type, select Programmatic Access
Click Next, Permissions
Click on Attach existing policies directly
Click on Create Policy, this will open a new tab to create a new policy
o InService, select Organizations
o In action, select Access Level / ListAccounts and ListAccountsForParent
o In Resources, select All resources
Click Review Policy
In name enter CloudockitMultiAccountScanPolicy and click on Create Policy
Close the tab that has been open to create the new policy
Comme back to the user and refresh your browser
In the search box, enter CloudockitMultiAccountScanPolicy, click the checkbox to select it and
then click on Next:Tags, then Next:Review and finally click on Create User

Once the role is created, get the Access Key / Secret Key.

Select Users and choose CloudockitMultiAccountScan. Click on Security Credentials and then click on
Create Access Key. Save the Access Key ID and Secret Access Key.

INSTALLATION & CONFIGURATION GUIDE
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EC2 instance

Before creating the EC2 Instance, let’s create the Policies and Role required for the EC2 Instance.
Follow these steps:

Create a Policy named CloudockitAssumePolicy (or any convention you have)
o Click on Policies
o Click on Create Policy
o Click on JSON and enter the following JSON Definition:
{

"Version": "2012-10-17",

"Statement": {

"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "*"

}

o Click on Review Policy
o Inthe name, enter CloudockitAssumePolicy

Create a role named CloudockitEC2RoleCrossAccount (or any convention you have)
o Click on Roles

Click on Create role

In Select type of trusted entity, select AWS Service

In Choose the service that will use this role, select EC2

Click on Permissions

Attach the two following policies to this Role:
=  ReadOnlyAccess
= CloudockitAssumePolicy

o Click on Tags and then Review and then enter CloudockitEC2RoleCrossAccount in the
name and click Create Role

O O O O O
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Now, we are ready to create the EC2 Instance where you will install Cloudockit Desktop. This EC2
instance will assume all the Roles in all the AWS Account.

Follow these steps to create the EC2 Instance:

From the EC2 Console, click on Launch Instance. Select Windows Server 2019 Base, take the 64-
bit edition for the Image

In the step2, Choose an instance type, select t2.large. Click Next for the instance details

In IAM Role, select the role CloudockitEC2RoleCrossAccount that you have created before

Then click Review and Launch

Login to the EC2 Instance and install Cloudockit Desktop

AWS Cross-Account Roles
In each AWS Account you want to scan, create a role named CloudockitScanRole (or any name that you
prefer).

Here are the steps to create this role:

From IAM console, click on Roles and then Create role

Select Another AWS Account. Enter the Account ID where you are installing the EC2 instance
that will run Cloudockit Desktop

Then, click Next and select the ReadOnlyAccess permission

Click Review

Enter the name: CloudockitScanRole

Click on create role

Repeat the steps for all AWS Accounts
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GCP — Create JSON Credential files

Create a Service Account

Sign in to the GCP Console and click on IAM & Admin / Service

Accounts: https://console.cloud.google.com/iam-admin/serviceaccounts

Select the project where you want to create the Service Account (you will then be able to give
the appropriate permissions to the other projects with the same service account)

Click on Create Service Account and enter the Service Account Name. (For instance, use
Cloudockit). Then click on create

8 IAM & admin Create service account

+2  |AM

o o Service account details — o Grant this service account access to project (optional) — e Grant users access to this service account (optional
8 Service account details

(] Service account name

Cloudockit
o3 Service accounts Display name forthis s
Q@  Labels Service account ID
cloudockit @positive-nuance-854.iam.gserviceaccount.com X C
(%] Privacy & Security
o Settings Service account description
B Cloudockit access
@  Cryptographic keys Descnbewiatiis Soicea I do
& Identity-Aware Proxy
= Roles
= AuditLogs

Then, click on create and select the role Project / Viewer. Click on Continue

9 IAM & admin Create service account
+8  IAM
0 Service account details — e Grant this service account access to project (optional) — e Grant users access to this service account (optional)
e
= Service account permissions (optional)
(=] Grant this service account access to UManage so that it has permission to complete
specific actions on the resources in your project. Learn more
o3 Service accounts
Select a role —————y _
> Labels L]
T Typetofilter
)
.3 Project Browser
® Android Management Editor
. l App Engine Owner
AutoML Viewer Ylewev
Role: Z
BigQuery
= AuditL
Billing

Binary Authorization

Aland Anent

MANAGE ROLES
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https://console.cloud.google.com/iam-admin/serviceaccounts

Click on the Create Key button, select JSON and click Create. Save the file locally

Create key (optional)

e 1AM & admin Create service account

1AM
@ service account details — @ Grant this service account access to project (optional) — @) Grant users access to this service account (optional)

SRt P Grant users access to this service account (optional)

Leam more.

Service account users role °

Privacy & Secuty o

Settings Senvics sccount admins role °

dentity-Aware Prosy
Roles Create key (optional)

,
it soe However, ke
fornow.

Wt E e 8 e ¢ E DO N

+ CREATEKEY

e

To save the service account, click on Done
Activate the appropriate API

As Cloudockit is using the Cloud Resource Manager API to list all the projects, you need to
Enable this API

To do so, click on API & Services and click on Enable APIs and Services

In the search box, enter Resource Manager

Google Cloud Platform 8 Project Sensiger v

Search Q_  resource manager

Filter by 2 results

CATEGORY
=

Developer tools (1)

Cloud Resource Manager API Google Cloud Deployment
¢ Manager V2 API

Google

Google Cloud APIs (1)

atform resource containers

e Then click on Cloud Resource Manager APl and click ENABLE.
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€ Google Cloud

vmware 5@ Hyper-V

Depending on the Platform you select, you will see different authentication option:

Azure

Sign in to ‘

AAD Application

User

Managed Identity (Preview)
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AAD Application
Proceed by clicking on AAD Application, obtained from step 1.

Enter your information in the list and don’t forget to choose your cloud type depending on your
location. Complete this form by clicking on “Login”.

Afterwards, you will be able to choose your environment.

User
This option uses Code authentication. Firstly, enter your AAD Tenant Name, then Cloudockit will give
you a Code to enter after navigating to https://microsoft.com/devicelogin.

Please note that with this option you cannot schedule a document generation. It is an interactive
process therefore it cannot be used for automation.

Managed Identity Authentication (Preview)
This login option allows you to Log into Azure using credentials extracted automatically from the Azure
environment from which you have created a Virtual Machine that will contain Cloudockit Desktop.

This way you won’t have to manually enter or save your credentials in Cloudockit. Once you are
connected to your Virtual Machine, it’s all managed in the background by Azure.

To learn more about Azure Managed Identity, visit the link below:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

This option is only functional if you completed the following steps:

1- Create a Virtual Machine in the Azure Directory you wish to scan (or use an existing one)
2- In Azure Portal, select the Virtual Machine and go to the “Identity” Tab under “Settings”
3- Under “System Assigned” Enable the option by clicking on Status -> ON, then Save

vm-from-image | Identity
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4- Go to the page of the subscription you want to scan, click on Access Control (IAM) Tab, then add
“Reader” Role to the Virtual Machine. You can add multiple subscriptions to be scanned by
assigning the “Reader” Role to your Virtual Machine from the different subscriptions.

Once these steps are completed, you can connect to your Virtual Machine and install Cloudockit (or
continue using it if it’s already installed and has the Managed Identity option displayed).

The Managed ldentity login option should be functional now.

You can add or revoke the “Reader” Role whenever you want from the Azure portal. This will add or
remove the corresponding subscriptions to be scanned in Cloudockit.
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AWS

To authenticate to AWS, choose one of the following two options:

Access Keys (single account)
Cross-Account Role (multiple accounts)

Access Keys
Proceed by clicking “Use Access Key”.

Sign in to | dWS
~—"

Access Key ID :

Secret Access Key :

There, you will be asked to enter your access key ID and your secret access key obtained from step 1.
Continue by clicking Login.

Afterwards, you will be able to choose your environment.

Use Cross-Account Role
Proceed by clicking “Use Cross-Account Role”. Now you have two options

Option a — Accounts automatic discovery
If you have created an IAM User (referred as CloudockitMultiAccountScan above), then you need to
enter its Access Key ID and Secret Access Key.

You also need to enter the Role To Assume in the accounts while doing the scan (referred as
CloudockitScanRole above):
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Signinto | AWS

List all accounts with : 1AM User . Custom list

Access Key ID :

Enter_CloudockitMultiScan_AccessKeylD

Secret Access Key :

Role To Assume :

CloudockitScanRole

Use AWS Government

Remember Credentials ()

Login

Option b —Manual entering of the Accounts

If you do not want to use an IAM User to dynamically list the account, you can enter the account list

manually.

You also need to enter the Role To Assume in the accounts while doing the scan (referred as

CloudockitScanRole above):
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Sign in to ::1"1..""."5_1

S —

List all accounts with: 1AM User Custom list

Accounts List

accountl
accou ntZi

Role To Assume :

CloudockitScanRole

U=e AWS Government

Remember Credentials (i)

Login

Continue by clicking Login.

Afterwards, you will be able to choose your environment.
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GCP

Sign in to | 0 Google Cloud

To use a Service Account, follow the steps defined

Select the generated json credential file :

|
|
|
|
|
|
Browse... '
|
|
|
|

Proceed by clicking “Use Service Account”

There, you will be asked to select your .json credential file obtained from step 1. Browse through your
folders to find the required file.

Afterwards, you will be able to choose your environment.
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Once authenticated, you can select the environment you want to document:

Cloudockit
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Once you selected your environment, you can choose the settings for the document generation.

Here are the sections available:

Documents section

¢ Workloads

Organize Content
% Track Changes
T Drop-off

+| Compliance
® Generate

& Scheduling

[EIJ Manage Configurations

In this section, you can choose the type of document you want to generate. You have the choice

Document Types

Reports

Diagrams

Visio

Draw.io

Lucidchart

Lean IX

JSON

between Word, PDF, Audit, Excel, Visio, Draw.io, Lucidchart, LeanIX, JSON ...
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29



Workloads

aws,

AWS Filter Settings

E] Documents

[El Organize Content Billing

3 Track Changes v] [Z)  Billing Details

Drop-off

Compute
+] Compliance

s "-'l Amazon EC2
® Generate

Amazon Elastic Container Service (ECS)

©} Scheduling
Amazon Elastic Container Registry (ECR)

[E] Manage Configurations
AWS Auto Scaling
AWS Elastics Beanstalk

AWS Lambda

AWS Elastic Load Balancer

Networking and Content Delivery
Amazon VPC
Amazon Cloudfront
Route 53

API Gateway

This section allows you to choose between the different applications you would like to see linked to the
rest of your cloud platform. Depending on your platform, you will have different workloads to choose
from.

Note: Some workloads will contain additional settings that you may modify.

Organize Content

aws

Organize Content Filters

[ Documents 5 _— =
Automatically detect the application Select the region(s) that you want to scan :
¥ Workioads

Select how Cloudockit should find the application in your environment Select All Unselect All

. /) Asia Pacific (Hong Kong)
@ Track Changes )
Automatically detect the stage 7) i Pacific (Tokya)
& Drop-off Select how Cloudockit should find the stage in your environment 7| Asia Pacific [ )
V| Asia Pacific (Seou
[¥] Compliance
v| Asia Pacific (Mumbai)

® Generate Automatically detect the name 7] Asia Pacific (Singapore)

_ Select how Cloudockit should find the name in your environment V) Asia Pacific (Sydney)

% Scheduling
7| Canada (Central)

[ Manage Configurations

/) EU Central (Franifurt)

¥| EU North (Stockholm)

This section gives you the ability to filter what you want to scan and to automatically detect Application,
Stage or Name. By doing so, you specify for example, a Tag that represent your Business Application and
Cloudockit will automatically create diagrams per business application.
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Track Changes

aws

)

Compare with previous versions

Documents . F— . =
@ = Track Changes feature saves a snapshot of your current environment and allows you to compare it with a previous snapshot. The snapshot will be saved in your selected storage.

T Worklo :
fgpeeas e e e Ty reetEer ety i et e P G ST [ e Local Folder Storage

Organize Content

Local Folder Storage

> Drop-off

+| Compliance
® Generate

(& Scheduling

H Manage Configurations

Track changes allows you to see the differences between two different environments. It will save a
snapshot and compare it to a previous one. This will give you a better understanding of the changes that
happened.

Note that you can choose to use a Cloud Storage or a Local Folder.

Drop-Off
aws

Drop-Off Settings Your Storage

Documents ; . e \
How should Cloudockit deliver your documents and notify you ? Please choose the type of storage you'd like to use :  Cloud Storage Local Falder Storage
[ Workloads
v Send Email
Organize Content

» % Your Storage Local Folder Storage
# Track Changes

Sharpein Orine e

(CallBack URL

[Z] Compliance

® Generate

% Scheduling

Manage Configurations

The Drop-Off section allows you to send the generated documents to different sources. You can choose
between:

Email
Your storage
e Specify if you want to use Local Folder Storage (where Cloudockit is installed) or a Cloud
Storage (your own Cloud Storage)
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e Cf. the section bellow for more details about Cloud Storage setup
SharePoint
Callback URL

Cloud Storage Setup

Here are the different options and required configuration for the cloud providers

AWS S3 Bucket

There are two options for the S3 bucket you specify:

Option 1: Bucket short name
e Specify the short name of the bucket like myCloudockitDropOffBucket
e This option can be used only if you scan one Account and the bucket is in the Account
being scanned. Otherwise, you need to use option 2
Option 2: Bucket Arn
e Specify the Arn of your S3 bucket like this:
e arn:aws:s3::349224196492:myCloudockitDropOffBucket
e The important part is the AccountID and Bucket name that are used internally
by Cloudockit to locate the Bucket
e This option must be used for a multi-Account scan scenario where multiple accounts are
scanned, and documents are generated in a consolidated S3 Bucket
e Please note that you can use this option when scanning non-AWS environments (Azure /
GCP). You will need to specify a last part that contains the Role To Assume when
connecting to the S3 Bucket:
e arn:aws:s3::349224196492:myCloudockitDropOffBucket:CloudockitScanRole

Permissions required for S3 Bucket
You will need to setup the appropriate permissions to the S3 Bucket like this:

For option 1
1. Create the following policy and add it to your IAM User

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"Resource": [

"arn:aws:s3:::YOURS3Bucket"

}

From the Storage Account, click on Permissions and then Bucket Policy. Ensure you have the following
statement (replace the IAM User Arn and Resource)

{

"Version": "2008-10-17",

"Id": "Policyl1335892530063",

"Statement": [

{

"Sid": "Stmt1335892526597",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::xxxXx:user/xXxxXxx"
by
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::yourS3Bucket/*"

}

For option 2

1. Create the following policy and add it to your ScanRole that is used for the cross-account

authentication

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:x"
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"Resource": [

"arn:aws:s3:::YOURS3Bucket"

}

From the Storage Account, click on Permissions and then Bucket Policy. Ensure you have the following
statement (replace the IAM User Arn by the ARN of your role and Resource by your bucket)

{
"Version": "2008-10-17",
"Id": "Policyl1335892530063",
"Statement": [

{

"Sid": "Stmt1335892526597",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::xxxXx:user/xXxxxxx"
by
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::yourS3Bucket/*"

Azure Storage Account

There are two options for the Azure Storage Account you specify:

Option 1: Storage short name
e Specify the short name of the bucket like myCDKStorage
e This option can be used only if the Storage Account is in one of the subscriptions being
scanned and the AAD tenant of the subscription is the same as the AAD tenant of the
subscriptions being scanned
e You need to ensure that the account being used has contribute permissions on the
storage to write documents
Option 2: Storage Access keys
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e Specify the connection string of the storage. This allows you to use Storage Account
without any type of links to the subscriptions that you scan

e Hereis how you get it:
adkjenkinstestdcacheasr | Access keys

Storage account

|;;-. Search (Ctrl+/) ‘ & Use access keys to authenticate your applications when making reques
share them. We recommend regenerating your access keys regularly. Yt
= Ovenview When you regenerate your accessp[(_g
& Activity log disks from your virtual machines. Lea
A2 Access control (JAM) Storage account name
® Taos adkjenkinstestdcacheasr
¢? Diagnose and solve problems
™
keyl ()
W Data transfer
Key
2= Storage Explorer (preview) | i2aacEa60SkeNopm6k84bQB8Q8g3IVw3SCUTRe4Vdd9baRWko1Hc
Settings Co,

YDefauItEndpoimsProwcoI: https;AccountName=adkjenkinstestdcache

Access keys

Geo-replication key2 C:.
&) CORS Key
& Configuration | 03CIny0jhfy2UTowTnLm4Ebxs93 + HKScuMCyMHLGE/9vyYcpthFQOd A
U Encryption Connection string

| DefaultEndpointsProtocol=https;AccountName=adkjenkinstestdcache

@ Shared access signature

o “%  Firewalls and virtual networks

GCP Bucket

You can specify your GCP Bucket account for drop off by entering the name of the GCP Bucket (short
name). The Bucket needs to be available to the service account you are using. You also need to ensure
the service account has privileges to write to this bucket.

Compliance

Compliance (Preview)

Rule Name

® Generate

Sch

With the built-in set of rules, you can choose your Cloud environment setup. If the given set of rules
aren’t matching your personal needs, you can also a create your personal rules.
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The last step is to start or schedule the document generation.

Start Document Generation

To start the document generation, click on Generate and it will start the process:

Generation is in progress - 275ddf79-b240-44e7-9916-f24175b451b1

Billing Information

Resource Groups

Okubetests
UrnbracoCMS-Group
TestDocDBRG
testedkloganalytics

ssrseast

sp2016betavm

sp2013RG
siziARMResourceGroup
screenshotwebtestTODELETE
samplepjcwebservice
RG-EUS-VNET-Gemini-Prod
PowerBl

pbonsgl2012
pascalADFResourceToDelete

New_Resource_Group
mytestdeviabRG280869
ML

Schedule Document Generation

To Schedule the document generation, click on the Scheduling tab.
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Schedule the documents generation

Minutes Hourly feeidy Next 5 Scheduled Dates

Thursday, 13 Febs

Thursday, 13 February

Enter a description for scheduling. This w

Generate

Subscription Schedule Description

Then, enter the schedule you want to use.

Next, enter a description for this scheduling. Before saving it, go ahead and choose the parameters you
would want your scheduling to have. The saving will take place automatically as you press on “Save
Schedule”. If you want to modify this after saving, simply click on “Edit”, modify the parameters, and
save the changes.

Note: The parameters will always be coming from the previous schedule parameters you modified. It
will not revert to the previous parameters you selected before applying changes to a schedule.
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Troubleshooting

Most Common causes of issues

Most of the time, issues that you may have with Cloudockit are the following:

The output storage you specify is not accessible. Remember that the account you use MUST
have WRITE permission on this storage

The Keys you are using to connect to your environment have no permissions on any Azure
Subscription or AWS Account, therefore, you cannot see any of your environment

Upgrade Issues

If you have an issue after an upgrade, please refer to the Upgrade Instructions section below.

General Procedure

If you still have an issue, please contact us at support@cloudockit.com and send us the file named
Cloudockit.log located in the folder where you installed Cloudockit.
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Upgrade Instructions

We try to minimize the breaking changes when we can. Most of the time, the upgrade instructions are
basically empty.

In some circumstances we introduce breaking changes that require some manual changes. Please refer
to the following section.

Upgrade to v3.20
Cloudockit Desktop v3.20 is now 100% 64 bits which introduces a new folder location C:\Program Files
instead of C:\Program Files(x86).

If you created automation profiles with a version prior v3.20 and you migrated to v3.20, follow these
steps:

Copy the ADKSettings folder from C:\Program Files(x86)\Cloudockit to C:\Program
Files\Cloudockit

Open the Windows Task Scheduler and for each Task named AzureDockit, edit the properties to
change the Action path and the Start Location

Upgrade to v3.22 or more

Cloudockit has been completely rewritten to no longer use the Task Scheduler. We are working on a tool
to migrate existing schedules.

As the old notion of On-Prem Automation Profile is now deprecated and not accessible through the
Cloudockit Website, you can contact us if you need help in the migration of that.
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