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CHAPTER
ONE

INTRODUCTION

The FireMapper Portal allows you to view and edit observations collected by other members using FireMapper, and
provides a real-time common operating picture of live locations and all mapping activity and data activity. It also

provides administrative and configuration tools for maintaining your subscription.

Maps can be downloaded and viewed using third party applications such as Google Earth, or integrated with ArcGIS
and other agency systems.
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CHAPTER
TWO

LOGGING INTO THE PORTAL

Open the FireMapper Portal in a web browser:
* https://portal firefront.com.au/

Login with your provided username (email address) and password. If you don’t have a login, contact your subscription
administrator. If you have forgotten your password, open FireMapper Portal and click the “Don’t remember your
password” link. Follow the ‘forgot password’ instructions to reset it. Your subscription administrator can also initiate
a password reset on your behalf.
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CHAPTER
THREE

MANUAL CONTENTS

3.1 Map Viewer

The Portal Map Viewer allows users to view and interact with shared maps. It provides real-time visibility of map and
location data, tools to edit and add observations, images and pdfs as well as comprehensive export, import and map
printing functionality.
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3.1.1 Sidebar

Read about the different tabs in the sidebar:

= Fire Incident DEMO M...

Candle Creek Brigade

ActivityFeatures Layers Export Edit Search
11 Apr 2025 - Friday

—EDIC INIE . 1-19 AM ZJ

Activity Tab

The Activity Tab provides a chronological feed of additions and changes to features on the map. By clicking and holding
on an Activity Group, it is possible to highlight individual Activity Groups on the map or select them for export or bulk
modifications.

Fire Incident DEMO M... /

Candle Creek Brigade

ActivityFeatures Layers Export  Edit e

N Map view set to 7 months ago:
20 Mar 2025 - 9:24 AM

20 Mar 2025 - Thursday

Demo iPad - 9:24 AM

[
[Fd 1 Historic Site Addad
M 1 Evidence Added
M 1 Backing Fire Added

15 Mar 2025 - Saturday

Stephen Roche - 3:16 PM P

@ 1 Spot Fire tded
*, 1 Completed Control Line Added

11 Feb 2025 - Tuesday

Map Token "Fire Incident DEMO MAP" 7,
- 11:28 AM

@ 1 Helibase Addad

23 Jan 2025 - Thursday

Stephen Roche - 11:17 AM 2
w” 1 Weather Observation Added
A 1 Pit/Fall Hazard hdded

@, Filter activity groups

[ Show deleted features on the map

» The activity feed can be filtered by author or feature types using the search box at the bottom (e.g. “John Smith”,
“Map Token”, “Photo”™).
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* The checkbox at the bottom also allows deleted features to be displayed on the map, which can be useful for
undeleting/restoring features that have previously been deleted.

FireMapper Timeline

Scrolling through the activity feed will activate FireMapper Timeline mode on the map. This will display the features
on the map as they appeared at that snapshot in time. This includes on the Features and Export tabs, allowing export
of the map at that snapshot in time in a variety of formats. From any tab, click on the blue timeline banner at the top
of the sidebar to exit timeline mode and return to the live map view.

Note that FireMapper Timeline mode only affects shared features on the map. It does not affect the display of:
* Location sharing
 Shared overlays
* Base layers (e.g. satellite imagery) that change over time
» Live feeds (e.g. weather stations, traffic incidents)

* Hotspot overlays

Note: The FireMapper Timeline captures the state of the map as it was shared with other users at that point in time.
This means that observations captured offline will appear in the Activity Tab and on the map in the FireMapper Timeline
at the later time when they were shared to other users. The created and updated times viewable when selecting those
features will still correctly show the time the observations were originally captured.

How to access the Activity Timeline:

1. Open a map in the Portal and select Activity from the sidebar.
2. Scroll through the Activity Feed.

3. To access deleted features, navigate to the bottom of the Activity sidebar. There is a checkbox labelled Show
deleted features on the map. Tick or untick this checkbox to show and hide all deleted features.

3.1. Map Viewer 5
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= Brigade Ops Map

Candle Creek Brigade

Step 1: Select the Activity Tab

ActivityFeatures Layers Export  Edi Search

16 Oct 2025 -

Justine Chan - 3:04 PM
T 3Trees

/A 1 Hazard

Justine Chan - 12:26 PM
(& 1 Photograph

Justine Chan - 11:43 AM
2 Defendable Assets
5) 1 Potentially Defendable
\
@ 1 Access Point
A\ 2 Hazards
*, 1 Completed Control Line
1 Burnt Area
Justine Chan - 11:12 AM
@ 1 Helibase
justine - 11:11 AM
@ 1 Helibase
Justine Chan - 11:09 AM
@ 1 Spot Fire
justine - 11:03 AM
@ 2 Hot Spots
1 Hazmat

@ 1 Helibase
", 1 Inactive Fire Edge

ip BB,

HNENIRN

‘ @ Filter activity groups

[© show deleted features on the map

BB |

] Tick and untick t

features on the map
Sy

i 1 A S

How to export a map at a point in time:

1. Open a map in the Portal and select Activity from the sidebar.

2. Scroll through the Activity Feed until the blue banner displays the desired point in time (e.g. “Map view set to
3 months ago: 21 Jul 2025 - 9:15 AM”). The features displayed on the map will also match this point in time.

3. Select Export from the sidebar.

4. Under Download Map or Download Photos, select the file type you’d like to download the map as.

5. In the pop-up dialog that appears at the centre of the screen, select Download map snapshot.

3.1. Map Viewer
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FSREUEREN Sien 1: On the Portal, open a map | _ Directions on how to export a map at a point in time, Part 1 of 2 |
IR | and select the Activity Sidebar ‘ i !
.‘ 4 raj\Wa ia“p

ActivityFeatures Layers Export Edit Search

@ Map view set to 2 years ago:
1 Oct 2023 - 10:25 PM

Unknown - 10:20 PM
1 Point
konrad gebels - 10:19 PM
@ 8 Spot Fires
Konrad Gebels - 10:18 PM

2 Threatened Assets
“~. 1 Predicted Fire Edge

1 S
)
1 B » b

konrad gebels - 10:18 PM
1 Point
@) 1 RAFT Crew

Konrad Gebels - 10:18 PM

o ily Bi, Bo 0y

UTM Zone: /
\ Eastng: 0323719
| &, Filter activity groups | o Northing: 6278201

€ 100 m intervals
i Show deleted features on the map R 8 ; -

eetMap contributors,
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Directions on how to export a map at a point in time, Part 2 of 2

Step 4: Select “Export”

Step 5: Download the file

Download KML File

Which version of the map would you
like to download?

£ Download current live map

S Download map snapshot: Step 6: Select “Download
1 Oct 2023 - 10:25 PM Map snapshot”

Cancel

How to export an Activity Group:

. Open a map in the Portal and select Activity from the sidebar.

. Select the desired Activity Group within the Activity Feed.

1

2

3. Click the Select Group button.

4. Click the Download button located at the bottom right.
5

. Select the file type you’d like to download the group of features as.

3.1. Map Viewer 8
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’//'o
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1 Burnt Area Deleted

Justine Chan - 11:47 AM
@ 1 Water Point

7

Step 3: Click onto the group.

‘om Telfer - 11:46 AM

@ 3 Water Points
@ 1 Water Point

Justine Chan - 11:42 AM
1 Fire Exclusion Area

Tom Telfer - 11:42 AM

2 Access Points

1 Fire Exclusion Area
Justine Chan - 11:41 AM
1 Fire Exclusion Area

Tom Telfer - 11:39 AM
2 Access Points

I3 1 Civa Curlisian Avan

Directions on how to export a group of changes, Part 2 of 2

Step 6: Download the features

Download 4 Features

Choose format for downloading the
selected features

£ Download KML

) Download GPX

;) Download Geo]SON
/" Download Shape Files

Cancel

Step 5: Select the
download icon

3.1. Map Viewer
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Features Tab

The Features Tab contains all feature types and their counts that are currently on the map. They are grouped by category

(e.g. Observations, Operations, Predictions).

Activity Features Layers Export Edit Search

Assets L
[] Asset (4) '
Fire Suppression i
% Completed Back Burn (1) -
Flight Plan

V¥ Flight Plan Waypoint (2)
“\. Flight Plan Path (1)

Generic
. Line (1)
[ Area(1)

Observations
&) Fire Origin (1)

Operations
{4 Proposed Assembly Area (1)

() Show feature labels

e p i -

* Click a feature type to toggle its visibility on/off on the map.

 Check or uncheck the box next to ‘Show feature labels’ to show/hide all feature labels on the map. Feature labels

show the name of a feature below its icon on the map.

ActivityFeatures Layers Export Edit Search

Some feature types are hidden on the map

Assets
[] Asset (5)

Historic Site (2)
Fauna Asset (1)
Flora Asset (3)

3.1. Map Viewer
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Yaligs S”(’ec

Ken Aysp.io 110%

Layers Tab

The Layers Tab controls the base map, live feeds and additional overlays that are visible on the shared map.

Base Layers Section

Base Layers

This is a list of base layers that are available at the current map extents and zoom level. This list of base layers will
automatically change as the map is moved around. The base layers available to your organisation is controlled by the
organisation configuration.

Open Street Map National Base Map

Open Toﬁ)a Map " LPI NSW :I:opo

D Ry, &
0.

Base Layer Brightness

The brightness slider changes the base layer brightness on the map. This can be used to improve the contrast between
features and the base layer if required.

3.1. Map Viewer 11
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Live Feeds Section
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Live feeds refer to data that is sourced from external sources. These feeds are read-only and cannot be edited. The live
feeds that are available to an organisation is controlled by the configuration. A complete list of available feeds can be

found in the Live Feeds page in the Portal Home Page.

This section contains the list of live feeds that are available for the current map extents and zoom level. This list of
live feeds in this section will automatically change as the map is moved around and zoomed in/out depending on the

availability of the live feed data in the current map extents.

Click a live feed to show/hide it on the map.

Live Feeds
A\ Alerts & Warnings

Fire Perimeters
MODIS Satellite Hotspots
" River Level Heights
\\ Road Closures
% Tasmania PWS IAP
@ TFS Incidents

w” Weather Observations

3.1. Map Viewer
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Overlays Section

The list of available grid layers will depend on the current map extents. Click a grid overlay to show/hide it on the map.
Please note that selecting a grid overlay will automatically turn off any other grid layer that are currently turned on. It
is not possible to have more than one grid layer turned on at a time.

UTM Grid Lat/Lng Grid

UTM Grid Overlay

This UTM grid is used by most emergency services for ground operations, since all grid squares are in metres (east-
ing/northing) and thus relatively easy to work with. This grid is the same grid used for topographic maps in Australia
and USA.
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@ Easting: 0618434
:E Northing: 5789315
S I 4‘» R R - ) )
= )
= q
5 ‘ 100 m intervals
UTM Easting — 6178 6179 6180 65181, Leaflet | OpenStreetMap contributors
NZTM Grid Overlay

The NZTM grid is used by emergency services in New Zealand as a preferred grid instead of using UTM. This is the
same grid that is used by the NZ Topo250 and NZ Topo25 base layers. It is available to all users when using maps for
NZ.

3.1. Map Viewer 13
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Easting: | 2069626
t ort 5776466

Lat/Lng Grid Overlay

The Latitude/Longitude grid is used by emergency services, mostly for aircraft operations. It is better suited for working

over long distances due to the curvature of the earth.

Leaflet | OpenStreetMap contributc

Ground and Air Tracks

Displays recent location tracks heatmap for personnel and appliances, or aircraft. This is useful for seeing how personnel
are accessing an incident (such as what trails are in use, how are appliances getting around a fences at an incident).

There is significant delay for the tracks overlay.

3.1. Map Viewer
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i

Ground Tracks Air Tracks Hotspots

Hotspots Overlay

The hotspots overlay consists of satellite detected hotspots from MODIS, VIIRS and Himawari-8 satellite. These
satellites provide a snapshot of large fire activity when the satellite passes overhead. The color of the dots is determined

by age, recent fire activity is displayed as red, then orange, yellow and black. Older hotspot activity will fade away after
7 days.

S Fire activity detected on
“ : last satellite pass
* L Older recently
burnt area
EMTPLAYFA

ivale

Feature Scale

This slider determines the size of the map features on the screen. You can use this slider to make the map features
larger, which is useful when using the FireMapper Portal on large screens or when conducting incident briefings.

—J

-~ Willotghby, - Willoughby ff . willoughby
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P2 i Naremburn 4t s k Naremburn | 4= mburn 1
ANy ol B | RS
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o iiEr Street £t i tExit L] Miller Streer Exit
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Export Tab

The Export Tab provides a variety of methods to export map data out of the Portal.

Activity Features Layers Export Edit

Open GeoPDF & Print Export
Open Mobile Map

Download Map

 Download KML File

Download CSV File
Download GPX File

Download GeoPackage

" Download Shapefiles

Download GeoJSON File
Download MapDesk Files
Download OpsFMS Files
Download Data
Download FireMapper Forms
Download Photos
Download Photo KMZ
Download Photo PDF

Download Photo Zip

Search

S/

See Print Preview & GeoPDF export for further details on editing a map document for export to a GeoPDF file or

print.

Note: Shapefiles are exported from FireMapper Portal we use the WGS84 datum and include a prj file with the datum

information so it can be detected by other applications.

3.1. Map Viewer
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Edit Tab

The Edit Tab provides the ability to add new points, lines, areas, photos and PDFs.

Features List

This is a list of all the feature types that are available on your subscription. You can search for a specific feature type
using the Search Feature Types box.

Type here to search

Search Feature Types —_—
for a feature

Standard

N

Aircraft

PO

~ Aircraft (Proposed)

Click on a feature

2 Assets from the list to
lect it
VOXAEEEER| |
Boundaries

X 8
Fire Incident

® e @ 7w\

Adding a Point
1. Select a point feature by clicking on it from the list.

Activity Features Layers Export Edit Search

. spot

Fire Incident

‘ @ Spot Fire

2. Place a feature on the map by doing a long press on the map.

3.1. Map Viewer 17
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Add Spot Fire
Long press on map to add point

@ " This feature is
) placed after a
long press.

Adding Lines and Areas

1. Select a line or area feature by clicking on it from the list.

Firefighting Operations

. 9OOOO00 4
/I ‘k‘ Ty

2. Draw the line or area by using either the Freehand, Radial or Straight Line Editor.

1ation/Escape Route
nap to add first point
«eys or +/- to move the map

~. Freehand
/S Straight

(@ Radial

Tip: Use the arrow keys or +/- to move the map while editing.

* The Straight Line Editor helps create precise and straight lines and areas.

3.1. Map Viewer
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¢ The Freehand Editor allows you to create curves and shapes that follow topography or anything
not well represented in straight lines.

¢ The Radial Editor allows you to create circular shapes by clicking a center point and
dragging out the radius.

3.1.

Map Viewer 19
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Adding Photos

There are two ways to import a photo onto the map:

1. Clicking the “Add Files” button

Activity Features Layers Export Edit Search

Search feature types
Standard
-\ 0O
Fire Incident

D e RQw &
TN R R 9
R N NN~ RZ N7 W7
M N E

Firefighting Operations
cPWOHODOO®A

Boundaries

Y
Add Files

2. Dragging and dropping an image:

Drop photos to add to map

Click the “Start Upload” button to add it to the map:

3.1. Map Viewer
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Upload Photos to Davidson HR

X
Davidson HR_10555.j... Add Photos
Click to
upload image
Start Upload Cancel

Note: All images that are imported must have a location associated with it. If the uploaded image does
not have a location, you can manually place it on the map.

Upload Photos to Incident

Va

truck.jpg Add Photos
(Location Required)

Cancel

P

Photo Location Required
Long press to mark the
location of this photo

LW
R
28

If the uploaded image has a location, it will automatically be placed on the map but you can edit the

location.

3.1. Map Viewer
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Upload Photos to sydney @

Photo Location
Drag photo marker if you
want to move the photo

location

Davidson HR_105 Add Photos

This icon means
that the image
has a location

Start Upload Cancel

]
2 is image is
P T~ placed after a

long click

Importing Files

How To

You can drag and drop files into the FireMapper Portal map, or use the edit tab:

1. Click Edit on the sidebar. The edit tab is not available on read-only or archived maps.

Activity Features Layers Expo Search

2 Search Feature Types

A Fire Mannina

2. Click the Add File button at the bottom of the edit tab in the sidebar.

N N N N N N L

FOEOOODO

3. Select the files that you want to import by clicking the + icon. See below for compatible file formats.

3.1. Map Viewer
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Upload Features to Car Fire Smith ST

Add Files

You can drag files onto the FireMapper Portal Map
at any time to upload them to the shared map.

Accepted file extensions are: csv, geojson, gpx,
kml, pdf, jpg, jpeg, png, gif, shp, dbf, prj, zip,
kmz.

4. FireMapper will automatically identify the appropriate symbology for the imported features if the file was gen-
erated by FireMapper, RFS MapDesk, Vic eMap, or using the USA NGWS shapefile format. A preview of the
imported files will be displayed on the map

Upload Features to Car Fire Smith ST

25Sep2024_0858_points.shp X
@) Helipad (1) - 2

£ Fire Direction (1)

Kurr.i jong

= ey Blue Mountains
D Asset (1) Bladdmm ationgf B o
Park
o . , m,,’r.,. n s, m ("
{#} Unconfirmed Poisonous Bait (1) 2 h g 8
: Pe‘nrfthk._\_?
« Point (3) /
) Vulcan \
State Forest
PDF Attachments X K
rraga ' ! ,l
S ' (
%
Fvbt P =
e |
Picton
o,
"%‘;’;,‘:Zﬁﬁhmoor o

Park

goepdf_example

Taralga
Moss Vale‘ Sh

ell @-;g
Robedson ==t
E:m.er
Bundanuen
Kangaroo

Add Files

You can drag files onto the FireMapper Portal

Map at any time to upload them to the shared Goulblrh Valley -
map.
/ 1 /_Shoalhav(
Cancel Start Upload ( Nowra. ~Heads
L - AW |

5. If FireMapper is unable to identify appropriate symbology, you can select the imported features and choose
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symbology from a dropdown list.

6. Click Start Upload to start the upload process. The imported features will now be visible to other users after
the import process is complete

Compatible File Formats

The following file formats can be imported into an existing shared map.
« KML/KMZ Files

— Google Earth KML/KMZ File is a common format used by GIS software. If the kml/kmz file was exported
from FireMapper, the imported features will contain all the correct symoblogy and metadata. KMZ files is
the recommended format for importing maps from FireMapper as it is the only format that supports photo
attachments.

¢ GPX Files

— GPS Exchange Format file is a common format used by GIS software. If the gpx file was exported from
FireMapper, the imported features will contain all the correct symoblogy and metadata.

PDF Files

— PDFs can be uploaded as an attachment to a point on the map. This allows you to include a pdf attachment
on the map, such as a Pre-Incident Plan or Incident Action Plan that can be viewed by other users on the
same shared map.

ERSI Shape Files

— Only shx, shp and dbf files are required, other shape file types will be ignored as part of the import process.
You need to add the shx, shp and dbf with matching file name at the same time, otherwise the import error
will occur. You can use a compressed zip folder to upload all the individual shape files at the same time. If
the shape files were exported from FireMapper, RFS MapDesk, Vic eMap or USA NWCG standard format,
the symbology will automatically be included as part of the import process.

¢ Image files

— Both geo-referenced and non-georefernced image files are supported. If the image file is geo-referenced
(using EXIF or XMP tags), the location is automatically extracted from the image and displayed at the
correct location on the map. If the image is not geo-referenced, you will need to manually reference the
photo as part of the import process. Large images will automatically be compressed as part of the import
process, so they can be accessed by FireMapper clients with slow internet connections.

e Compressed ZIP File

— Compressed zips can be used to import multiple files at the same tile. The compressed zips are automatically
unzipped as part of the import process, and the supported individual files are displayed in the import sidebar.

Note: There is a 1,000 feature limit per a file as part of the import process. There is also a 10,000 feature limit for
importing for shared maps. This limit will be increased in a future update.

3.1. Map Viewer 24
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Note: Duplicate geometry from the imported files will automatically be removed as part of the import process. Any
complex or self-intercepting polygons will be converted to simple polgyons are part of the import process.

Note: The FireMapper Portal does support importing shape files using other datums if you use a projection file (.prj)
when importing the files. If no location file is included FireMapper will assume you are using the WGS84 datum. The
FireMapper Portal uses Proj4JS library to convert to WGS84 as part of the import operation.

Contact support if there is another import file format that you would like to add. We are always looking for ways
to further improve the import process and FireMapper application.

Search Tab

The Search Tab provides powerful search tools for a range of coordinate systems and data sources on the map. You
may search for a particular feature type such as a spot fire or enter a coordinate system; the Portal will automatically
detect the type of coordinate entered and locate it on the map.

An extensive suite of intelligent search options are available, including:
* Latitude/longitude, in DD, DDM and DMS
e UTM, in local and full 4, 6 and 8 figure references
¢ Plus Codes
* Australian Map Sheet Names and IDs
» FireMapper Feature ID
* Feature types, names and notes
» Location source types, names and registrations

In addition, the Portal will search the features and location sources on the map for any text you enter - this could be the
name of a feature type or appliance, or part of the notes entered against a feature.

The examples below demonstrate how the Portal displays the results of a search term:

3.1. Map Viewer 25
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Search

Latitude/Longitude (DD)
e.g. 34405, 15085 E

Latitude/Longitude (DD)

e.g. -34.40, 150.85

Latitude/Longitude (DDM)
e.g.34 2405, 150 31.2E

Latitude/Longitude (DDM)

e.g.-34 24.0, 150 51.2

Latitude/Longitude (DMS)

e.g. 342415 15051 11 E

Latitude/Longitude (DMS)
eg.-34241,15051 1

Plus Code (Global)

e.g. 4RQGHVX3+R6

Plus Code (Local)

e.g. HVX3+Ro

Feature Type
e.g. fire edge

Feature Type
e.g. threatened asszet

Resource Name
e.g. Red Hill 1A

Resource User Name

e.g. Gebels

Resource Type
e.g. pumper

1:100k Australian Map Sheet Name

e.g. WOLLONGONG

1:100k Australian Map Sheet ID
e.g. 9029

1:25k Australian Map Sheet Name

e.g. WOLLONGONG

1:25k Australian Map Sheet ID

e.g. 902825

Local Four Fig. Grid Ref. (UTM)

e.g. 02 91

Local Six Fig. Grid Ref. (UTM)

e.g. 026 913

Local Eight Fig. Grid Ref. (UTM)

e.g. 02659135

Full Four Fig. Grid Ref. (UTM)

e.g. 56H LG 02 91

Full Six Fig. Grid Ref. (UTM)

e.g. 56H LG 026 913

Full Eight Fig. Grid Ref. (UTM)

e.g. 56H LG 0265 9135
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6 figure searching

6 Figure UTM
Search Results

343534

Nortl

8 figure searching

8 Figure UTM
Search Results

A 56H LH 343 534

»

 six Figure UTM Grid Reference
Easting: 343

hing: 534

Clear the
current search

Click here to
add the search

PARRAMATTA RIVER

56H LJ 343 534
WOLLOMBI

56H KH 343 534
&

JENOLAN

56H KJ 343 534
.74

BOGEE

56H MJ 343 534

PORT STEPHENS

56H KG 343 534
.74

WINGELLO

Show 14 more results  t—

34325349

Ea:

)

g, 56H L] 3432 5349
A5 WOLLOMBI

(~  Eight Figure UTM Grid Reference

sting: 3432

Northing: 5349

4

result to the
current map

Click here to show
more search results

Clear the

current search

Click here to
add the search

}if 56H KJ 3432 5349

BOGEE

56H MJ 3432 5349
&

PORT STEPHENS

ﬁ 56H LH 3432 5349

PARRAMATTA RIVER

56H LK 3432 5349

4%  WOOLOOMA

4.~ 56H KH 3432 5349

JENOLAN

Show 14 more results  m—

result to the
current map

Click here to show
more search results
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10 figure searching

13432853497

+ < Clear the

/~  Ten Figure NZTM Grid Reference
Easting: 34328
Northing: 53497

Martins Bay

1134328 5053497
Martins Bay

10 Figure NZTM 1234328 5153497
Search Results Martins Bay

CDO06 34328 53497
Deep Cove

CA10 34328 53497
Lake Williamson

CGO6 34328 53497
\ Long Point

current search

Click here to

S 1134328 5153497 ¢———— add the search

result to the
current map

Show 14 more results —_—

Ten Figure UTM Grid Reference
Easting: 34328

10 Figure UTM Northing: 53497
Search Results /\ UTM coordinates may cause confusion in NZ

56H LH 34328 53497
PARRAMATTA RIVER

Click here to show
more search results

3.1.2 Selecting Features

Select any feature to view details and perform actions on it. Feature details will appear in the sidebar. Available action
buttons will appear in the bar at the bottom of the screen. Different actions are available depending on the type of

feature selected and your permissions.

@ Historic Site

Feature Information
Name: Feature Name
Notes: Feature Notes
Address: Feature Address

Point Type: [A] Historic site

Source: Pin Drop
Accuracy: +16m
Feature ID: 1D-26929

~ User Information
Author: Demo iPad

Organisation: NSWFS State
Headquarters (Demo

User Activity: Stationary

User Proximity: 72 km away
(Off-site User)

~ Feature History

details

¢ Details

Historic Site
Pin Drop by Demo iPad
7 months ago

& User Proximity: 72 km away

Tip: Hold Shift to select multiple features

action buttons

3.1. Map Viewer
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— Edit the Name, Notes and Address of the feature by clicking the text fields.
— Change the type of the feature by clicking on ‘Point Type’, and then selecting the new type from the drop-

down menu.
Point Type: @ Spot Fire
Source: {, Search point type..
M Hazmat
Accuracy: Flora Asset !

H Fauna Asset
Feature ID:

Y Nivicinnal Ranindan

— View previous versions of the feature by toggling the < and > arrows in the Feature Version section.

Asset 1 md

Feature Version

Feature version: 3 of 3

<< <

¢ Action Buttons

— General Actions

@

Delete Feature: delete the selected feature. A confirmation dialog will appear before dele-
tion.

®

Download Feature: download the selected feature as a KML, GPX, GeoJSON, or Shapefile.

— Point Specific Actions

4
)

¥/ Move Point: move the point to a new location on the map. This is done by dragging and
dropping the point.

Rotate Point: rotate the point by 45 degrees. This only works on certain points that are
directional (e.g., Wind Direction).

@

Get Directions: open an external map application and navigate to the selected feature.

— Line Specific Actions

Flip Line: reverse the direction of the selected line feature. This only works on certain line
features that have a direction (e.g., Back Burns).

— Line and Area Actions

®

Enclose Area: convert the selected line into a area feature by enclosing the area within the
line.
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Edit Line: edit the selected line’s shape.

Note: To select multiple features, use Shift+click to select individual features or hold down Shift and draw a lasso
around them.

Multi-Feature Select

To select multiple features, hold Shift while either drawing a lasso
or clicking on features one-by-one

2 Features Selected

@® 1 Plant Machinery
1 Proposed HR Area

Multi-Feature Select

To select multiple features, hold Shift while either drawing a lasso
or clicking on features one-by-one

4 Features Selected

@ 1 Plant Machinery
«F 1 Fire Direction

«® 2 Ignition Point/Directions
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3.1.3 Elevation Profile

The Elevation profile is a Portal feature that enables users to anticipate how a fire might spread uphill or downhill, as
well as the steepness of terrain when deploying resources. This tool can be used in two ways:

1. Checking elevation using temporary points

» Navigate to the “Tools” tab in the sidebar

Activity Features Layers Export Edit Search Tools

¢ Select the “Elevation Profile” tool

Elevation Profile

* Mark points on the map and watch the elevation profile appear in the bottom right corner of the screen

Elevation Profile - x

150 m -| .

100 m - —

om n0m 200 m 300 m 4n0m s0Gm

Source: Google Maps Elevation APT

2. Checking Elevation for existing line or areas
* Select an existing line or area feature on the map

¢ Click the “Elevation Profile” button in the action bar at the bottom of the screen
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3.2 FireMapper Forms

3.2.1 Overview

FireMapper Forms is a tool for collecting field data using customisable forms. Forms are organisation specific and can
be quickly defined as a combination of different field types, including text, number, and categorical fields. Forms can

be attached to any point, line, area, or label type. When a user places a feature with a form attached, the form will
automatically open for data entry.

Damage Assessment

Asset Status:
Select the status that best describes the
state of the asset.

All Clear
E The asset was unaffected by the
incident

Damaged
Z The asset suffered repairable
damage.

X Destroyed
The asset was irreparably damaged.

Back Page 1 of 3 Skip

Saved form responses are attached to the feature on form completion and can be viewed by selecting the feature.
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Feature Information a / o G |
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Label: Form Demo S o Form Demo =
= Ab Pin Drop by Tim Moare
Label Type: Ab Red Label i = | 11 sec ago )
feet Dsf”?fﬂuenw 25 .—.—_L—‘,g-——',\i /v_g-a——-ag_—_—f'n
Source: Pin Drop 9900 Drie * Fom Demo, ¥
4 By 4
b
Feature ID: ID-156678 1 N T
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o § N #£5 F
Damage B4 < J = S
Summary: E - Ebradley Suset puigog Rises ¢ : S N = J
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Any form responses can be edited in the feature details tab. Edits will create a new version of the feature, which means
you will always be able to recover previous inputs. Form responses can be viewed both in the Portal and in FireMapper

Enterprise.

3.2.2 Export

Form data can be exported from the Export Tab in the Portal Map Viewer. Simply click “Download FireMapper Forms”,
which will generate a spreadsheet containing only the latest response for each feature with a form attached.
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. Multiple-Form-
Map_forms_080ct2025_1517 (3).xIsx

. s
Multiple Form Map iy
A%, (Dev)Fire Front 7.6 KB « Done
- ; » .mmﬂ,ﬂ,’ﬂ
Activity Features Layers Export Edit Search i
oz %
. rx
g g Penrith
Open GeoPDF & Print Export = SolfEIRRN: 1 2 g
— ol | Z
|\]‘ Open Maobile Map - By I
o ~ :w“uww % y |
Open Forms Dashboard gﬁ@)w -%% i —;AB:- .
_;"?za . WirPnél { §
Download Ma B i ief £
- "E-%Q iés 130 = I 3 |
E [if
Download KML File “raimbema,  F o+ ko
%1 ]
E / .

Download CSV File

- Download GPX File
<> Download GeoPackage
c\fa Download Shapefiles
{5} Download GeoJSON File

(1) Download MapDesk Files

Greenlink Drye

' Download OpsFMS Files

i Aering
el
oot

Download Data

Download FireMapper Forms

561

/
g UTH Zone:
Eastifg. 028580
Northing: 625702
—
—

] Orchard
\ / Hills Golf
4 Club

3.2.3 Configuring Forms

Currently, Forms can only be configured by contacting support@firemapper.app. We may allow organisations to create
their own forms in future releases. We encourage you to get in touch if you’re considering setting up a form.

3.2.4 Forms Dashboard
Built to work alongside FireMapper Forms, Forms Dashboard is a reporting and visualisation tool where you can access
all form responses in a single view. These include the total number of responses, number of responses received in the

current week, response rate and the last response time. You can also view the number of responses received over time

in 30-minute intervals on a graph.

3.2. FireMapper Forms
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To access the Dashboard, select “Open Forms Dashboard” under “Export” in the Portal.

Activity Features Layers Export Edit Search

Open GeoPDF & Print Export

Open Mobile Map

Open Forms Dashboard

Download Map

Download KML File

Download CSV File

3.2.5 Details

* Multiple forms can be attached to the same feature type

* Once a map has been created, the forms configured for that map are frozen - meaning changes

to forms will not affect maps that have already been created * Conditional form progression is not supported
(i.e. answering “No” to question 1 then automatically jumping to question 5)

3.2. FireMapper Forms
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3.3 GeoPDF & Print Export

The GeoPDF Export Editor is a powerful and intuitive tool for creating professional-quality map documents for export
to georeferenced PDF or print to paper. It is a “what you see is what you get” editor, allowing you to fully customise
the map view and legend content before generating a georeferenced PDF (GeoPDF file). GeoPDF files can be loaded
into popular GeoPDF readers such as Avenza Maps to view your location on the PDF. The GeoPDF Export Editor can

be accessed from the Export Tab in the Portal Map Viewer.

Document-wide settings such as setting the base layer or which feature types are displayed can be configured in the
sidebar on the left. The legend can be resized by dragging the blue divider, and the items in the legend can be modified
by clicking on them directly. Some legend items such as the title and features list support overriding default values with

custom text.

In the coming months, we plan to add support for saving custom Print Templates, so users can easily re-use their
frequently used map configurations, such as when creating maps for Incident Action Plans, public information maps,

or for aviation personnel.

- Demo Fire Incident
A9  Print Preview

[1] Export GeoPDF 1 Print

Layout Features Layers

Zoom: Fit Page v
Template: A3 - Landscape v

Legend Position:
Legend Columns:
Font Size:
Units:

e —

Demo Fire Incident]

) Use compact
format

x Remove
from legend

Even when printing to paper, we recommend first exporting to a GeoPDF file before then printing that file. FireMapper
has no control over your web browser’s print dialog, so if choosing to print directly from the browser, it is important to
ensure that the page size and orientation in the browser print dialog matches the settings chosen in the GeoPDF Export

Editor.

3.3. GeoPDF & Print Export
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3.4 Shared Overlays (GeoPDFs)

3.4.1 Overview

Shared Overlays or GeoPDF overlays is a world-leading capability within FireMapper that allows you to overlay geo-
referenced PDFs on top of the map:
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Shared Overlays _, ; . - a
NSWFS State Headquarters 4 \ g e 2

Activity Features Layers Export Edit Search [

Show Track Labels
Feature Layers
MODIS Satellite Hotspots

NPWS Locations
[ Planned Burns

@ RFS Incidents

& Roadworks

Frsl Rural Fire Brigades
Safer Places

k=< SES Facilities

[% Traffic Cameras
@ Traffic Incidents
Urban Fire Stations

VIIRS Satellite Hotspots

% Weather Cameras

w” Weather Observations

Overlays

UTM Grid  Lat/Lng Grid

Ground Tracks Air Tracks Hotspots

Shared Overlays
UTM Zone: S6H

e

= fiddletown.pdf @A Norrg: 282781
~ -
— c— + . 100 m intervals

These overlays are visible to any user of the Portal Map or in FireMapper Enterprise.

To get started, simply drag and drop a georeferenced PDF into the portal map. If the file is a valid GeoPDF you will
see a preview overlay on the map:

Upload Features to Shared Overlays /J
fiddletown.pdf X ﬁ

len)

2
o
Click 'Start Upload' to begin processing of
this overlay.
%
Add Files 4 ’
You can drag files onto the FireMapper Portal Map
at any time to upload them to the shared map. b
Accepted file extensions are: csv, geojson, gpx,
kmi, pdf, jpg, jpeg, png, gif, shp, dbf, prj, zip,
kmz, '
e}
Cancel Start Upload UTM Zone: 56H
Easting: 0319421
= N Northing: 6282459
Glenorie 4
, -
2 J .
e 100 m intervals
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Click ‘Start Upload’ and wait until you see “Processing file. You may now close this tab.”. The overlay will take a few
minutes to process and you will be alerted via email when it’s ready. To view the overlay, navigate to the “Layers” tab,
scroll down to “Shared Overlays” and click the overlay you wish to view.

Shared Overlays

NSWEFS State Headquarters

Activity Features Layers Export Edit Search
MUDIS Satelite Hotspots

Overlays
UTM Grid Lat/Lng Grid
Ground Tracks Air Tracks Hotspots

Shared Overlays

< geopdf_example.pdf @

— E——) +

You can toggle the overlay on and off by clicking the panel. You can also adjust the opacity of the overlay with the
slider control (after clicking the spanner icon).

Should you have any issues uploading the GeoPDF, you can contact support@firemapper.app. If you are able to share
the GeoPDF file with us, our technical team will help to upload it for you.

3.4.2 GeoTlIFF Support

Similar to GeoPDF overlays, you can overlay multiple GeoTIFF files onto Shared Maps in the Portal. These can also
be toggled on and off, or deleted via the Portal.

To import a GeoTIFF file onto your map, you can select Edit, followed by the Add File button. Once the file upload has
been completed, your GeoTIFF file will be visible as an overlay.

Please note that the file size cannot exceed 1GB.
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3.4.3 Notes

* Multiple overlays can be shown at once.

* Overlays are not included in Print Previews, or other Exports

 Overlays are map specific - you will need to upload the PDF to each map that you would like to display it on
* GeoPDFs may not exceed 20Mb

* There is a 5 minute processing time-limit for GeoPDFs - you could trigger this if you upload a large area at a
high zoom-level

* The initial preview might look different to the final product - please continue with the upload regardless of the
preview
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3.5 Shared Maps

Observations shared from the FireMapper iOS and Android apps are organised into individual maps. When a feature
is uploaded by FireMapper, it is organised in this table alphabetically by map name, and grouped by the organisation
that owns the map.

= Shared Maps demo@firefrontsolutions.com.au

SHARED MAPS ARCHIVED MAPS

2, Search maps Last 48 hours Collapse All Map type v Sort by: Lasta...
Shared Map Name Last Activity Shares Actions
¥ NSWFS State Headquarters
B o vire 1prote 16.5ec.90 |
ﬁ ;’:szﬁth:c;ﬁ:: 3 photos 3 areas 4 labels 24 sec ago i ﬁ \
S::zgtziﬂ: 1 area 1 label & min ago i ﬁ \
?Egnrgaz lines 1 photo 18 hours ago i ﬁ \
g:f):ifmnﬂeﬁr::e?a;photos 7 areas 6 labels 4 weeks ago S'wgres i ﬁ \
L o Sinee g Srsas 9o 2MOnS a90 IEA
;"ZLT;':T; Iﬁi:’lg:ﬂ;z 3 months ago s'w;res i ﬁ \
fz:\-rl;te:tr::: gggzzgsﬂagl:aas 3 labels 3 months ago i ﬁ \
?;g:;]:t:c;ﬁ:&ls 4 photos 1 area 9 months ago i ﬁ \

Download Map: displays multiple formats to download the map in including KML, KMZ, GPX, GeoPDF and

A 4

Compressed Zip Folder.

Archive Map: moves a map into the archive, meaning it is no longer visible in the FireMapper shared map lists.

Map Properties: allows viewing and editing the properties of the map.
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3.5.1 Map Properties Dialogue

All map specific management is done through the Map Properties dialogue.

Map Properties

Map Name: -, FireMapper Pilot Demo Map
Map Type: =, Fire Incident A

Map Created: | | 1:12 PM, 2 July 2025

22 hours ago

Map Streaming

Map streaming enables live updates to your GIS systems. Contact
support@firemapper.app for more information

Intra-Agency Sharing

Intra-agency sharing allows you to share your maps with other
FireMappers users within your agency.

Intra-Agency Sharing

Map Tokens

Map tokens allow sharing with users outside your organisation, such
as contractors, as well as third party GIS applications.

Create Map Token

Audit Trail

Audit trail is for viewing important events for a map.

View Audit Trail

Close Save Changes

* Map Name must be at least 5 characters long and can only contain letters, numbers, and spaces.

e Map Type can be set. The following map types are available:

Fire Incident
Storm & Flood Incident
Search & Rescue

Training / Exercise

Hazard Reduction

Pre-incident Plan

3.5. Shared Maps
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— Data Collection
— Police Operation
— Other
* Map Tokens shares the map with those outside of your agency or hierarchy subgroup. Read More.

 Intra-agency Sharing shares the map with users within your agency, but outside of your FireMapper hierarchy
subgroup.

Note: Additional map properties are available. Contact us to set these up:
* Map Streaming allows real-time automatic pushes of all map edits into your GIS systems.

* Delete Map allows you to permanently delete a map. This cannot be undone.

3.5.2 Intra-agency Sharing

If your profile has a FireMapper hierarchy set up, you will see the Intra-agency Sharing option in the Map Properties
dialogue.

FireMapper Hierarchy

The FireMapper hierarchy is a way to organise your agency’s users and maps into a tree-like structure, typically defined
by region or function. This separation ensures that users only see maps that are relevant to them, resulting in a cleaner
and more organised Shared Maps experience, as well as increased organisational responsibility at more local levels.
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() State Headquarters (owner)
(J Greater Sydney Region
(J North Shore District
(O Beaches District
(J Candle Creek Brigade
(J Talltree Rural Fire Brigade
(J Grumble Creek Rural Fire Brigade
(J North East Rural Fire Brigade
(J Western Sydney District
(J Red Hill Rural Fire Brigade
(O Blue Mountains District

(0 Lawson Rural Fire Brigade

SHARED MAPS ARCHIVED MAPS

(4 Search maps Last 48 hours Collapse All Map type v Sort by: Lasta... v
Shared Map Name Last Activity Shares Actions
» NSWFS State Headquarters
» Candle Creek Brigade
¥ Grumble Creek Brigade
- . 3
L o s g Eore wsrov L5 OB A

Red Hill Brigade Create Map

Made in Australia by Fire Front Solutions Pty. Ltd.
Support Hub | FireMapper Status | Privacy | Third-Party Notice

Note: FireMapper supports linking separate subscriptions together to enable flexible sharing of maps between brigades
or teams. If your subscriptions are “linked”, sharing maps will be easier.
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Using Intra-agency Sharing

To share maps within across the FireMapper hierarchy, select the Intra-agency Sharing option in the Map Properties
dialogue of the map of interest. Then, tick the groups you want to share the map with. You can select multiple groups,
or even the top-level group to share with all users in your hierarchy. Changes are applied instantaneously and reflected
in the Shared Maps list of FireMapper users on their devices and in the Portal.

Intra-Agency Sharing - FireMapper Pilot Demo Map

Select groups (within your organisation) to share this map with. Maps
can be shared either with a group and its children, or just the group
itself.

(& Search organisations

() State Headquarters (owner) ~
(O Greater Sydney Region ~
(J North Shore District
(J Beaches District ~
Candle Creek Brigade
(O Talltree Rural Fire Brigade
(J Grumble Creek Rural Fire Brigade
(D North East Rural Fire Brigade
Western Sydney District ~

Red Hill Rural Fire Brigade

(J Blue Mountains District ~

Close

3.6 Map Tokens

Map tokens are a quick and powerful way to share individual maps with non-FireMapper users, 3rd party agencies and
external applications. Each map token is a QR code/URL that provides controlled access to an individual map. They
are designed for quickly sharing a map during an incident in a user friendly format.

Typical use cases for this functionality include:
 Sharing a map with a FireMapper user from a different agency when deployed to a joint incident

* Plugging into to external GIS tools such as ArcGIS Online, QGIS Desktop, Avenza
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* Providing temporary map viewing or editing access to a 3rd party during an incident

3.6.1 Creating Map Tokens

1. Go to the Shared Maps page using the navigation sidebar and select the Shared Maps tab at the top of the
screen

Shared Maps

= Shared Maps

ey Map Tokens

SHARED MAPS

|Lact AR houre Collansa All Man tuna V) <

2. Locate the map you want to share and click its Map Properties button.

Shared Map Name Last Activity Shares Actions

¥ AAA Fire Front Demo
ﬁ Red Hill HR Just now i % K

3 points 1 photo 2 overlays

3. Scroll to the bottom of the dialog and click Create Map Token.

Map Tokens

Map tokens allow sharing with users outside your organisation, such
as contractors, as well as third party GIS applications.

Create Map Token

4. Enter Token Details.

* The Token Name should reflect the purpose and intended recipient of the token, to ensure traceability of
the token and control of access. It is possible to have multiple tokens for the same shared map, eg. one for
IMT (Manly Dam HR IMT) and one for firefighters (Manly Dam HR Ground Crew).

* Map Tokens automatically expire to prevent long term unauthorized access to your maps. The expiry
will default to 5 days, but can be adjusted to 30 days. Contact FireMapper Support to request greater expiry
durations if required. After creating a Token, you may edit the expiry.

* The Landing Page of the map token can be set to either the map itself or a detailed summary landing page

» Custom permissions may be set for each Token to restrict access to the map. The permissions include:
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— Allow Map Editing - add, modify and delete features on the map. Users can edit the map
using the web browser, ArcGIS Online, ArcGIS Pro or any third party application that can
connect via a ArcGIS FeatureServer endpoint.

— Allow Location Sharing - view organisation’s resource locations (eg. TracPlus, ADS-B,
FireMapper users).

— Allow User Metadata - view feature metadata, including author information.
— Allow Photos - view photos that have been shared on the map.

— Allow Third Party Apps - open the map data in external GIS applications, such as QGIS,
Avenza Maps and Google Earth.

Token Name: [ Red Hill HR

The token name only has to be unique for
this map (e.g. IMT Team 22/10/2021)

Token Expiry: [] +5 days (13 Dec 2025) v
Access is revoked to token users when
the token expires (at the end of the day at
midnight)

Landing Page: Map viewer ~
When a user accesses this map token,
where should they be directed to?

Permissions: [ Allow Map Editing
(J Allow Location Sharing
(J Allow User Metadata
(JAllow Photos
(J Allow Third-Party Apps

5. The generated map token will be displayed. It can be shared in either QR-code or URL format to grant access to
the map until the token expires or is revoked.
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Map Token - Red Hill HR X

The following token URL can be shared with other users to
provide access to this map.

https://portal firefront.com.au/t/M

Email Token View Token Close

3.6.2 Opening Map Tokens

If the Token as been set to land on the detailed summary page, it will open as a webpage. This webpage contains options
to view, share or print the map.

Red Hilll HR

AAA Fire Front Demo

3 points 1 photos

This map token can be used to share this map with other users.
Treat this URL as a password!

# https:iportal.firefront.com.aut/ NG

Copy Share Email Print

This map token will expire in 5 days, 1 hrs on Saturday, 13 December 2025 at 11:59 PM (GMT+11).

Open Shared Map
yo=
!
b
Map Viewer Mobile Map GeoPDF & Print Google Earth QGIS Desktop

@

ArcGIS Online ArcGIS Pro Map Token Api
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If the Token also has the ‘Allow Third Party Apps’ permission enabled, the webpage allows the map to be downloaded
as a KML, KMZ, GPX, GeoPackage, Esri Shapefile or CSV file, or to be opened in ArcGIS Online, ArcGIS Pro, QGIS
Desktop or Google Earth.

Note: If it is opened on a mobile device, the map can also be opened in Avenza Maps, if it is installed.

X portal firefront.com.au

Red Hill HR
AAA Fire Front Demo

This map token will expire in 5 days, 1 hrs on
Saturday, 13 December 2025 at 11:59 PM
(AEDT).

Open Shared Map

®
# GeoPDF & Pri
Mobile Map nt

B gl
Google Earth ArcGIS Online

Avenza Maps

d ¢ O

3.6.3 Viewing Map Token Activity

When users access the Map Token for the first time, they are prompted to enter their first and last names. This informa-
tion, as well as the platform they used to access the Map Token (e.g., FireMapper mobile apps, web, ArcGIS) is thus
visible in the portal. This allows the creator of the Map Token to have visibility over how often the Map Token is being
used and who is accessing the shared map.

To view Map Token Activity,
1. Go to the Map Tokens page using the Portal sidebar
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Rural Fire Service

Shared Maps 5

@ Shared Maps

Map Tokens —

FireMapper Administration

Licences

P@J Devices

Portal A

-

2. Locate the Map Token of interest, and click ‘View Users’ the Shares column

ACTIVE MAP TOKENS EXPIRED MAP TOKENS REVOKED MAP TOKENS

Map tokens are used to share individual maps with non FireMapper users and third party applications (such as
ArcGIS Online, ArcGIS Pro & QGIS Desktop). Each token has its own set of permissions for restricting access. Map
Tokens can be created for individual maps on the Shared Maps screen in the FireMapper Portal.

You can have multiple map tokens for the same map. Using multiple map tokens provides greater control of the
sharing as each token can have different permissions and can also be revoked separately if required.

Map Token Name Map Token Token Permissions Shares Actions
¥ ., New Map (Migrated) | Create Map TakenJ ‘_View Map]
E g;ﬂmggﬂ ?m 2025) vuTwem read-only v.ewzsers Revoks
» [, Unit Test Map Do Not Disable [ create Map Token | View Map |
» ., Brigade Ops Map [Create Map Token | view Map |

# Made in Australia by Fire Front Solutions Pty. Ltd.
Support Hub | FireMapper Status | Privacy | Third-Party Notice

You can now view the list of users who have accessed the specific map token.

Map Token Users

Access Type First Name Last Name Last Activity Organisation Name Agency Name [ Licence Name
3 Anonymous User | Sam Smith 5 min ago Mozila/5.0 {Phone; CPU i
3 Portal User Justing 45 sec ago AAA Fire Front Demo AAA Fre Front Demo Mozila/5.0 (Macintosh; Intey
A Enverprise User 8 min ago (Dev) Fire Front [Dev) Fre Front justing FireMapperEnterpriselOS/ 1
& Anonymous User | Joe Jones 6 min ago Mozila/s.0 (Phone; CPU iR
(R Anonymous User | Tom Tolfer 3mn ago Mozila/5.0 {Phene; CPU R
Close Refresh

Note: FireMapper also supports One Time Password authorisation with Map Tokens, get in touch if you’re interested
in adding this to your profile.
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3.6.4 Revoking Map Tokens
Once a Map Token is no longer required, it can be manually revoked to prevent unauthorised use.

1. Go to the Map Tokens page using the Portal sidebar
Rural Fire Service

Shared Maps

% Shared Maps

\h‘ Map Tokens —

FireMapper Administration
nxm
’.& Licences

I “\f‘ Devices

Portal Administration

2. Select the Active Tokens tab at the top of the screen.

ACTIVE MAP TOKENS EXPIRED MAP TOKENS REVOKED MAP TOKENS

f

3. Find the Map Token that you want to revoke in the table. Click the Revoke button on the right side of the table.

Note: If you Archive a map from the Shared Maps page, access via all Map Tokens will be automatically revoked to
prevent unauthorised access to the Archived map.

3.6.5 Renewing Map Tokens

Once a Map Token has expired it can no longer be used to access the map.

However, if a user still needs to use an expired token, you can renew the expired token to quickly restore access to the
shared map.

1. Go to the Map Tokens page using the navigation sidebar in the FireMapper Portal
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Rural Fire Service

Shared Maps

@l Shared Maps

[ == Map Tokens —

FireMapper Administration
nyw
’_‘% Licences

Devices

=

Portal Administration

2. Select the Expired Tokens tab at the top of the screen.

ACTIVE MAP TOKENS  EXPIRED MAP TOKENS REVOKED MAP TOKENS

!

3. Click the renew button on the right side of the map token that you want to renew. The orange background is used
to highlight the map tokens that are have expired.

4. Click Renew to confirm that you want to Renew the map token.

This will update the expiry date for the map token so it is one week into the future, so the map token
is no longer expired. Users will now be able to access the map token for the next week.

It is possible to change the expiry date, to a different date after renewing a token, by going to the active
tokens tab and editing the map token.

3.6.6 Reactivating Map Tokens

A Map Token can be reactivated if it has been revoked and needs to be used again. This is useful if you revoke an Map
Token by accident. Reactivating a token allows you to use the same QR code.

1. Go to the Map Tokens page using the navigation sidebar in the FireMapper Portal
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Rural Fire Service

Shared Maps

@, Shared Maps

== Map Tokens —

FireMapper Administration

ww
’_ﬁ Licences

Devices

LU

Portal Administration

2. Select the Revoked Tokens tab at the top of the screen.

= Map Tokens

ACTIVE MAP TOKENS EXPIRED MAP TOKENS REVOKED MAP TOKENS

f

3. Click the Reactivate button on the right side of the table for the map token that you want to restore. The red
background is used to highlight the map tokens that are currently revoked.

Map Token Name Map Token Token Permissions | Actions |

', Manly Dam HR Create Map Token | | View Map

iggg Manly Dam HR

" Token Revoked 1Mg™**"eUb  read-only Reactivate

f

4. Click Reactivate to confirm that you want to Reactivate the map token, so anyone who has the map token
URL/QR code will be able to access the shared map again.

Reactivate Map Token?

This will restore access to the 'Manly
Dam HR' map for anyone using the
‘Manly Dam HR'" token.

Cancel Reactivate Token

f

5. Users will now be able to use the map token that you have reactivated. The Map Token URL/QR Code will still
be the same as it was before. If users had tried to access the map token while it was revoked in the web browser,
they may need to refresh the webpage.
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3.7 Location Tracks

The Location Tracks page displays active aircraft, appliances and personnel in FireMapper, including location sources
from FireMapper devices as well as other third party integrated sources such as TracPlus, AVL.

The table displays the last known location for recently active location tracks in latitude/longitude coordinates and UTM

coordinates.

3.7.1 View Individual Track Location

1. Select Location Tracks in the navigation sidebar

Data Sources

% Location Tracks

¢ Feature Layers

FireMapper Administration

4]

2. The location tracks are organised into three groups Aircraft Tracks, Appliance Tracks and Personnel Tracks
based on the resource type for the track. Use the tabbar to switch between track types.

AIRCRAFT TRACKS

3. Click on a location source to view additional information about the source, including a map showing the latest

location.
AINUVHAF 1 1 HAURD
This table displays recently active tracks in FireMapper, their last known location and provides the ability to download their location
history

Track Source Grid Ref Lat/Lng Last Activity Actions

Aircraft Tracks Export Aircraft Tracks

0.001 deg range Simulation -33.8999° 1 A

56H LH 520 477 1 h N

e track_simulator 151.3996° ourago 2 ©

0.001d Simulati -33.9004° A

& €g range mation 56H LH 520 477 Just now ¥ @

! track_simulator 151.4002° ==
3\‘\e 0.1 deg range Simulation 56H LH 515 440 -33.9336 1 hour ago ‘vL \/ﬁ

\

Sonnals almailabar

4E4 20040

4. You can click a field such as ‘UTM Coordinates’ to copy the coordinates to the clipboard.
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3.7.2 Downloading Track History

You can export the last 2hrs for any track as a GPX, CSV KML or GeoJSON file. All download formats use the WSG-84
Datum (ESPG-4326).

1. Click the Download button next the track that you want to download

4

2. Select the file format that you want to use for the track download. Use the CSV or GPX file format if you need
timestamps for each location update in the track history. The Compact GPX format, does not contain the GPS
timestamps for each location update.

Download CANDLE CREEK 1

Choose format for downloading this
track

Download GPX
Download Compact GPX
Download KML
Download CSV
Download GeoJSON

Cancel

3.7.3 Navigation to Track Location

The Navigate To button allows you to quickly navigate to the last known location of a track, without neededing to
manually copy coordinates.

1. Click the Navigate To button next to the track that you want to navigate to.
<0
®

2. Select the mapping application that you would like to use. This will automatically open the application/website
and display the last known location in the third party app.
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Navigate to Candle Creek 1A

Select application to use for
navigation

Google Maps
@ Apple Maps
") Bing Maps

“ Open Street Maps

4~ Here Maps
&) Waze Maps
FlightRadar24
Windy

Cancel

3.8 Live Feeds

The Live Feeds page displays a list of all the integrated live feeds that are available across all maps in FireMapper.

These overlays are designed to improve situation awareness.

There are over 50+ public live feeds that are automatically updated from external sources including Traffic Incidents
Feeds, Fire Incident Feeds, Traffic/Weather Cameras, Roadworks, Road Closures, Satellite Detected Hotspots, Current
Alerts and Warnings, File Stations and more.

New South Wales

|:| Planned Burns
NSW RFS

RFS Incidents
NSW RFS

Roadworks
Transport for NSW

Safer Places
NSW RFS

4 Traffic Cameras
Transport for NSW

Traffic Incidents

Transport for NSW

8 hours ago
Last Modified

1 min ago
Last Modified

4 hours ago
Last Modified

1 week ago
Last Modified

1 week ago
Last Modified

3 min ago
Last Modified

26

230

1059

65

164

24

The list of live feeds are configured per FireMapper subscription and can contain a combination of public and private
data sources. Additional layers can be added on request.

3.8. Live Feeds

56



FireMapper Portal Manual

3.8.1 Live Feed Status

The live feeds table is automatically updated every 5 seconds to displays the status of each live feed. If a feed has
recently been updated in the last 60 seconds, it will be highlighted with a green background.

WZ Weather Observations 15 sec ago 601
Bureau of Meteorology Last Modified points ==

If the last update has failed for a specific live feed, it will be highlighted with a red background. The update can fail for
a number of reasons such as an error while connecting to the remote server or changes to the feed format. FireMapper
will continue to display the cached data from the last successful update when an error occurs. The error state will
automatically be cleared on the first successful update after the failure. More information about the live feed error can
be obtained by contacting support.

Fire Perimeters 18 min ago 206 Ml
g H , 4
VicEmergency Failed areas =

3.8.2 Viewing Individual Features

1. Open the Live Feeds from the navigation sidebar.

-

Data Sources

%‘ Location Tracks

'Y Live Feeds

List of Live Feeds currently accessible in FireMapper.
FireMapper Administration

2. Select the live feed from the table that you want to view.

[Fs] Urban Fire Stations 2 days ago 738
Geoscience Australia T Last Modified points =

3. Use the tab bar to switch between layer types if the live feed has more than one type.

POINTS LAYER

4. You can select an individual feature in the table to view additional information

=] Adelaide Fire Station 97-129 Wakefield St, / —
@ <
Adelaide P/ v

5. A dialog will appear for the selected feature. This will include a map preview and a list of all the attributes for
the selected feature.
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Adelaide Fire Station
= T
] g‘.‘d‘b |
Adélaide = S | Kentilown
3 (e dle Street #
i — * “Hindley.street, S e e EOUSAS
g e B = oy e ireet Grenfell street |
|f 2 pirie Street, ? it
|| i [k S \;\\ B28
| )L Flinders. L, P
| 'I.Franklin Street =E = —— ;.] .I._
bl - ot Street | — e-rmm || \
LI trEEr i
! ! Gouiger street — ’  Angas e lnlif= '| |
[ 5 1ree " B
l 1 uright spreet e i B
| = Lo 1 ‘1" Halifax Street. 1 f v : TR 1
| Istur:SLreet'--_. B 1 .- Victoria !
race’ | FEE | L Park @
ey aiegl ]|kt | Sputh Terrace " £
& - - th le [ | o
__-" —South TErrace e L_?ou 5, i H ot %
27 g | Park T80, | LParicnawni s E =3 B
b park 2t © | Bnpane L Leaflet | OpenStreetMap c

ontributors

Name: Adelaide Fire Station

Address: 97-129 Wakefield St. Adelaide

Close
6. Click a field if you want to copy the value to the clipboard
Address: 97-129 Wakefield St, Adelaide
97-129 Wakefield St, Adelaide
COPIED TO CLIPBOARD
Close

3.8.3 Downloading a Live Feed

You can export the latest version of live feed using the download button. This will generate a static file for the exported
feed. All download formats are in the WSG-84 Datum (ESPG-4326).

1. Click the Download button on the live feed that you want to download.

4

[——]

2. Select the export format that you would like to use from GPX, KML or GeoJSON, based on the application that
you want to export to.

Use the KML export format if you want to display the live feed in Google Earth Pro, ArcGIS Online, ArcGIS Pro
or FireMapper client. The KML format is the only format that includes map symbology and links for Photos/PDFs
file attachments.
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Download Ambulance Stations

Choose download format for layer.
) Download KML
Download GPX
15, Download GeoJSON

Cancel

3. Open the export file in the desired application (e.g. Google Earth Pro).

¥ Search
Search
ex: 37 25' 19.1"N, 122 05' 06"W
Get Directions History

¥ Places

@~ My Places
v @S Temporary Places
| > @~ RFSincidents-1.kml

Qo [++]e

> Layers

Kool @& (& [

3.9 Identities

Google Earth Pro

BUSH FIRE - Remembrance Dvwy,
Razorback

Alert Level:
Advice

Location:

Remembrance Dvwy, Razorback, NSW 2571
Type:

Bush Fire

Agency:

Rural Fire Service

Status:

Under Control

Updated

10:46 AM | Sat, 8 Apr 2023

Directions: To here - From here

Data SI0, NOAA, U.S. Navy, NGA, GEBCO
Image Landsat / Copernicus

Google Earth

Imagery/Date:12/14/2015 - lat -33.892410° lon 153.257779° elev-4802m  eye alt 987.24 km

FireMapper identities are a way to unify organisation SSO, FireMapper Portal and FireMapper Enterprise licences.
This allows users to log in to the FireMapper Portal and mobile app using their organisation credentials, providing a

seamless experience across platforms.

4, Search identities Create Identity Last 48 hours Export Table Sort by: Last activity
Identities Licences Portal Profiles Last Activity Actions
= User2
Y lone 1 20 hours ago Remove
user2@firemapper.app
:J Pending user login... 1 1 P
useri@firemapper.app ce

Identity management is available to administrator users of the FireMapper Portal if the capability has been enabled for

the organisation.
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Note: If you would like access to the Identities functionality, please contact Fire Front to enable it for your organisation.

3.9.1 Creating an Identity

1. Click the “Create Identity” button.
2. In the pop-up window, enter the user’s SSO email address.
e The accepted SSO email domain is configured by Fire Front, so please contact us if you need to change it.

e If the email address already exists, an error message will be displayed.

Failed to save identity.

3. Configure the identity’s access permissions using the table. Access is broken up by your profile’s hierarchy levels.
Multiple hierarchy levels can be configured for the same identity. For each hierarchy level, you can:

* Tick the checkbox to create a mobile licence to grant the user access to the FireMapper Enterprise
app, and/or

* Select a portal profile type from the dropdown to grant access to the FireMapper Portal. See
Portal Accounts for more information on the different profile types.

Create Identity

Email: | o000 @ firemapper.app

Note: First and last name will be automatically provided by your SSO login.

Organisation Hierarchy

Organisation Enable Mobile Licence Portal Role
Administrat [
NSWFS State HQ O eministrator ‘
Viewer I
Greater Sydney Region [m] Editor ‘
Publisher |
Candle Creek Brigade O + Mo Portal Profile t
Central Coast Region O No Portal Profile -
Hunter Region (] No Portal Profile v

Save Cancel
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Create Identity b

Email: o000 @ firemapper.app
Note: First and last name will be automatically provided by your SSO login.
Organisation Hierarchy
Organisation Enable Mobile Licence Portal Role
NSWFS State HQ O No Portal Profile ~
Greater Sydney Region No Portal Profile v
Candle Creek Brigade Publisher ~
Central Coast Region O No Portal Profile v
Hunter Region (] No Portal Profile v
Save Cancel
L il

4. Click the “Save” button to confirm the creation.

3.9.2 Viewing & Editing Identities

To view and edit existing identities, click on the identity’s email address in the identities table. This will open a pop-up
window with the identity’s details. The identity’s personal details will be automatically retrieved from the SSO provider
upon their first login.

Edit Identity

Email:  ;5er1 @ firemapper.app

First Name: fpame

Last Name: | pjgme

Note: Email and name are managed by your SSO provider and cannot be changed here.

Before then, the first and last name fields will display as ‘Pending login...".
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Edit Identity

Email:  |;garq

@ firemapper.app

First Name:  pending login...

Last Name:  penging login...

Note: Email and name are managed by your SSO provider and cannot be changed here.

Access configurations can be edited in the same way as when creating an identity. To remove all access for an identity,
simply untick all the checkboxes and select “No Portal Profile” from the dropdown menu.

Edit Identity

Email: | carq

First Name: | FjsiName

Last Name: | astName

Organisation Hierarchy

@ firemapper.app

Note: Email and name are managed by your SSO provider and cannot be changed here.

Organisation Enable Mobile Licence Portal Role
NSWFS State HQ O Editor

Greater Sydney Region ] No Portal Profile

Candle Creek Brigade O No Portal Profile

Central Coast Region O No Portal Profile

Hunter Region ] Mo Portal Profile

Save

Cancel
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3.10 Licences

FireMapper Licences are managed through the Portal, allowing you to create and revoke licences within your subscrip-
tion. Each licence generates a QR-code that is used to activate FireMapper Enterprise on an iOS or Android device.

FireMapper supports four types of licence, however these are enabled in accordance with the features on your subscrip-
tion type

* Personnel Licence - for groups of personnel on an enduring basis
» Appliance Licence - for use on devices that are fixed to individual appliances and vehicles
* Aircraft Licence - for use on devices that are fixed to individual aircraft

» Temporary Licence - for short term access to specific incidents/maps for contractors and 3rd parties.

Licences Activations Last Activity | Actions

NSWFS State Headquarters (Demo) [ Create Licence | | View Template | | Refresh Al

: . R_eq HI”E'R . No Devices - Revoke View Config Refresh
Expires 7 Sep 2022

i . Iralljlrl% Li(_:?!j_ie . 2_ B 1 day ago Revoke | | View Config Refresh
Candle Creek Brigade | Create Licence | | View Template | | Refresh All |
Grumble Creek Brigade | Create Licence | | View Template | | Refresh All |

Eﬁ I‘zf‘it Licence No Devices - Revoke View Config Refresh

sonnel Licence

Red Hill Brigade -Creale Licencel | View Template | | Refresh P«II.

3.10.1 Personnel Licences

Personnel Licences are for granting access to groups of personnel on an enduring basis.
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Create Personnel Licence

Group: (i Rural Fire Service v
Licence Type: &. Personnel Licence v

Grants access to groups of personnel on
an enduring basis.

Personnel Licence Details

Licence Name: John Smith
First Name: John
Last Name: Smith

Role: Firefighter

Cancel Create Licence

How to create a Personnel Licence:

1. Go to the FireMapper Licences page using the navigation sidebar

Rural Fire Brigade

Shared Maps

@ Shared Maps

Map Tokens

FireMapper Administration

E@’: Licences -
Eﬂ] Devices

Portal Administration

-~

2. Select the Active Licences tab at the top of the page

ACTIVE LICENCES EXPIRED LICENCES REVOKED LICENCES

T

3. Click the Create Licence on the right side of the Licence Table to show the Create Licence Dialog.

4. Select Personnel Licence from the licence type list.
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Licence Type: &’J Personnel Licence 4

Grants access to groups of personnel on
an enduring basis.

3.10.2 Appliance Licences

An appliance licence is designed for devices that are used an individual appliance. They are only intended for devices
that are fixed to an appliance such as a mobile data terminal (MDT).

Use a separate aircraft licence for each aircraft.

Create Appliance Licence

Group: (i Rural Fire Service v
Licence Type: [ Appliance Licence v

One individual licence for each appliance.

Appliance Licence Details

Appliance Type: &% Heavy Tanker v

Resource Name: Beacon Hill 1A

Resource Rego: BH1A

Cancel Create Licence

Note: If FireMapper is going to be used on a device that is moved across multiple appliances, use a Personnel licence
instead. appliance licences are only intended for devices that are fixed to an appliance.

The resource name, resource rego and resource type are assigned when the appliance licence is created and can not be
changed within the app.

If you use a Personnel licence, the resource information is optional and can be changed inside the FireMapper app on
the user profile screen if required.

How to create an Appliance Licence:

1. Go to the FireMapper Licences page using the navigation sidebar
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Rural Fire Brigade

Shared Maps

@L Shared Maps
S‘*{_\ Map Tokens

FireMapper Administration

ape
i%, Licences -
[ [ Devices

Portal Administration

-~

2. Select the Active Licences tab at the top of the page

ACTIVE LICENCES EXPIRED LICENCES IEWOKED LICE

e

3. Click the Create Licence on the right side of the Licence Table to show the Create Licence Dialog.

a. Select Appliance Licence from the licence type list.

Licence Type: i+ Appliance Licence 4

One individual licence for each appliance.

If the Appliance licence is not available from the list of licence types, it is not available
for your subscription. You will need to contact our Support Team to have this feature
enabled.

b. Select Appliance Type from the list of appliance types. This determines the icon that will be
displayed on the map for this appliance if location sharing is used.

3.10.3 Aircraft Licences
An aircraft licence is designed for devices that are used a single aircraft. They are only intended for devices that are
fixed to an aircraft. Use a separate aircraft licence for each aircraft.
The following fields are required for aircraft licences
¢ Aircraft Type (Resource Type)
¢ Aircraft Callsign (Resource Name)

* Aircraft Registration (Resource Rego)

Note: If the FireMapper is going to be used on a device that is moved across multiple aircraft, use a Personnel licence
instead. Aircraft licences are only intended for devices that are fixed to an appliance.

The resource name, resource rego and resource type are assigned when the aircraft licence is created and can not be
changed within the app.
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If you use a Personnel licence, the resource information is optional and can be changed inside the FireMapper app on
the user profile screen if required.

Create Aircraft Licence

Group: [3]% Rural Fire Service v

Licence Type: = Aircraft Licence v

One individual licence for each aircraft.

Aircraft Licence Details
Alrcraft Type: =+ Fixed Wing v
Resource Name: Firebird 208

Resource Rego: FB208

Cancel Create Licence

How to create an Aircraft Licence:

1. Go to the FireMapper Licences page using the navigation sidebar

Rural Fire Brigade

Shared Maps -

& Shared Maps

Map Tokens

FireMapper Administration

e R
;%’_’o; Licences —_—

ED] Devices

Portal Administration
-

i LA L

2. Select the Active Licences tab at the top of the page

ACTIVE LICENCES EXPIRED LICENCES REVOKED LICENCES

e
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3. Click the Create Licence on the right side of the Licence Table to show the Create Licence Dialog.

a. Select Aircraft Licence from the licence type list.

Licence Type: - Aircraft Licence v

One individual licence for each aircraft.

If the Aircraft licence type is not available from the list of licence types, it is not available for your
current subscription. You will need to contact our Support Team to have this feature enabled.

b. Select Aircraft Type from the list of aircraft types. This determines the icon that will be displayed on the
map for this aircraft if location sharing is used.

c. Enter the callsign for the aircraft in the Resource Name field. This will be used if location sharing is used
and in any observations shared using the licence.

d. Enter the aircraft registration in the Resource Rego field. This will be used if location sharing and in any
observations shared using the licence.

4. Click Create Licence to create the FireMapper licence and generate a QR code

5. Share the QR-code by emailing, messaging or printing the QR-code, or sharing the licence code so users can
activate FireMapper Enterprise on their devices.

3.10.4 Temporary Licences

Temporary Licences can be customised depending on the requirements of each situation, including:
* Automatic expiration on a specific date

* Restricting access to a specific set of maps, or allowing access to all maps.

Create Temporary Licence

Group: °fi Rural Fire Service v
Licence Type: _[C Temporary Licence v

Grants short term access to specific
incidents/maps for contractors and 3rd
parties.

Temporary Licence Details

Licence Name: Dozer Crew - Manly Dam HR

Expiry: [] 11/09/2022
Expires 7 days from now

Maps: [% Access all maps

Cancel Create Licence

How to create a Temporary Licence:
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1. Go to the FireMapper Licences page using the navigation sidebar

Rural Fire Brigade

Shared Maps

§% Shared Maps

s Map Tokens

FireMapper Administration

g
i%_ Licences D e

L m Devices

Portal Administration

-~

2. Select the Active Licences tab at the top of the page

ACTIVE LICENCES EXPIRED LICENCES IEVOKED LICE

T

3. Click the Create Licence on the right side of the Licence Table.

4. Select Temporary Licence from the licence type list.

Licence Type: @ Temporary Licence v

Grants short term access to specific
incidents/maps for contractors and 3rd
parties.

If the Temporary licence is not available from the list of licence types, it is not available for your
subscription. You will need to contact our Support Team to have this feature enabled.

5. Share the QR-code by emailing, messaging or printing the QR-code, or sharing the licence code.

3.10.5 Revoking Licences
You can revoke licences at any time, which will remove FireMapper access from any devices associated with that
licence.

A revoked licence can be enabled again if required, and all revoked and expired licences are visible in the Expired
Licences and Revoked Licences tabs of the Licences page.

How to revoke a FireMapper licence:

1. Go to the FireMapper Licences page using the navigation sidebar.
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Rural Fire Brigade

Shared Maps

@, Shared Maps
S;%‘ Map Tokens

FireMapper Administration

ape
%, Licences ——
l [ Devices

Portal Administration

-~

2. Select the Active Licences tab at the top of the page.

ACTIVE LICENCES EXPIRED LICENCES IEVOKED LICE

e

3. Find the licence that you want to revoke and click the Revoke button on the righthand side of the table

4. A confirmation dialog will appear. Press Revoke once you have confirmed that you are revoking the correct
licence.

Revoke Red Hill HR Licence?

This will disable access to FireMapper
for devices using this licence.

Cancel Revoke

5. Any users that are currently using the revoked FireMapper Licence, will have their access revoked.

6. It is possible to restore a revoked licence from Revoked Licences tab on the Licences page. This is useful if you
need to enable a licence that was revoked by mistake.

3.11 Devices

You can monitor the activity of devices associated with your subscription through the Devices page in the Portal.

The page groups together devices based on the FireMapper Licence used to access your subscription, and is sorted
with the most recent activity at the top. The page includes activity associated with licences that have been revoked or
expired; while these devices are unable to use FireMapper or access your subscription, their activity indicates they will
have the app installed.
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3.12 Portal Accounts

You can provide access to the FireMapper Portal for any of your personnel that need to view and edit maps, or help
manage your subscription.

A single Portal User (i.e. a Portal Account) may have multiple Portal Profiles, each within a different Group within the
organisational hierarchy, and with their own permissions.

Portal Profiles have their permissions set through the following roles:
* Viewer Profile - Read-only access to shared maps.
* Editor Profile - Create, view and edit shared maps.
¢ Publisher Profile - Can create, view and edit shared maps, configure Intra-agency sharing and create map Tokens.

¢ Administrator Profile - Full access to the subscription, including creating/revoking Portal Profiles and FireMap-
per Licences.

3.12.1 Create Portal Account

Create Portal Account

Account Type: Agency Administrator v

Determines the permissions and features
available for the Portal account

Email Address: Email Address (required)

An email will be sent to this address for
the the user to set their account
password

Group: (°% Rural Fire Service v
First Name: First name (optional)
Last Name: Last Name (optional)

Role: Role (optional)

Cancel Create Account

1. Go to Portal Accounts page using the navigation sidebar.

3.12. Portal Accounts 71



FireMapper Portal Manual

Rural Fire Service

Shared Maps

= Shared Maps

T Map Tokens

FireMapper Administration

%%, Licences

Devices

Portal Administration

Portal Accounts e ey

Integrations

2. Click the Create Portal Profile button to show the Create Portal Profile dialog.

3. Select an Profile Type. This determines the features and permissions that the Profile will have access
to in the FireMapper Portal.

4. You can provide additional information about the user such as First Name, Last Name and Role,
which is used to tag metadata onto shared map activity such as map edits and creation. These fields
are optional.

5. Click Create Profile, and the email address will receive a Welcome to FireMapper Enterprise
email.

3.12.2 Edit Portal Profile

Note: You can not change the email address for a Portal Account. If you need to change the email address,
you will need to create a new Account and then disable the old Account.

Note: You can only edit the first name, last name and role for your own account. You can not change the
profile type or group for your own account for security reasons.

3.12. Portal Accounts
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FireMapper Portal Account

Email Address: demo@firefront.com.au
Group: (“§) Rural Fire Agency v
Account Type: = Analyst v

Determines the permissions and features
available for the Portal account

First Name: John
Last Name: Smith

Role: Firefighter

Cancel Save Changes

1. Go to Portal Accounts page using the navigation sidebar.

Rural Fire Service

Shared Maps

'Eé\b Shared Maps

‘f:ﬁ Map Tokens
FireMapper Administration
E%E, Licences

Devices

Portal Administration

7, PontalA 4

Integrations

2. Select the Portal Profile that you want to edit. You can click on the email address, first name, last
name or role fields in the table to open the Edit Profile dialog.

3. Once you have made the required changes, click Save Changes at the bottom of the dialog to save
the changes to the Portal Profile. If a user is currently logged in with the modified Portal Profile, they
will need to refresh their current webpage to see the new changes.

3.12.

Portal Accounts
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3.12.3 Disable Portal Profile

1. Go to Portal Accounts page using the navigation sidebar.
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2. Click the Disable button on the right side of the Portal Profile that you want to disable. You can not disable your
own FireMapper Portal Account.

4. Click Disable Profile to confirm that you want to disable the selected Portal Profile. Any users currently using
that Portal Account will be logged out.

3.13 Integrations: FireMapper API

FireMapper API keys provide access to all maps and data across an entire agency. They are designed for provide
system-to-system integration with FireMapper. FireMapper API keys should only be used by Administrative/GIS/IT
staff and should not be shared outside your organisation.

3.13.1 Setting Permissions

After clicking ‘Create API Key’, there are five permissions able to be set for the newly created key.

1. IP Address:
Automatically set to your device’s current IP address, this restricts the access of the API key to a
specified address. This means that connection to the provided address is a requirement for a system
to communicate with FireMapper data. This is recommended in the case that the target server has a
static IP address, for extra security.

2. Map Sharing API (Read):
Allowing your key to be a Map Sharing API with read permissions grants it access to view all of your
agency’s maps and features, and all the data associated with it.

3. Map Sharing API (Write):
This allows the connected system to edit (add, delete, update) features within shared maps. Read
permissions must be enabled for this to be checked.

4. Location Sharing API (Read):
Location tracks data across all shared maps for appliances, personnel and other instances are made
viewable.
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5. Management API:
Gives additional permissions to create, archive or restore archived maps.

Create FireMapper API Key

FireMapper API keys provide access to all maps and data across
an entire agency/organisation. They are designed for system-to-
system integration.

API keys should only be used by administrators and should not be
shared with other users.

APl Key Name: {} testkey

IP Address:( (No IP address restriction)

This key can be accessed from any ip
address

ap Sharing API (Read)

ap Sharing API (Write)
cation Sharing API (Read)
anagement API

Permissions:

S

Cancel Create APl Key

Editing API keys: Permissions for an API key may also be edited after its creation. Clicking on the key’s row in the
table will open a similar popup in which specific permissions may be toggled on or off, or edited.

APl Key Name API Key IP Address Last Activity Actions

Fo T MXqr***5kE 124.19.3.166 - Disable
edit maps, tracks, management

View FireMapper API Key

APl Key Name: test

APl Key: exampleKey

IP Address:(No IP address restriction)

This key can be accessed from any ip
address

ap Sharing API (Read)

ap Sharing API (Write)
ocation Sharing API (Read)
anagement API

Permissions:

Close View Docs Save Changes

Extensive information on each API key’s functionalities may be accessed by clicking ‘View Docs’.
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View FireMapper API Key

APl Key Name: test

APl Key: exampleKey

IP Address:

This key can be accessed from any ip
address

ap Sharing API (Read)

ap Sharing API (Write)
ocation Sharing API (Read)
anagement API

Permissions:

Close View Docs

C(No IP address restriction)

Save Changes

FireMapper API Key test key

API Key
Map Sharing API

Features FeatureServer
47 Shared Points

47 Shared Lines

47 Shared Photos API Key Name:
47 Shared Areas

47 Shared PDFs API Token:

(2]

Features MapServer
Shared Points
Shared Lines IP Restrictions:

Shared Areas

&

&

47 Shared Photos

&
Permissions:

V-4

Shared PDFs

=]

Maps FeatureServer

47 Shared Maps

@

Archived Maps List

@

Shared Maps List

@ Add Dninte

FireMapper API Key - werwerwer

test key

exampleAPItoken

This API token must be included in all requests when using FireMapper API. This can either be provided as
part of the url or separately depending on the application you are using. If prompted for a username and
password by ArcGIS client, enter the api token as the username and password.

Restricted to 111.11.111.11
This API Key can only be used by clients with the above IP address.

« Read Maps
Allows you to view features from any shared map across the entire organisation.
« Write Maps
Allows you to add, update and delete features from any shared map across the entire organisation.
 Read Tracks
Allows you view location tracks from any resource across the entire organisation with up to 48hrs of track
history

« Management APL
Allows you to issue management operations such as creating maps, archiving/restoring maps.

3.13. Integrations: FireMapper API
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