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Abstract

Decentralized and peer-to-peer computing, as a subsetstifbdited computing, are seen as
enabling technologies for future Internet applicationswdver, many of them require some sort
of data management. Apart from currently popular P2P filrigly, there are already application
scenarios that need data management similar to existitmpdied data management, but being
deployable in highly dynamic environments.

Due to frequent changes of the peer availability, an esalastiue in peer-to-peer data man-
agement is to keep data highly available and consistent avitry high probability. Usually,
data are replicated at creation, hoping that at least oricagp available when needed. How-
ever, due to unpredictable behavior of peers, their avfithalvaries and the number of config-
ured replicas might not guarantee the intended data au#ifalinstead of fixing the number
of replicas, the requested guarantees should be achievaddpting the number of replicas at
run-time in an autonomous way.

This thesis presents a decentralized and self-adaptgtlleation protocol that is able to guar-
antee high data availability and consistency fully trameptly in a dynamic Distributed Hash
Table. The proposed solution is generic and can be appligdeotop of any DHT implementa-
tion that supports common DHT API. The protocol can detediange in the peer availability
and the replication factor will be adjusted according torlees settings, keeping or recovering
the requested guarantees.

The protocol is based on two important assumptions: (1)jtakd build and manage a de-
centralized replica directory and (2) ability to measureqgsely the actual peer availability in
the system. The replica directory is built on top of the DHTUsjng a key generation schema
and wrapping replicas with additional system informatiaicts as version and replica ordinal
number. The way in which replicas are managed in the DHT hedp® define a measurement
technique for estimating peer availability. Peers canmothiecked directly, due to the fact that
the common DHT API does not reveal any details about the lyidgrDHT topology. The peer
availability is computed based on the measured the avhiyabi replicas. With the help of con-
fidence interval theory, it is possible to determine the sigffit number of probes that produces
results with an acceptable error.

Finally, two variants of the protocol are defined: one thauases that data are immutable,
and another one without such a limitation. A theoretical eiad developed to determine the
sufficient number of replicas needed to deliver the pre-gonéid guarantees. If a peer detects
that the current availability of peers and the replicatiaotér are not sufficient for maintaining
the guarantees, the sufficient replication factor will béed®mined according to the measured
availability of peers. Knowing the previous and new replma factor, the peer is able to insert
into the DHT additional replicas of data managed in its l@tatage. On the other hand, if the
number of replicas is higher than needed, the peer will remowecessary replicas from its
storage, reducing the storage overhead.

Replication makes the consistency of data harder to maingvery logical update is trans-
lated into a set of replica updates. Due to the dynamic natittee DHT, many replicas can be
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unavailable at the time when an application issues an updgteest. Such conditions force the
usage of some weak-consistency models that updates dfilateaieplicas and synchronizes all
the others eventually when they become online again. Unisilis achieved, none of guarantees
about the consistency of the accessed data cannot be gitierprdposed protocol implements
a weak-consistency mechanism that, unlike the others]éstalprovide an arbitrary high prob-
abilistic guarantees about the consistency of availakiie lafore all replicas are synchronized.
This is done by updating the available and inserting the nesgion of all offline replicas. As
soon as a replica becomes available again, it is informedtah@ssing updates, and is merged
with the new version. Such approach ensures that at leastamrséstent replica is available with
a high probability when data are requested.

The approach presented was evaluated by using a custom-siradi&tor. The requested
availability and consistency levels are fully guaranteedhie DHT with a stable or increasing
peer availability. During churns (periods when the peeilakdity decreases), the guarantees
are maintained only in cases when the dynamic of churns igtlosvpeer availability decreases
slowly). Faster changes cannot be compensated fully, lartteally, after the system stabilizes
enough replicas will be generated, and the guarantees evittdovered.
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Deutsche Zusammenfassung

Dezentralisierte Systeme und peer-to-peer (P2P) Conmputerden als technologische Vor-
aussetzungen zukinftiger Internetanwendungen gesetmmolDsich die Infrastrukturen un-
terscheiden, sind die Aufgaben der Anwendungen gleich atdelich zu denjenigen Anwen-
dungen, die den klassischen Client/Server-Ansatz bemuBsarbeitung und Speicherung von
Daten. Abgesehen vom derzeitig popularen P2P File-shgilviges viele Anwendungsszena-
rios, die eine Datenverwaltung bendétigen, die ahnlich nerverteilten Datenverwaltung ist.
Gleichzeitig muss sie aber in hoch-dynamischen Umgebuhgetionieren.

Das grofite Problem der P2P-Datenverwaltung ist die Geeigtuhg und Konsistenzhaltung
der Daten. Ublicherweise werden Daten bei der Erstelluptjziert und man hofft, dass min-
destens eine der Repliken verfugbar ist, wenn sie gebrawictit Aufgrund unvorhersehbaren
Verhalten der Peers garantiert die konfigurierte AnzahlRlepliken oft nicht die gewiinschte
Datenverfugbarkeit. Statt einer vordefinierten Anzahl WRepliken sollte sich die Anzahl der
Repliken wahrend der Laufzeit voll-autonom an die aktuBkerverflgbarkeit anpassen.

Diese Doktorarbeit prasentiert ein dezentralisiertes seltst-adaptives Replikationsproto-
koll, das voll-transparent eine hohe Datenverfligbarkei tkonsistenz mittels einer dynami-
schen verteilten Hash-Tabelle (DHT — Distributed Hash dslaluf Englisch) garantiert. Die L6-
sung ist voll generisch und auf alle DHT-Implementierungewendbar, die DHT API bieten.
Wenn sich die Peerverfugbarkeit &ndert, dann muss dasketbiio der Lage sein, dies festzu-
stellen. Auf Basis der aktuellen Werte wird der Replikasifaktor verandert, um die gewtinschte
Verfiigbarkeit und Konsistenz zu behalten.

Das Replikationsprotokoll basiert auf zwei wichtigen Aaifimen: (1) ein Vermdgen um ein
dezentralisiertes Replikenverzeichnis aufzubauen umflegen, und (2) ein Vermdgen um ge-
nau die aktuelle Peerverflgbarkeit im System zu messenRBpkkenverzeichnis benutzt die
verteilte Hash-Tabelle als Basis und generiert mit dereiher definierten Funktion Schlissel.
Repliken sind mit zusétzlichen Systeminformationen wre ersion und Ordnungszahl unter
den Schlisseln gespeichert. Der Ansatz macht ermdglicispéser eine Messmethode fiir die
Peerverfligbarkeit zu definieren. Weil das gemeine DHT ARiekénformation Uber die Syst-
emtopologie publiziert, ist es nicht mdglich die Verfligkeit von den Peers direkt zu prifen.
Stattdessen pruft die vorgeschlagene Messmethode diggéenfkeit der Repliken. Es ist mog-
lich mit der Hilfe der Konfidenzintervalltheorie zu bereeim wie viele Proben ausreichen, dass
die Messgebnisse einen niedrigen Fehler haben.

Schlief3lich werden zwei Varianten des Protokolls definiBre erste nimmt an, dass Daten
unveranderlich bleiben. Die zweite erlaubt, dass Datenrevithder Laufzeit modifiziert wer-
den dirfen. Um festzulegen wie viele Repliken flir gewissefigoirierte Garantien gebraucht
werden, wird ein analytisches Modell entwickelt. Wenn egePfeststellt, dass die aktuelle
Peerverfugbarkeit und die Anzahl der Repliken nicht die @@sehte Garantien liefern, wird ein
neuer Replikationsfaktor berechnet. Jetzt weil3 der Paeryiwle zuséatzliche Repliken der Da-
ten eingefligt werden sollen. Andererseits l6schen Pe@tige Repliken aus ihren Speichern,
wenn die gleichen Garantien mit weniger Repliken auch enteverden.
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Datenreplikation erschwert die Erhaltung der Datenkdasis Jede logische Datenaktualisie-
rung wird in der Aktualisierung von mehreren Repliken Ulbérs Viele dieser Repliken kdnnen
nicht zu jedem Zeitpunkt gefunden werden, da Peers, beinddieeRepliken gespeichert sind,
nicht verflgbar sein kénnen. Solche Bedingungen erlaulbendass die Daten eine schwache
Konsistenz haben, bis alle Repliken aktualisiert sind.déarAktualisierung kann keine Aussa-
ge Uber die Konsistenz der gefunden Daten gemacht werdenRBglikationsprotokoll dieser
Arbeit implementiert ein schwach-konsistentes Modelkrahbit einem Unterschied zu den be-
stehenden: Es bietet eine hohe Wahrscheinlichkeit, dasgefundenen Daten, die vor allen
Repliken aktualisiert werden, konsistent sind. So etwaséglich, wenn alle verfligbaren Re-
pliken aktualisiert werden und dazu eine neue Version &ffime-Repliken eingefiigt werden.
Sobald diese Repliken wieder online sind, werden tber wsgrade Updates informiert werden,
werden die alten und neuen Versionen vereinigt. Deswegentiert das Protokoll mit einer
hohen Wahrscheinlichkeit, dass mindestens eine kontéskaplik verfligbar ist.

Der Ansatz wird mit Hilfe eines selbst-entwickeltes Sintafa evaluiert. Die Ergebnisse zei-
gen, dass die Datenverfigbarkeit und -konsistenz voluggert sind, wenn die Peerverflgbar-
keit stabil oder ansteigend ist. Bei absteigender Verfilgha werden die Garantien nur bei
langsamen Anderungen voll gepflegt. Bei schneller SenkwmgPeerverfiigbarkeit fallen die
Garantien fur einen gewissen Zeitabschnitt, aber nach tvilSierung des Systems werden
wieder genug Repliken generiert, um die gewlinschte Datiglearkeit und -konsistenz wie-
der zu bekommen.
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Chapter

Introduction

ITH the expansion of the Internet, many database systems havednio the new in-
frastructure and introduced new issues to existing dataagement. Communication
between clients and servers is not as reliable as on locabries and communication links are
usually under control of third parties. Servers become loaeled easily if the database system
is not scalable enough. Even distributed database sys2Di3g) suffer from similar problems,
because they are designed to operate in stable, controléements.

Service oriented and peer-to-peer computing are seen asadtireg technology for future
Internet applications in different areas, e.g. e-Busirmggbe-Science. In the long run, such an
approach should deliver better scalability and perforneathan solutions based on the classical
client-server architecture. An advantage of an applicaltioilt on top of a P2P architecture lies
in a better usage of all available resources that are spneexh@ all participating machines,
including users’ desktops and laptops. On other hand, ejuin logic should not need to
concern itself with resource or data distribution, i.e.ytsaould be fully transparent.

As discussed in [RKWO04], many application scenarios wisprtdit from the advantages of
a decentralized/P2P infrastructure, and at the same thmag,require data management that is
more sophisticated than just plain data sharing. It shoaladreliable as those in the client-
server or the classical distributed environments. For etanpservice-oriented computing relies
on the existence of a service directory, containing varikinsls of service information used
during the service discovery phase. State-of-the-artti®ols place the directory on a dedicated
machine. Building a workflow from the existing services regs finding them in the service
directory. If the workflow design is based on top of a deceizizd/P2P infrastructure, the ser-
vice directory should be decentralized as well, but its fiomalities should remain unchanged.
Service descriptions should be spread among participgté®gs, but access to them must be
fully transparent for the services. It should be possibladd new peers,update and search the
existing description without knowing anything about thelertying infrastructure, nor resource
and data distribution.



2 Chapter 1. Introduction

Fairly often services combined into workflows need stordgsd will keep temporary data
used at different stages of the workflow execution. In a dealzred environment, storage must
be decentralized as well. However, the data managemenitdpbwmust have properties similar
to those guaranteed by centralized solutions.

Unfortunately, decentralized data management cannotddized by using existing database
solutions, because they can operate only in the presenceaiteolled environment. Hence,
P2P/decentralized applications need a decentralizedtdatathat could be deployed in highly
dynamic peer-to-peer networks and at the same time, it nuiselable, respect privacy and
ensure data security.

Existing peer-to-peer applications like PAST [RDO1b], 643@ or OceanStore [KBC00] use
Distributed Hash Tables (DHTS) as a basis for managing tfa¢a. They are essentially overlay
networks that provide deterministic routing and at the sime deliver good scalability in terms
of network delays (the number of hops to reach the requeststindtion peer) and the number
of messages generated . However, making data managemigmniefigble is not an easy task.
It is achieved by guaranteeing the availability and coesisy of the managed data, and having
the ability to recover the system from network partitionimmgmachine failure.

Reliability is the subject of long-term research into stamddistributed databases, and many
of its aspects are well understood and solved. Since dedizetit/peer-to-peer data management
is a subclass of distributed data management, existinghttedized/P2P storages like PAST or
OceansStore try to apply classical solutions in the new envirent. To make them work, the new
environment should behave similarly to those for which sohs have already been invented.
Therefore, the above-mentioned P2P storages work wellibpBers are highly available, their
behavior is predictable or well known, and no network piamis occur. On the other hand,
many applications must be deployed in an environment whaeh assumptions cannot hold.
As a recent study [SGG02a, BSV03] shows, P2P networks ahgyhitynamic in reality. Peers
are fully autonomous and can disappear from the network wattiare, without any previous
notification. Their availability is fairly low (around 20%)ot known in advance, nor predictable,
and can vary over time. Reliable data management on top bf@smetwork cannot be realized
using standard techniques known from distributed data gemant.

The research presented in this thesis has been motivatdtebgquirements defined within
the BRICKS project, presented in detail in Chapter 2. Sinde fully decentralized, its aim
is to integrate content from various sources and to providasparent access to it, no matter
where the data are actually managed . Even if many funcit@®le.g. distributed query pro-
cessing, can be implemented in a decentralized way, ther@lamys situations in which at
least some sort of highly available storage is necessarBRICKS the need arises of having
service descriptions, administrative information abooitections, ontologies and some anno-
tations globally available for all nodes. However, data eggd by the decentralized storage
should not disappear if some peers become unavailableaildgh data availability must be
guaranteed. At the same time, managed data are subjectateuddhus, the consistency of data

Ihtt p: /1 ww. skype. com
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must be guaranteed as well.

This thesis focuses on guaranteeing an arbitrary, butydilable consistency of data man-
aged in a DHT with an arbitrarily high peer offline/onlinegall he required guarantees are given
as input parameters to participating peers that delivenaaidtain the guarantees over time. The
replication protocol presented in the thesis is fully dem@dized and can be applied to a DHT
with an arbitrary peer availability, without knowing it irdgance. Peers can leave or return
online at any time without prior notification. A DHT equipp&dth our protocol preserves its
set of functions, and extends them with transparent daitabildy and consistency guarantees.
The logic of an application implemented on top becomes mimcpler, because it does not have
to worry about availability and consistency any more.

1.1 Distributed Hash Tables

A well-known approach for managing data in decentralizedfgo-peer communities is using
DHT (Distributed Hash Table) overlay networks. They emdrge an answer to performance
problems that appeared in the first pure P2P systems suchw@ell@riGnu01], where every
request was broadcast to a node’s neighbors. DHTs are l®iR2P systems that provide a
consistent way of routing information to the final destioatican handle changes in topologies
well and provide functions similar to a hash table data stmec

As suggested in [DZDS03], a DHT should provide at least thieviang functions:

* route(Key, Message)routes a message deterministically to its final destinatiased on
the supplied key

« store(Key, Value) stores the value under the given key in the DHT and inforradritia-
tor of the request if the operation has been successful or not

* lookup(Key)- reads from the DHT the value associated with the key andnetitito the
initiator of the request

Both storeandlookupare realized by using theutefunction. Alookupis initiated by routing
aLookupRequesnessage with the given key. The peer that is responsibldéokey responds
with aLookupRespongaessage. Similarly, thetorefunction is based on sendirBjoreRequest
and receivingStoreResponsmessages.

The main property of all DHTs is the deterministic routingméssages submitted by appli-
cations. Every peer is responsible for a portion of the keacemearest to its ID. The distance
function can be defined in many ways, but usually it is a singpithmetic distance between a
peer ID and a key. Whenever a peer issuesute, storeor lookupwith a key, the message will
end up on the peer responsible for that key.

We are going to demonstrate routing on Pastry [RD0Ola] — a Didfflementation where
requests are routed towards their destination by usingalf@fing rules:
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Figure 1.1: Storing a value in Pastry DHT

» Forward request to a peer whose ID has the longest commdix faecording to the
hexadecimal representation) with the gik€ey, among all known neighbors

» Forward request to a peer, whose ID is the nearest to the ¢ieg. The distance function
is defined as the absolute value of numerical difference dsetD andKey.

More about Pastry deterministic routing and the proof of@gectness can be found in [RD01a].
To demonstrate it on an example, Figure 1.1 shows a Pastmoriebf 6 peers, whose IDs are
generated randomly. Their values are displayed on thezstylscreens. A peer knows only
about peers connected to it with solid lines. Let pg4DD decide to store a value under key
23D6. The peer issuestore(23D6, value)The appropriaté&StoreRequesnessage is forwarded
to peerl4D6, because its ID is the closest to ke§D6. Peerl4D6 checks where to forward
the message further. It finds p&23A0, whose ID has the longest common prefix (2 digits) with
the supplied key. By using the same rule, the request is foleeafurther to pee3D8 This
peer is the final destination for the message associatedke§tB3D6, because the peer’s ID is
the nearest to it. Upon receipt, the peer processes the geesmad stores the value in its local
storage under the given key.

During a period of system stability (i.e. no changes in nekwopology), all messages with
the same key will end up on the same destination peer, nomditeh peer initiates the routing.
If, for example, peef4CD (Figure[ 1.2) wants to access the previously stored valusslites
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Figure 1.2: Accessing a stored value in Pastry DHT
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lookup(23D6) Using the same routing rules, theokupRequesinessage is forwarded first to
peerl14D6 and then via pee23A0 to the final destination. Pe@3D8 processes the request,
finds the value in its storage, and sends it back to the otigire the request.

When a peer goes offline, some other online peers now becapensible for the part of the
keyspace that belonged to the offline peer. It will be splibagpeers that are currently nearest
to keys in that part of the keyspace. On other hand, peertgithe DHT or coming back
online will take responsibility for the part of the keyspabat has been under control of other
peers until that moment. Figure 1.3 demonstrate the situathen pee23D8goes offline. All
requests followingookup(23D6)will end up on pee23A0, because in the new topology its
ID is the nearest one to the supplied key. The peer does netthawalue in its storage, and
thereforelookupswill not be successful, as long as p@3D8remains offline.

When a peer rejoins the community, it can keep its old ID, ad eorollary the peer will be
now responsible for a part of the keyspace that intersedtsaat with the previously managed
part of keyspace.

When a peer want to join the community for the first time, itsitDusually generated at
random and the peer joins only if the generated ID has noadyrbeen taken by somebody else.
If already in use, the peer searches for another ID, untiéa éme is found.

DHT does not forbid the storage of more objects under the $&yeSuch situations can hap-
pen due to topology changes: a previously stored object eanffline, or the routing rules for-
ward messages according to the current topology to anotrsindttion peer. However, among
all objects stored under the same key, only one is accesslday given moment, due to the
deterministic routing rules. If pedd876issues astore(23D6, valuejequest in the DHT pre-
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Figure 1.3: Topology change in Pastry DHT: p@8D8goes offline

sented in Figure 1/3, it ends up on p@&A0. The value will be stored, although the same or
different value has been inserted already under the samatkmser23D8 before. This cannot
be detected, and therefostore(23D6, value)s successful. Until pee23D8 stays offline, all
following lookup(23D6)will be able to locate the value in DHT.

When pee3D8rejoins, the DHT topology reverts to the one presented imfeid.2. Now
both peer23A0 and 23D8 have a value under ke®3D6 in their storages, but only the one
managed by peet3D8is accessible. According to the current topology, all resgsiéollowing
lookup(23D6)will end up there.

Peer23A0 is able to detect that ke®3D6 does not belong to its part of the keyspace any
longer. Two options are possible: to remove the key and thecéted value from the storage,
or to send them to a peer responsible for the key at that givement. Finding the right peer
is done simply by issuingtore(23D6, value) The value will be forwarded to the currently
responsible peer. If it is managed there already, it will beraritten. Otherwise, the value will
be inserted. However, if the overwritten value is the latest, the consistency of available data
cannot be guaranteed. This can cause serious issues forappgligations.

1.2 Problem Description

As mentioned earlier, due to their good qualities, many{egreer applications build the man-
agement of their data on top of a DHT. In order to provide goadlity of service to users,
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applications demand from a storage a kind of quality of serviilke guaranteed data availabil-
ity, consistency, security or response time. If data areamatlable, many system functions will
be unavailable as well, or outcomes will be unpredictablddifionally, available data must be
highly consistent, i.e. up-to-date, in order to enable pragystem behavior, and to deliver the
correct results to users.

1.2.1 Data Availability

As demonstrated in the previous Section (Figure 1.3), a4 T does not guarantee the avail-
ability of managed data. Whenever a peer goes offline, ipstiired Key, Valug pairs become
inaccessible until the peer appears online again. In thenpbeashown, as long as pe28D8is
offline, data stored under the k@3D6 will remain unavailable.

Data availability can be achieved easily by replicatingadatnumber of times, and storing
the replicas on different peers in the community. In ordetrask their locations, a replica di-
rectory is used. As long as at least one peer which has a agplionline, data are available as
well. Staying with our example, data stored under R&p6 could be stored within the DHT
several times under different key&3D6, D8AO and230Q They all will be managed by dif-
ferent peers:23D8 D876 and23A0 respectively. Having that, the data will be available for
as long as at least one of the peers is online. Clearly, detgmgnthe correct replication factor
depends on the requested data and the actual peer avsjlafilicope with these issues and de-
liver high data availability, solutions used in existingcdatralized storages like PAST [RDO1b],
CFS [DKK*™01], OceanStore [KBC00] assume that the peer availability is high, highly pre-
dictable, and quite stable over time. Therefore, they ate bensure high data availability
with a fixed replication factor.

This assumption does not really hold in practice. The peaitahility depends on user habits,
time of day, and/or popularity of available content. Stgdiarried out [BSV03, SGG02a] con-
firm this and show that the actual peer availability is faidyw — around 20%. If we want to
maintain data availability at a requested level all the fithe replication factor must be calcu-
lated on the basis of the minimum of peer availability. Doiniop advance is a hard problem,
because peer’s behavior is hard to predict. If we overesértiee peer availability, the system
will never deliver the requested data availability. On thieep hand, if we underestimate it, the
system will generate unnecessary high costs. Setting ghe néplication factor would require
shutting down the DHT, changing the replication factor atrgvpeer, and starting the DHT
again. This is hardly possible in reality, because peersuligeautonomous and not under the
control of a single authority.

The real challenge would be to develop a mechanism thaidalbts the replication factor
based on the actual peer availability and the requestedasiatiability.
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1.2.2 Data Consistency

Replication easily increases availability. On other hanahakes consistency harder to maintain
if data are mutable. Consistency can be forced by choosingca ®nsistency model for the
managed data, where data can be updated only if all replreaavailable at that moment. As
already mentioned, peer availability is fairly low in ragli Thus, applying strict consistency
would limit significantly the possibility to update data, et is unacceptable for many applica-
tions. Choosing a weak consistency model allows updataswiien some replicas are offline.
In such a case there is a risk that they become available a sooment later. They are go-
ing to be synchronized eventually, but meanwhile accegsieq can give the false impression
that the update did not happen. Applications that need tdhgeturrent data would behave
unpredictably if consistency is not ensured.

In the previously used example, we have demonstrated tlzéibbility of data can be in-
creased by creating more replicas and storing them underelit keys. As mentioned above,
a weak consistency model allows updates even if all repicasot available at that moment.
It is enough to have at least one of the replicas managed legeR3D6 D8AO and23000n-
line in order to perform an update. However, at any subsaquement, the up-to-date replicas
can disappear and incorrect replicas can again be availllaa application finds the incorrect
replica, it will have no idea that some updates were perfdringhe past, and therefore it could
start to behave unpredictably.

A disadvantage of the existing weak consistency modelsaistiiey do not provide any prob-
abilistic guarantees on the consistency of available dakatil all replicas are synchronized,
consistency can only be forced by allowing access only ttoegate replicas limiting the avail-
ability of data. This is not usually acceptable, and theefmother alternative is to allow access
to any available replicas. Existing solutions do not give probabilistic guarantees on the con-
sistency of available data, nor on the time needed to bringglicas up-to-date.

Since updates should address all available replicas, anpthiential source of inconsistency
is concurrent updates. It is essential to define a sort ofdioation that ensures the update
order of all available replicas. Without it, concurrent apes might leave the replicas in an
unpredictable state - they could have a value provided byddirilie individual updates. The
standard distributed data management handles concupdatas via dedicated machines or by
using master-slave/primary-secondary replica conceptgs works only under an assumption
that the coordination machine, the master or the primarifiag@re highly available. Existing
decentralized/P2P storages like OceanStore [K&8} adopt the same approach, assuming that
some peers/replicas are almost always present in the system

1.2.3 Challenges

Keeping the high availability and maintaining the consisjeof data in dynamic DHTSs poses
the following challenges:

 Self-adapting the replication factor based on the actaal pvailability and the requested
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data availability
» The consistency of updated data should be guaranteedheittetiuested probability

* Defining a fully decentralized mechanism for coordinatommpcurrent updates.

1.2.4 Goals

This thesis should provide a solution for the challengesgmed. The designed replication
protocol should reach, maintain, and recover the requagtadantees under the following con-
ditions:

* Requested data availability and consistency guaranteespacified at deployment time
» Guarantees must be provided in a fully transparent way

» The number of peers in a DHT and their IDs/addresses areawrkn

» Peer IDs are generated randomly and are unique

» Peers are fully autonomous and behave similarly, i.e. eagiescribed with the same peer
availability p

» Peers can go offline at any time without prior notification
» After coming online again,a peer keeps its previouslygrssil ID and stored data
» The number of managed objects in a DHT is unknown

» Data access pattern is unknowsn all managed data must have the same availability and
consistency

» Replicas of an object are stored on different peers

» Peers do not need to have synchronized internal clocks

1.3 Contributions

Designing and implementing a replication protocol thatveslthe challenges requires solutions
to the following subproblems:

 Defining a decentralized replica directory

Replication protocols require access to a directory thahtaeas information about repli-
cas and their locations. Standard centralized directaaesot be deployed in a decentral-
ized environment. Thus, the solution presented in thisishiedased on a key generation
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schema, used for generating keys under which replicas ofb@ttare stored and re-
trieved to/from a DHT. All replica keys are globally unigumyt replica keys of an object
are correlated, i.e. by knowing only the object key, all éplica keys can be computed
by every peer locally.

Precise estimation of the actual peer availability at tiome

Changes in peer availability have a crucial impact on thelatitity of data. Keeping
guarantees on the requested level is possible only if theabpeer availability is known.
The measurement method is inspired by confidence intergahyh The mechanism is not
aware of the underlying DHT topology, and therefore, peailatility is estimated indi-
rectly by measuring replica availability. A peer generaasimber of replica keys out of
the replicas managed locally, and checks if the chosenceephre online by using avail-
able DHT functions. To obtain an acceptable error, a limitachber of peers are polled
for their probing results, and the final measurement valw®isputed as an aggregation
of the collected values. The proposed measurement methiotlyisdlecentralized, and
besides the estimation of the actual peer availability exdistem, the availability trends
can be obtained as well.

Guaranteeing the pre-configured data availability andist@ncy by adjusting the number
of replicas of

— immutable data

A theoretical model is developed to determine the sufficimntnber of replicas
which are required to guarantee the pre-configured datdabiiiy. If a peer de-
tects that data should be replicated more times than bafosdl] create additional
replicas of the data managed locally. On the other handgiinttmber of replicas
is higher than needed, the peer will remove unnecessaricaspghereby reducing
the storage overhead. High data availability is fully guéead when peer availabil-
ity is stable or increased, and unneeded replicas are elgntemoved. During
churns, data availability can be guaranteed fully only isesawhen churn rates are
low, i.e. the peer availability in the system decreaseslglo8tronger churns cannot
be compensated fully immediately, but eventually, after peer availability stabi-
lizes, enough replicas will be generated, and the requekttdavailability will be
recovered.

— mutable data
The proposed replication mechanism is extended with a weakistency model.
Unlike the existing solutions, it is able to provide guaes# on the consistency of
updated data, until all replicas are eventually synchemhiz This is achieved by
updating all available replicas, and inserting the newigersf offline replicas in
the system. When an offline replica comes back online, sypmitation will be
triggered by the peer holding the new version. The numbeeplicas that should
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be addressed by every update does not differ from the case tbayuarantees are
supposed to be delivered on immutable data. Again, it depenly on the requested
guarantees and the actual peer availability and is fullgfreshdent of the distribution
of the updates applied.

1.4 Outline

The rest of this thesis is structured as follows. Chapterv@gydetails of the application scenario
that motivated the research presented in this thesis. Thks gmd the architecture of the sys-
tem is presented, arguing why the peer-to-peer approactchasen, and why the application
requires data management that should guarantee highlaligiland consistency of data.

Chapter 3 presents related work. According to the definiioren, decentralized/peer-to-
peer data management belongs to the field of distributedndateagement. Therefore, problems
similar to those addressed in this thesis are well resedrohéhe area of standard distributed
databases, and the most important solutions are presentbis ichapter. Later on, the current
situation in decentralized/P2P data management is pexkemthich of the existing solutions
can be reused and where the limitations are. All methodsepted are illustrated with systems
that implement them.

Chapter 4 presents in detail our replication protocol. Iy decentralized and based on
functions provided by the underlying DHT. The chapter stéirst by defining a decentralized
replica directory. It is essential for the further designvafious protocol mechanisms. For
example, replica location should be known for measuringalgbeer availability, adding new
replicas, or finding the replica of an object.

Afterwards, we define a replication protocol that delivdie tequested availability of im-
mutable data, no matter what the initial replication fast@s. DHT functions are redefined to
deliver the guarantees transparently. Analysis of thegaaitintroduced clearly shows that the
number of replicas depends on the requested data availadild the actual peer availability.

In order to support management of mutable data, the preyioatecol is extended to allow
updates. The supported consistency model belongs to theameaistency group. Unlike state-
of-the-art solutions, we provide an arbitrary consistegogarantee until all replicas are even-
tually updated. As for immutable data, the analysis shows ttie number of replicas needed
depends on the requested consistency and availability; kxve the actual peer availability.

The proposed protocol can be made self-adaptable if peels coeasure the actual peer
availability. Based on the value obtained , they could ddjus replication factor accordingly.
Hence, the measurements must be precise. The proposedqgtechuses confidence interval
theory to determine the sufficient number of probes for thguested precision. Further, to
ensure good precision during churns, the current peerahiliiy is calculated via a regression
curve fitted to the measurements.

Both protocol variants are evaluated in detail in Chaptérte defined tests check if the goals
are fulfilled. The results obtained confirm that the desigpexocol is able to reach, maintain
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and recover the requested availability and consistencyate thanaged in a DHT. At the same
time, storage overhead is kept at the predicted level.

Finally, Chapter 6 summarizes the contributions of theithédased on some limitations dis-
covered in the approach presented and issues not coverbishydrk, potential future research
directions are proposed.



Chapter

BRICKS Project

HIS Chapter provides details of the European project BRIEZ[HRIM], whose application
T scenario has motivated the research carried out in thissth&ae aim of the project is to
enable integrated access to distributed resources in thtar@uHeritage domain. The target
audience is very broad and heterogeneous and involvegaltieritage and educational institu-
tions, the research community, industry, and the genetalgurhe project idea is motivated by
the fact that the amount of digital information and digilzeontent is continuously increasing
but still much effort has to be expended to discover and acite¥he reasons for such a situa-
tion are heterogeneous data formats, restricted acceg®jgiary access interfaces, etc. Typical
usage scenarios are integrated queries among severaldageviesource, e.g. to discover all
Italian artifacts from the Renaissance in European museémsther example is to follow the
life cycle of historic documents, whose physical copiesdistributed all over Europe.

A standard method for integrated access is to place allablailcontent and metadata in a
central place. Unfortunately, such a solution requiresiteguowerful and costly infrastructure if
the volume of data is large. Considerations of cost optitidaaare highly important for Cultural
Heritage institutions, especially if they are funded froablic money. Therefore, better usage
of the existing resources, i.e. a decentralized/P2P apbrpeomises to deliver a significantly
less costly system,and does not mean sacrificing too mudhmegpetrformance side.

The following Section presents the requirements that théCBF architecture must fulfill.
The architecture itself is described in Section 2.2

2.1 Requirements

Besides better usage of existing resources, the deceetiadind service-oriented approach has
an additional advantage: all its functionalities are spreeer many locations, ensuring that the

1BRICKS - Building Resources for Integrated Cultural Knogde Services (IST 507457)
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system can survive a number of failures while being able tdicae to be operable. If a server
crashes in the client-server architecture, the whole systeps until the server is repaired. The
reliability of servers could be increased by replicatingitliunctionalities in the system, but this
would increase the total of system maintenance required.

It is always a good strategy to design a system that is ablandla loads which were not
foreseen during the initial design phase. For standardhtetierver the system load must be
carefully estimated, e.g. by guessing the maximum numbersefs. In open systems like
BRICKS such estimation is hardly possible. Due to the siaitgliof joining the system the
number of nodes can increase rapidly. Thanks to better udaymilable resources, loads should
be distributed within the system without losing much on perfance. Thus, the decentralized
approach ensures that the system will perform well even vgivan unpredictable loads.

The lack of central points removes the need for centralizesiesn maintenance. Important
infrastructure functionalities are all implemented in df-seganizing way. That is a strong
advantage of the decentralized approach because a cesdraldministration costs additional
money and personnel must be dedicated to the tasks. Kedgiimgst of the system maintenance
at a minimum is one of the major requirements, and the desleagd approach is a way to
achieve it.

In order to reduce the costs further, the system should byl on top of the regular
Internet. With its expansion in the last few years, conwégtican be obtained anywhere at a
reasonable low cost. Institutions should be able to reuse ¢histing Internet connection when
joining the BRICKS community.

Figure 2.1 shows a possible topology of the future BRICKSesyis Every node represents
a member institution, where the software for accessing BFEGs installed. Such nodes are
called BNodes. BNodes communicate with each other and wskalble resources for content
and metadata management.

To summarize, the BRICKS infrastructure should be fullyatdcalized, use the Internet as a
communication medium and fulfill the following requiremsnt

» Expandability — the ability to acquire new services, newteat, or new users, without
any interruption of service.

 Scalability — the ability to maintain excellence in sepriguality, as the volumes of re-
quests, of content and of users increase.

* Availability — the ability to operate in a reliable way ouvéie longest possible time interval.

» Graduality of Engagement — the ability to offer a wide spatt of solutions to the content
and service providers that want to become members of BRICKS.

* Interoperability — the ability to make available servicesand exploit services from other
digital libraries.
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Figure 2.1: Decentralized BRICKS topology

» Low-cost — an institution can become a BRICKS member withimal investment. In
the ideal case the institution should only get the BRICKSvearie distribution, which
will be available free of charge, install it, connect it tetlmternet and become a BRICKS
member. To minimize the maintenance cost of the infrasirecany central organization,
which maintains e.g. the service directory, should be aabidinstead, the infrastruc-
ture should be self-organizing so that the scalability avallability of the fundamental
services, e.g. service discovery or metadata storage uaraigeed.

 Flexible Membership — institutions can join or leave theteyn at any point in time with-
out significant administrative overheads.
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Figure 2.2: Request routing in BRICKS

2.2 Approach

The major challenge in designing a fully decentralizedeyslike BRICKS is to fulfill the listed
requirements without the help of a central coordinatiort.Uevery BNode knows directly only a
subset of other BNodes in the system. However, if a BNodeswarmeach another member that
is unknown to it, it will forward a request to some of its knoweighbors that will deliver the
request to the final destination or forward it again. Thisepidted in Figure 2.2. It shows also
that BRICKS users access the system only through a local Bidedilable at their institution.
Hence every user request is first sent to the institution’@Nand then the request is routed
between other BNodes to the final destination. Search réxjbebave like that; the BNode will
preselect a list of BNodes where a search request could biefljl and then the BNode will
route it there. When the location of the content is known, agg result of the query, the BNode
will directly be contacted.

2.2.1 BNode

A BNode could be seen as a set of services that are requiredrnage an institution’s presence
in the system, and to provide services for the rest of the conityy They run within a Web ser-

vice framework that provides a standard set of functioieslitservice management/invocation,
parameter serialization/deserialization. The architec{component-based view) is shown in
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Figure 2.3: BNode architecture (component-based view)

Figure 2.3. In order to present how applications commuagiceith BNode, the networking
layer is placed between them. Application requests andress are sent and received using
SOAP.

The BNode consists of three types of components: fundamerdee and basic Bricks.
Most of them are standard Web services, described by WSDIb S¢ésvices Description Lan-
guage)documents, and registered with a UDDI (UniversacBgson, Discovery and Integra-
tion) compatible repository used also for discovering appate services. Since the BNode
architecture is service-based, a BNode installation casppead over more than one machine
at the installation site. In such a case, fundamental BriElgure| 2.4) are needed on every
machine that is part of the local installation, and core aasidBricks could be present only
on some machines. As their name suggests, core Bricks gradice system functionalities to
users, i.e. a minimal set of services that enables userstthessystem. On other hand, basic
Bricks are optional, and they need not be present at evetallizison site.

Each BNode organizes it own content into collections whiehlater exposed to the rest of
the community. However, in order to make them really visildellection metadata should be
managed by a storage that is accessible for all BNodes imapaaent way. In classic client-
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Figure 2.4: Fundamental BRICKS (layered view)

server or distributed system such storage is placed on @atedi machine that is known to all
BNodes in the community. Unfortunately, this is in conflicittwthe decentralized approach
taken by the BRICKS project. The storage itself must be deglered as well, and at the same
its usage must be transparent and not much different frorol#ssical one.

The storage can be used for managing other system relatachdatell. For example, de-
scriptions of all deployed services can be stored there,used by all BNodes in the service
discovery phase. At the moment, web services are descripesgihg WSDL and published
with the help of UDDI in service directories, which is onetsof centralized database. Since
our design does not allow for a centralized directory, itsctionalities should be implemented
on top of the decentralized storage. As presented in Figdres@rvice registration and discovery
in BRICKS is based on top of our decentralized storage.

Since WSDL service descriptions are XML documents and tliea®mn metadata can be
defined using XML as well, the proposed decentralized stocagld work natively with XML.
The XML data model is essentially a tree and it is used forgsgnting semistructured and
hierarchical data, and as data exchange format in heteeogsnsystems with many different
schemas. The distribution and partitioning schemas of thik. ata model are more versatile
compared to the relational data model, and at the same tiree aan be maintained more easily
than a graph.
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<collections >
<collection >
<name>Cl</name>
<tem um=<URNZ1/>
<item um<URNZ2/>
</collection >
<collection >
<name>C2</name>
<item um<URN3/>
<item um<URN47/>
</collection>
<collection >
<name>C2</name>
<item um<URNS5/>
<tem um=URNGE’/>
</collection >
</collections >

Figure 2.5: Managing an XML document on the top of the DHT

2.2.2 Decentralized XML Storage

The approach taken differs from existing solutions, likeu@fa [Gnu01] or KaZaA [Kaz02],
where each peer makes their local files available for comtpuwdownload. In our approach
XML documents are split into finer pieces that are then sphedlde DHT. The documents are
created and modified by the peers at run-time and can be accéssn any peer in a uniform
way, e.g. a peer does not have to know anything about datédoc#&igure 2.5 shows how XML
documents are managed with a DHT. The example demonstratesviery XML document (on
the left) can be represented as a tree. Afterwards, inddlittae nodes or complete subtrees are
inserted into the DHT, keeping the tree structure intactet.an, by knowing the reference to
the root of the document, it is possible to access, browseeacth the stored document.

The proposed storage implements the Document Object M@ieM) [W3CO02] interface,
which has been widely adopted among developers, and a sagtifiegacy of applications is
already built on top of the DOM. Therefore, many applicasiaan be ported easily to the new
environment. XML query languages such as XPath [W3C99] ouX® [W3C03] can use the
DOM as well, so they could be used for querying of the datast&iner data granularity will
make querying and updating more efficient.

The storage must be able to operate in highly dynamic conmtieaniPeers can depart or join
at any time, nobody has a global system overview nor can nelgry particular peer. These
requirements differ significantly from those in distribdtdatabases where node leaving is only
due to some node failure and the system overview is globaibnk.

Figure 2.6 presents the proposed XML storage architectlidayers exist on every peer in
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Figure 2.6: Decentralized XML Storage

the system. The storage is accessed through the P2P-DONooempor by using the XPath
guery engine. The query engine could be supported by anrgbtiodex manager which main-
tains indices in the DHT as well. P2P-DOM exports a largeiporof the DOM [W3C02] in-
terface to applications, and maintains a part of a XML trea lacal store (e.g. files, database).
It serves local requests (adding, updating and removing@i/Etree nodes) and requests com-
ing from other peers through the DHT overlay, and tries tgokiie decentralized database in a
consistent state. In order to make the DHT layer pluggable virapped in a layer that unifies
APIs of particular implementations, so the upper layer dasseed to be modified.

Designing the decentralized XML storage faces several itapbchallenges, as stated|in [Kne04]:

Data partitioning As Figurel 2.5 might suggest, XML documents can be partitioimemany
different ways. Two extreme cases are managing each XML separately, or all nodes
together (XML documents are not partitioned). Betweendhmdremes, nodes could be
grouped in an arbitrary way and managed together. Theipaitig policy applied makes
a great impact on the XML storage access performance, arrédhehallenge is to define
a policy that delivers good performance for the most comnupiieation scenarios.

Data placement Increasing the storage performance further requires ¢hgan appropriate
data placement policy. Data should be managed close to fledreeed them often, or
such that they can be cached locally.

Concurrency control ~ Since many peers could modify an XML document concurreatigpn-
currency control mechanism is of utmost importance for Byowizing individual modi-
fications to an XML document. None of the concurrent updatesilsl leave the storage
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in unpredictable and inconsistent state.

Reliability Itis a mixture of several properties. The storage must:

» Ensure high availability and consistency of managed data
» Show resistance to network partitioning, and peer depafdtrivals

Reliability and concurrency control are highly generic lidrages, fully independent from the
XML data model. The XML storage architecture in Figure|2.6wh that they could be solved
within the DHT layer. Since the DHT does not guarantee thélahility nor consistency of
managed data natively, the guarantees should be achievattdgucing a replication protocol.
It should deliver an arbitrarily high availability and castency of data in a highly dynamic
DHT. These challenges represent the main focus of thisghesi

2.3 Summary

This chapter has given an overview of the BRICKS projectartipular its requirements and the
proposed decentralized architecture. The applicationaste presented requires a decentralized
XML storage that provides the same guarantees as classinftatized storage: data must be
highly available and consistent. Also, data distributionsirbe fully hidden, i.e. their location
must be fully transparent for applications.

The proposed XML storage manages its data within a DHT. DKekdalata availability and
consistency guarantees natively due to peer’s unpredictadhavior. Therefore, DHT should
be extended with a replication protocol, which will provitfem.






Chapter

Related Work

DATA management and how to make it reliable on unreliable harelWwave been the subject
of research for many years. Although hardware reliabikitynicreasing constantly, failure
probability is still too high for applications that need 20Qeliability. Thus, distributed data
management is seen as a solution. However, just storingrelditedantly does not bring relia-
bility automatically. A mechanism that ensures data ceescy, and recovery from failures and
network partitioning must be provided. Furthermore, distied data management must be:

* Transparent
* Reliable
» Performant

» Scalable

The following section categorizes distributed architeesuand shows how peer-to-peer ap-
proaches (in general, and especially Distributed HasheBlare related. Section 3.3 presents
existing approaches for dealing with data availability andsistency in the standard distributed
data management. Later on, Section 3.4 summarizes thetheeart in decentralized/P2P data
management. It shows which of the techniques from the stdrdistributed data management
are still applicable, which modifications are necessary, \&here the limitations are. Finally,
we compare them with our approach, and point out differences

3.1 Distributed Architectures

As defined in|[CD89], a distributed system is "one in which poments located at networked
computers communicate and coordinate their actions onlyasging messages". Such a defini-
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tion matches a broad spectrum of systems, from traditidnaters, through distributed databases
and filesystems, and to decentralized and peer-to-pearmsgst

Further analyzing the definition, one can see three degriessamlom, by which such dis-
tributed systems can be additionally classified:

* Availability of components
« Communication pattern among components
* Quality of communication links
Particular instances of the listed classification definerahigecture of a distributed system:

* Tightly coupled (clustered) — a set of highly available imiaes connected via very fast,
fault-tolerant links. The machines run the same procesariallel, subdividing the task in
parts that are made individually by each one, and then plt together to make the final
result

* Client-server — the client machine contacts the highlgiable server for data, then for-
mats and displays them to the user. Also, the client comnaita tb the server if they
should be permanently changed. Clients do not exchangeagesgsirectly; all com-
munication goes via the server. The quality of communicatioks can vary from fast,
reliable local area networks (LANS) to less reliable wideanetworks (WANS) or the
Internet. Every machine/node has a global system overviewit knows where the other
machines are, their addresses, services, etc. Also, ilheypart of the system most of
the time. Going offline and disconnections are considerettashes that will be eventu-
ally repaired.

« 3-tier architecture — it moves the client logic to a middkr so that stateless clients can
be used. The communication pattern is the same as in tha-skever architecture, and
such an architecture can be deployed on a wide variety ofarksaas well.

» N-tier architecture — further generalization of the 3-techitecture. It refers typically to
web applications which forward their requests to other gmise services

» Peer-to-peer — an architecture where there are no speaigiines that provide dedicated
services or manage network resources. Instead all redplitiess are distributed among
all machines, known as peers. The availability of peers ishmawer than in the previ-
ously described architectures. Such an architecture iallysdeployed on the Internet,
where network links are usually under the control of thirdties, connection speeds and
bandwidths can vary and the links themselves can often be&nd&eers are completely
autonomous; they join and leave the system at any point ig,tim. are totally unpre-
dictable. Going offline is not a fault or crash, and can happéte often. The other peers
should be aware of it and have methods for compensation. Mdas a global view of
the system, i.e. peers are aware of some parts of the sysperogy.
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3.2 Peer-to-peer Architectures

Although not really new, peer-to-peer (P2P) architectir@ge become very popular in the last
few years with the increase of processing power of regulskid@ machines and improved band-
width that connects them to the Internet. Essentially, tist linternet services like DNS [ALO1]
and Usenet [HA87] were peer-to-peer in their nature. In they\early days of the Internet,
the number of available machines was rather low, and thefopeance was fairly similar.
Therefore, the peer-to-peer architecture was quite anoolvchoice. With the expansion of
personal (desktop) computers, the processing power ofai@imachines became quite un-
balanced: plenty of not-so-powerful PCs, and a signifigalotiver number of powerful main-
frames/servers. The client-server approach was therdfiereatural choice for that period of
time. Again, in recent years, PCs have been getting more ard powerful, matching and
leaving behind the power of old mainframes and servers.

The resources available nowadays allow us to perform mashg fareviously executed on the
server side. Also, the world-wide availability of applicats deployed on top of the Internet
potentially attracts a large number of users. A classidahtiserver architecture does not scale
well if the number of clients/users increases significantliythis happens, a typical solution
would be to put more resources (bandwidth, processing pomemory, or storage) on the
server side, hoping that such a new configuration can cope weiers’ requests for a longer
period. Making a client-server architecture fault-tolgreequires even more investments on the
server side: replicating resources even at geographichidhant locations, and this is usually
quite costly.

The P2P approach is seen as a solution for reducing a systestsand improving its scala-
bility and reliability. Miloji¢ic et al. [MKL"02] present an excellent survey of P2P computing,
i.e. existing architectures, application areas, and ehghs. Depending on their degree of de-
centralization, we can distinguish between the followinth@ectures:

» Hybrid — only some system functions are decentralized.ekample, data are transferred
directly among peers, whereas authentication, auth@sizagand search are performed on
a server.

» Super-peer — highly available, powerful peers (superg)derm a network that takes over
the role of a server. The rest of the peers act as clients of astiper-peer network.

» Pure —all system functions are decentralized where ewvesyprovides the same functions
potentially to all other peers.

Pure systems can be further classified according to commatimicpattern between a peer and
its neighbors:

* unstructured — a peer sends requests to all its neighbdrehviorwards them to their
neighbors, until the request reaches its final destina#anobvious disadvantage is high
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bandwidth consumption. On the other hand, the approachresgminimal knowledge
about the rest of the peers. Hence, maintaining membersiupeap. However, the lack
of routing rules cannot ensure that a request will ever endrug peer that could return a
proper answer.

« structured — the clear disadvantages of the unstructysptbach motivated the research
community to come up with solutions that are able to reducelvédth usage by main-
taining routing rules. Instead of broadcasting, requestsrauted deterministically to-
wards their destinations.

Plaxton et al. [PRR97] first demonstrated the idea of det@stié routing within a static
distributed environment. The approach was used for effiigi@tcessing copies of object. Data
and peers are associated with different IDs. They are lmcatidependent and before applying
any operation, an object has to be found in the network. Toexea proper request is routed
through the network using a simple rule: in every hop the estjis forwarded towards a peer
whose ID has the longest common prefix/suffix with the givejeattdD. The paper proves that
such a routing is deterministic. Also, it shows that the namdf hops needed followS(logN)
complexity, whereN is the number of peers in the network.

The routing mechanism presented was not truly self-adéptitassumed a static distributed
environments, where peers do not leave, i.e. the systentogpaoes not change. However,
Plaxton et al. provided a basis for future research in strect P2P systems. They are also
known as Distributed Hash Tables (DHT), because they pea¥id semantics of hash table data
structure on top of a network of peers.

The most interesting representatives of DHTs are PastryO[RI) Tapestry [ZKJO1], P-
Grid [Abe01], CAN [RFH"01], Viceroy [MNRO02], Kademlia [MM02], and Chord [SMKD1].
They all have similar complexity, and differ mostly in haimdi peer’s joining/departure, and
building/propagating routing rules.

For example, Chord places all objects and peer IDs in a Vidinele, and defines that an
object belongs to a peer if the object ID is equal to or folldtes peer ID on the virtual circle.
Knowing this, requests are then routed along the circld anproper peer is reached. P-Grid
takes a somewhat different approach — it organizes keys intwaltree divided into a set of
subtrees managed by the peers. Since all keys in a partsultiree share the same key prefix,
every request should be routed towards a peer responsibke dobtree that shares the largest
common prefix with the given key.

As we are going to see later in the chapter, due to their goopegties, DHTs are used as a
basis for more complex P2P systems. Unfortunately, nonkeoéxisting DHTs guarantees the
availability of managed data. When a peer goes offline, datadlocally in its storage become
unavailable as well.

Backx et al. [BWDDO02] give a good comparison of the differ&&P architectures with re-
spect to real implementations. Obviously unstructuredesysdo not scale well in terms of
traffic, and therefore Backx suggests that system architgwbuld consider, if application re-
guirements allow ,super-peer architectures to be a rebtotade-off. The paper did not take



3.3 Distributed Data Management 27

into account Distributed Hash Tables as an alternative.sliper-peer approach is further eval-
uated by Yang and Garcia-Molina [YGMO03], who provide preatiguidelines about designing
a performant and reliable super-peer network.

3.3 Distributed Data Management

Advantages of distributed data management were recogniggdearly [Com75]. Increased

data availability and performances were key motivatingdecfor the larger research commu-
nity and industry. During the 60s and 70s, the available camioation infrastructure provided

much lower bandwidths than now, and it was obvious that sygierformance could be im-

proved by copying/replicating data closer to their constgne

3.3.1 Availability

The availability of data can be increased by managing thetangantly. An obvious way for
achieving this is by replicating data on several machinegjrtg that at least one copy will be
available when the data are requested. If an object is edpliconR different machines, under
an assumption that their availability is equal, the avdlilgba of the object becomes:

a=1-(1-p~

wherep is availability of machines where a replica is stored. Inesrtb keep data distribution
transparent to applications, a replica directory is needédracks location of all replicas of
managed objects, and is usually managed on a dedicatedrmaacio be able to access data,
the rest of the nodes must know its location. The directasglitcould be further replicated to
increase its fault-tolerance.

An alternative way for increasing data availability is byingserasure coding. Namely, data
of m blocks length are recoded intoblocks length, wher@ > m. Due to added redundancy,
reconstructing the original data can be done from any of dvemblocks. Assuming that blocks
are stored on different machines, data availability canX{peessed then as:

a=3 (] )ra-pr
i=m |

Originally, erasure codes come from the computer commtinitdield, where they are used
for error correction and establishing reliable communaathannels. They were not considered
for a long time as a solution for increasing data availabiltommunication channels were for
a long time expensive and their speed was poor. Under sudiitmors, erasure codes had a
serious drawback: every data access requires finding acdiirigtm blocks from the network,
and reconstructing the original data. If communicationrcteds are slow, data access becomes
extremely inefficient. Also, data reconstruction needse@nocessing power, and it could be a
potential bottleneck if the data access rate is high.
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Therefore, first distributed databases like SDD-1 [BSIBRBOGRES [SN77], and POREL
[NB77] used replication in order to ensure data availapilit

On the other hand, as pointed out by Lin et al. [LCLO4], if maehavailability is higher
than 50% (usually the case), erasure coding provides lotweage overhead for the same data
availability. The first usage of erasure coding for incragsilata availability happened within
a computer itself, where the connectivity is much faster einelaper. The approach formally
defined as RAID by Patterson et al. [PGK88] chunks data teresply into a higher number
of blocks and places them on multiple hard disks. Accespeences are increased, because
data are reconstructed from the blocks read in parallelhdisame time, the availability of data
is significantly increased, and the system can survive evdtiptie hard disk crashes.

The emergence of fast Local Area Networks (LANSs) broughtftret network file systems.
The Network File System [SGKB5] and the Andrew File System [Cam97] replicate files or
their portions on client machines to obtain better perfaroga However, files on NFS servers
are not replicated on more machines in order to keep avhilabigh. It is assumed that an NFS
server is highly available, and equipped with RAID.

Other proposals like XxFS [ADN96] are serverless, i.e. it distributes file server processi
responsibilities across a set of available computers ircal loetwork at the granularity of indi-
vidual files. In order to deal with failures and to provide thigvailability, xFS applies erasure
coding and implements a software RAID storage system hyistyifiles across many machines.

3.3.2 Consistency

Replication increases data availability easily, but mal@ssistency harder to maintain, if data
can be modified at run-time. If a replica is unreachable duen update (machine crash or
network partitioning), its value cannot be changed. Thaeefthis replica should not be used
for read access until it has been synchronized with thetlatdsge.

A good survey of existing update and recovery methods haswatten by Ceri etal. [CHKS91]
and Chen and Pu [CP92]. There are essentially two groupgbéation protocols: strict, that
enforce one-copy equivalence as the correctness criteimahweak, that allow different replica
versions in the system.

ROWA (Read One Write All) [BHG87] is a strict protocol; it cegrts a logical read to a read
of any of the replicas, and converts a logical write to a woitell the replicas. It is simple and
elegant, but has a significant drawback. If any of the replisaunavailable, a write operation
cannot be performed.

Its slight modification is ROWA-A (Read One Write All Availld), where write operations
are executed on all available copies. A variation of ROWAa& been proposed by Bernstein et
al. [BG84], where the coordinator of an update transactemds each write operation to all the
sites where replicas reside and wait for confirmation. lf@tbut occurs before acknowledgment
from all sites, it assumes that those which have not repliediaavailable and continues with
the update on the available sites. The unavailable sitésipdiate their copies to the latest state
when they recover. In the case of a network partitioning,atiesl are still allowed, and this may
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lead potentially to data inconsistency. Such a situationb@zaovercome by introducing a notion
of "primary partition”. If replicas from the primary paiitiin are not available, neither reads nor
writes on an object are allowed. Additional discussion akmber ROWA-A variants can be
found in [HBH96].

Another class of the strict replication protocols are tHosged on voting and quorums [Tho79].
Originally, Thomas proposed that each read and write ojperags to obtain a sufficient number
of votes (i.e. quorum) to be able to commit. Quorum-basetbpais work well under network
partitioning, i.e. they ensure that an update cannot hagpmrough replicas are not available.
Unfortunately, they obtain quorum for reading the data als, wnich makes it more expensive
in term of generated traffic.

Quorums are quite often suggested as a way to reduce thellawazehead of replication.
They can deal with network partitions, minimize commurimabverhead, increase availability,
and balance the cost between read and write operations [(BHSG87]. The recent research
done by Jiménez-Peris et al [JPPMAKO03] studied the mostaatdorms of quorums and com-
pares them with the conventional ROWA-A. Surprisingly, thedy showed that ROWA-A de-
livers performance at least as good as the best quorum agprddost of the time, ROWA-A
outperforms them, and is much easier to implement in practic

Weak consistency schemes allow multiple data versionsisbiexthe system at the same time,
but all old versions will be updated eventually. The mastave class of protocols distinguishes
between master and slave copies; a master copy is alwaysedpfist, and then the master
propagates the changes to slave replicas. It does not ndegppen immediately. The slave’s
notification can be delayed, in order to optimize commumcatosts. If recovery is needed,
slave copies must synchronize with the master after comiiope again, or re-establishing
network connectivity. For example, Stonebraker proposed'primary site" model [Sto79] for
distributed INGRES. Namely, he distinguishes primary freeaondary replicas. All updates are
first sent to primary replicas. Afterwards, primary repSagpdate slaves. Distributed INGRES
tends to ensure that 95% of traffic is local (during the 70sprminication links were slow and
expensive). The database is not fully replicated at evegy but if an object is not found at
the local site, it will be replicated for all later access8gcondary replicas will be created, and
primary replicas are informed about this.

As already mentioned, a large threat to data consistencgtigank partitioning - a situation
when one or more communication links are down, and as a capseq, the distributed system
is divided into two or more isolated partitions. Dependimgtlaoe replication protocol used, some
data might become inconsistent if they are updated. Whendtwork is repaired, inconsistent
data should be recovered to a consistent state. An excslievey about keeping and recovering
data consistency in partitioned networks was presenteddyddon et al. [DGMS85]. Based
on how replication protocols behave in partitioned networke distinguish between two ap-
proaches: pessimistic and optimistic. Pessimistic paifoprevent inconsistency by limiting
availability. They make the worst-case assumptions about dften partitions occur. Since
consistency is preserved, partition merging is followedtrgightforward data synchronization:
updates done during patrtitioning (if any) are propagatettoupdated data copies. On the other
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hand, optimistic protocols do not limit availability. Upga may be executed in any partition as
long as it contains copies of requested data. The main asgunmyere is that the partitioning
rarely occurs. However, after partitions are merged, tletesy must first detect inconsistencies
and resolve them. A proper merging can be done only if the séosaof conflicted data is
known.

From the previously introduced replication protocols,eadtept ROWA-A belong to the pes-
simistic group. ROWA-A allows updates until at least a sindata copy is available, but after
reconnection any consistency must be resolved manuallpptimistic replication protocol pro-
posed by Davidson [Dav84] uses a precedence graph to detectsistencies. It is constructed
from logs that record the order of reads and writes on datastel'he graph is constructed after
reconnection in order to check if the data item is inconatste not. If the graph obtained is
acyclic, and even if the data item has been updated in moreahe partition, the updates can
be merged into a new consistent state. A cyclic graph sige@iflicts — they are resolved by
rolling back until the resulting precedence graph is acycli

3.3.3 Placement

Although stated as one of the advantages of distributedrdateagement, data replication does
not always guarantee an improvement in system performaneea decrease in response time.
As pointed out by Garcia-Molina and Barbara [GHB81], besidbvious storage costs, replica-
tion introduces additional communication costs generated more complicated concurrency
control and commit mechanism.

Getting better performance for reasonable costs requirastie replication protocols take
into account replica placement strategies as well. Thergbtstrategy strongly depends on com-
munication link capacity, application location, applicataccess pattern, and network topology.
For example, an application that almost always reads, alddreewrites would benefit most
from a fully replicated database/storage. At the otheregrér, an application that often writes
should experience better performance if fewer replicapegsent in a system.

Finding the optimal placement in an unconstrained enviremins an NP-complete problem,
as pointed out by Eswaran [Esw74]. Therefore, Ceri et al. RBY define a strategy based on
access-cost minimization, i.e. the system constrainth asahe available storage space, cost
of local and remote access, the number of files, read/writguiency. In order to compute the
optimal solution, the given constraints must be known duthre system design phase.

In many cases, constraints cannot be estimated well, anefftihe it would be better if the
replica placement strategy adapted at run-time. Wolfsaal. §\WJH97] proposed an adaptive
data replication (ADR) mechanism, which changes the ragllacement strategy according to
the data read-write pattern. The mechanism works on topeoRBWA protocol, and may be
combined with two-phase locking or another concurrencytrobmlgorithm. The aim of ADR
is to decrease communication costs for data access. It iegmnt-optimal. Objects that are
frequently read are replicated more and moved closer to mestihat need them. In contrast,
object that are updated often drop some replicas and thefd¢sem are moved to machines
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with good communication links.

In order to ensure data availability without knowing a maefs fault probability, Pu et al.
[PNP88] suggested that missing replicas should be regegeraihe mechanism is based on the
ROWA protocol, with a slight modification: if a write operati cannot address some replicas,
they will be re-created.

3.4 Decentralized/Peer-to-peer Data Management

Although peers can be unavailable often due to their owrtkrsision, or an unreliable Internet
connection, decentralized/P2P data management shollldast the same properties as stan-
dard distributed data management.

3.4.1 Availability

Bhagwan et al. [BMSV02] present an overview of existing téghes and provide an analytical
model for reasoning about the efficiency/costs of replaratind erasure coding in a peer-to-
peer environment. Their analysis showed that erasure gahiables the requested availability
with a significantly lower storage overhead. For examplpeir availability is 50% on average,
maintaining 99% data availability requires approximat&fy replicas, whereas erasure coding
produces only 2.5 times higher storage overhead. The digksla erasure coding is that every
data access must involve a number of peers that own the datlksbheeded. The blocks must
be transferred over the network to a peer that requests thaodhthen the original data are
reconstructed. Some peers could be on a slow network caandberefore making access to
some data much slower, because the reader cannot recarbieuariginal data until all the
blocks needed have arrived. Another disadvantage of exasding is a higher sensitivity to
a peer’s offline rate. If the average peer availability dases, the data availability obtained
decreases much faster if data redundancy is achieved by esisure coding.

A similar comparison of two approaches was made by Weatberspnd Kubiatowicz [WKO02].
They tested replication versus erasure coding on a set bijhéyailable servers that build a de-
centralized storage. Such a scenario benefits fully if eeasading is applied. However, the
authors were aware of its weaknesses, and suggested a gudllident buffering and caching
on the client side to overcome communication delays.

In order to see what a potential storage overhead for reattpgeeer systems is, Bhag-
wan et al. [BSV03] traced peer availability in the Overnetif@8b] network, and Saroiu et
al. [SGGO02a] performed a similar experiment for Napsterd®{ and Gnutella [Gnu(Q1] net-
works. The majority of peers in all observed networks haveaealability of around 20%.
Under such a condition, erasure coding is no longer the pesfesolution. As pointed out by
Lin et al. [LCL04] and what was not considered by the previaughors, if the peer availability
is low (between 20% - 50%), replication might provide a higti@a availability than the erasure
coding keeping the storage overhead at the same level.
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In addition, Rodrigues and Liskov [RLO5] argue that the @saf erasure coding is ques-
tionable even if the peer availability is higher. Their iés@re obtained using the traces from
PlanetLab [Pla06], OverNet, and Farsite [Far02]. The asthonfirmed that erasure coding pro-
vides a lower storage overhead. However, maintaining ayalailable storage generates high
traffic (around 100kbs per peer), and therefore makes thdisnlinappropriate for networks
with limited bandwidths. On the other hand, using erasudirgpintroduces an additional com-
plexity to the system. Not only is there complexity assamatith the encoding and decoding
of the blocks, but the entire system design becomes more lesmpgor example, recovering
data availability requires the generation of missing bfgdbut in order to do that, all the data
must be reconstructed first on a peer.

No matter how redundancy is built into the system, the keyass how to determine the
right replication/stretch factor for making data availhinder certain guarantees. It depends
strongly on the peer availability. Predicting peers’ bebais a hard task, and is often even
impossible. Therefore, most approaches are built on thegsson that peer availability is high
and stable, or does not fall below a given threshold. Howei/élte assumption does not hold,
data availability might not be guaranteed at all. The systbould be stopped, reconfigured with
a new replication/stretch factor, and started again. Sdeees are usually fully autonomous, and
often unreachable, such a reconfiguration is practicallyassible.

The approach presented in this thesis is self-configurablee requested data availability
is supplied to peers at deployment phase. At run-time peetiggically measure the actual
peer availability and adjust the number of replicas of madadata so that the requested data
availability is achieved and maintained.

Cuenca-Acuna et al. [CAMNO3] recognized that the replarastretch factor is hard to pre-
dict. Therefore, they try to achieve high file availabilityran-time. The approach relies upon
a global, centralized index that holds information abowsfilavailability. Before storing, files
are recoded using Red Solomon codes (a variant of the eresdirg) and chunked into blocks
distributed among peers. Peers subsequently check on amabdsis the availability of files
whose blocks are in its storage. If the availability is belawiven threshold, the blocks are
replicated and sent to some random peers. Such a replicatimma makes file updates impos-
sible, because it is not known how to find all blocks. Also,dperoach depends on a centralized
index, whereas our protocol is fully decentralized.

3.4.2 Consistency

As we have seen, keeping redundant data consistent is notpdesissue even in standard dis-
tributed data management, where a machine goes offline amyta a failure, and network
partitioning happens rarely.

Due to the potentially low availability of peers, the stigcinsistency model (one copy seriali-
ability) is not suitable for P2P data management. It woulihitely ensure data consistency, but
would drastically limit the number of possible updates,ause almost always at least one of
the replicas is not available. Thus, P2P data managemeritechased on one of the following
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models:

» No consistency model
» Weak consistency model

» Continuous consistency model

No Consistency Model

The lack of a consistency model poses a limitation if corsisy should be guaranteed: data
cannot be updated after storing. However, this is not areiésua wide range of applications
like data sharing and archival systems.

Data-sharing Applications

P2P attracted wider attention with the appearance of Najidtp01] — an application for
music sharing on the Internet. Its architecture is hybrid asually known as the first generation
of P2P file-sharing applications. Authentication, authation and search were performed on a
server, and once proper files are found — they were transffeirectly between peers. Napster’'s
appearance showed that the P2P approach has a great patetdians of cost reduction and
scalability.

A common usage scenario for all P2P data sharing systemw®lb very simple pattern.
Namely, users, after getting membership, expose their tiileghers and at the same time are
able to search through all other available files. The quamyesdics are quite limited. A user can
narrow the search by requesting that some keywords app#ainuiiles, select some switches
based on file type, length, or user defined category. If thecbaa successful, the user has
a chance to contact peers with interesting files and copy .thafterwards, the copied files
become available for others as well. Usually, all files wita same name appear independently
in a result list.

Very soon, people recognized Napster’s big disadvantageshialso made it very efficient. It
relied on a central server that indexed all files availablth@éncommunity. In case of a failure, it
would be extremely easy to stop the whole network. As a respo@nutella [Gnu01] appeared
in early 2000. Initial popularity of the network was spurred by Napster’s threatened legal
demise in early 2001. It did not have any central index, a#rgps were propagated to peer’s
neighbors, and the neighborhood forwarded them furthérmmattches were found and sent back
to the query originator. Having the result list, the userld@elect some files as before, and copy
them directly from peers that own them.

Obviously, doing search via flooding did not deliver goodfpenance as noticed by Rit-
ter [Rit01] and many others. Gnutella was considered asalaisie, and inspired the devel-
opment of Distributed Hash Tables. To address scalabiliplpms, the creators of Gnutella
switched to super-peer architecture, where super-pettrafeers in Gnutella terminology) are
responsible for request routing, and regular peers (leav€sutella terminology) forward their
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requests to ultrapeers only. These modifications improvedt&la performance significantly,
as pointed out in [Bab06].

The disadvantages of Napster were recognized by many othatrshey saw the danger of
going in the fully decentralized direction. KaZaA [KaZ02hs designed on top of the Fast-
Track protocol, whose details were never published offigiélut quite a lot of information was
obtained through reverse engineering [Wik06]. Powerfuthiiaes with enough bandwidth are
promoted to super-peers that perform indexing and managd afia global index. A really new
feature of the FastTrack protocol was the facility to insefile download speed by contacting
multiple peers, and getting different portions of a file sitaneously.

In 2004, KaZaA's popularity was overtaken by the eDonkeyl08ia] network. It added two
more features: the ability to detect the same content in #teark even if published using
different filenames, and already completed pieces of a filegbdownloaded could be offered
to others, so the overall download time is usually much lowdre eDonkey network is based
on super-peers, where they are called servers. Anybodyemitlugh resources can add a new
server to the network. A disadvantage is that the whole néhdepends on them. In order to
overcome such a dependency, the au@wd&signed a successor — OverNet [Wik03b] that is said
to use a variant of Kademlia DHT [MMO02] for managing the glbipaex.

Dating back to 2001, the BitTorrent [Bit06, ThoO5] protdsgopularity has been increasing
rapidly in the last few years. Bram Cohen designed it, iniclgdessons learned from the previ-
ously described P2P file-sharing networks. The protocelfitdoes not include search support,
due to potential copyright issues. Itis a scalable soluionlistributing large files by spreading
the bandwidth load among all peers that already have soni@paf the requested file. Sim-
ilar to eDonkey, while a file is being downloaded, it is alrgpadailable for the other peers as
well. Thus, downloading files can be done by getting pieces fdifferent peers and combin-
ing them together locally. Since peers are usually on difieparts of the Internet, bandwidth
utilization will be much higher, i.e. transfer time lower.h@ protocol performances depend
heavily on a peer’s wish to share already downloaded comtéhtthe others. Unfortunately,
many users are not actually interested in sharing alreadynibaded content. Such behavior is
called free riding, and Adar and Huberman performed a goadyais for the existing Gnutella
networks [AHOO]. Therefore, BitTorrent measures the ugidawnload ratio for every client,
and those with a higher ratio get higher download speedsatioat download of complete files
much faster. A download starts by readingoarent file that contains some file metadata and
the location of the tracker responsible for the given tarr@rhe peer then contacts the tracker,
getting information about peers that are downloading thledilthat moment. Afterwards, the
peer is ready to start trading file pieces and choose appteppieers in order to get the maxi-
mum download rate. Due to its excellent performances, Bi€fa attracts a growing number of
organizations and individuals that are using it for disttibg legal materials. Since trackers are
not a part of the protocol, access to them can be restricteat@diag to various policies.

To summarize, the popular P2P file-sharing systems presdotaot have any built-in support
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for managing high availability and consistency of shareghd®ownloading a file can be seen
as its replication, and indeed its availability increasiésravards. Consequently, the availability
of popular files is pretty high, whereas rarely requestedarnsuffers from low availability.
However, as already confirmed in practice, this works finesf@aring multimedia content.

Such an implicit replication scheme makes it impossibledi@ny sort of update mechanism.
None of the peers knows how many times a patrticular file iScagd and where the copies are.
Therefore, a new version of a file must be published sepgraedn using a new filename. Peers
that have an old file version cannot detect that the new versiavailable and update their local
copy. The P2P file-sharing networks are perfectly suitecc@artent distribution scenarios, but
not for any other sort of more sophisticated data management

Archival Systems

FreeNet/[Fre01, CSWHO01, CMH2] is an attempt to build a fully autonomous and decen-
tralized storage. All files and complete communication awergpted, so that users’ identities or
files’ content can be kept secret. Every peer and file are ededowith an ID. File reading and
inserting requests are routed towards a peer with an ID sldsehe given file ID. Similar to any
P2P file-sharing system, file replication is rather impliaitd file availability is increased when
a peer wants to access it. Namely, if the peer did not accesbdibre, it is copied to a peer’s
local storage, and reused for all following operations.ciisthe same file is requested by other
peers, and the peer receives such a request, it can diresyes, without the need to forward
the request further. To summarize, FreeNet is mainly woitee storage. To keep average file
availability at a high level, peers participating in Fre¢Nleould be online for a large portion of
time.

The Free Haven project [Fre03, DFMO01] has similar aims. #désigned as a community of
servers (servnets in Free Haven terminology) that presestared files for reading, but not for
updating. The servers trade their available storage spacktherefore are able to store files on
the other servers in the network. A client that wants to inadile should apply erasure coding
first, and then choose one of the servers. After receivindfitbethe server can store the file
locally, or move it somewhere else. Finding a file is not gaitirly scalable. Its ID must be
known, and if the contacted server does not have it, it brastdcthe request to all servers it
knows until the file is found.

Backup systems are a special category of archival systeragally, backups are stored on
a dedicated server that provides massive storage capatityder to avoid such an expensive
node in the system, Batten et al. [BBST01] came up with tha @fananaging backups on top
of the Chord network. Files for backup are encrypted, dididteo chunks and stored within the
network. In order to increase data availability, file chuaks replicated and stored on different
peers. However, the authors do not impose any requiremertiseoreplication factor. It is left
up to the user.

An interesting backup approach was presented by the autiidtastiche [CMNO2], imple-
mented on top of Pastry. Namely, Cox et al. observe a set dfasimachines, whose files
should be preserved. Since a big percentage of files is gls@dsame on all machines, they
will not be stored again in the network. All files are indexedl @hunked. Before storing a file
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within the network, a peer checks if some chunks are alreadygomne of the other machines,
and given a positive answer those chunks are skipped. Thekshare immutable. If a file is
changed, modified chunks will be stored again. The propopetbach reduces storage over-
head significantly, if the machines have similar contenttl@mother hand, Pastiche expects that
the machines are available most of the time. Otherwiseyergads not possible.

CFS (the Cooperative File System) [DKK1] is a P2P storage designed by Dabek et al. Files
are split into a number of blocks, which are then distribubedr a set of highly available CFS
servers. The storage is built on the top of DHash that is baee@hord for locating the servers
responsible for a block. CFS does not use erasure codings-dite chunked simply inta
blocks. In order to reconstruct a file again, mlblocks are needed. To ensure that a block can
be found with a high probability, it is replicated &CFS servers. Unfortunately, the authors
do not provide any insight into how a proper value kois determined. Since the availability
of CFS servers is pretty high, it is assumed that the numbeepifcas is kept constant over
time. Departure of a CFS server can be detected and all bloekeged there can be recreated
elsewhere. The proposed storage can be considered asmgadince only the file creator is
able to modify it later.

Rowstron and Druschel applied very similar ideas in bugdiPAST [RDO1b] — a write-
once/read-many storage. Instead of Chord, they selecwtdyRe& the underlying DHT overlay.
Unlike in CFS, files are not chunked in blocks — the PAST awthwanted to reduce the time
needed for locating and retrieving them. To keep data higlibilable, files are replicated lat
closest peers in the leafset of a destination peer. The @utttonot provide a deeper analysis
about the sufficient replication factor. It is assumed thatpeer availability is pretty high and
stable, above 50%. All files’ copies share the same ID. Padheileafset periodically exchange
keep-alive messages. Thus, going offline can be detectddf arfile replica stays offline for a
longer time, it is recreated.

As one can see, choosing the right replication policy is Isudsrd. Thus, Brodsky et
al. [BBP"02] propose the Mammoth file system, where administratorssers decide about
the preferred replication policy for given files or group b&tm. Updates are possible, but only
eventual consistency is guaranteed.

Weak Consistency Models

Unlike strict consistency, weak consistency allows upslaten if some replicas are not available
at that moment. This is seen as a solution for applicatioat riked to perform updates even
when some machines are down, or unreachable due to netwditiopéng. If they perform
updates frequently, they could experience better perfoomabecause an update confirmation
can be sent before all replicas are modified.

A disadvantage of weak consistency is the lack of any gueesnabout the length of the
inconsistency period. Some of the available replicas mighbbsolete, but application that
reads them might not be aware of this. To protect againsnisistent access, only up-to-data
replicas should be accessible, but this would decreasevdilalaility of data.
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As mentioned in Section 3.2, the availability of peers in@elnet-wide P2P system is much
lower than the one assumed in the distributed data managenidémrefore, accessing only
the consistent replicas leads to a significantly reducea aailability, which is not acceptable
for many scenarios. In order to provide high data consisteard availability under a weak
consistency model, many P2P systems assume that at leaspsens are highly available.

If accessing up-to-date data is not crucial for proper @aitithn behavior, weak consistency is
a better choice. Petersen et al. [PST] present the anti-entropy protocol for update propagati
between weakly consistent replicas. The protocol is implet@d as a part of Bayou storage. It
is based on pair-wise communication, the propagation devapperations, and a set of ordering
and closure constraints. The protocol is very flexible, sifichas no requirements regarding
the network environment and uses minimum communicatiordalth. The application can
update any replica, and the update is propagated furthiéemnantually all replicas are updated.
The goal of anti-entropy is for two replicas to bring eachesthp-to-date. How replicas find
each other (i.e. replica update policy) is not part of thetgmol, and it can be done in many
different ways in practice. Peers holding the replicas kexejered logs of all write operations
that the replica has seen. Therefore, anti-entropy enallepeers to agree on the set of writes
stored in their logs. Write propagation is constrained by slecept-order, i.e. a peer accepts
only write operations that are newer than the last write afp@n in its log, accepted by some
other peer.

The consistency schema presented in this thesis is also. vididike the other approaches,
our protocol delivers the requested consistency level idiately after the update. Eventually,
all unreachable replicas become up-to-date, making diyecinsistent.

As demonstrated by Terry et al. [TTB5], the write logs contain enough information to detect
when concurrent updates produce a conflict. Conflict remmlutan be solved by applying a
defined merge procedure. However, the procedure does ndt iwa generic case, because
the semantics of data in conflict must be known. AlternagivBayou can mark the conflicting
replica, and provide this information to an application imgpthat it or the user can resolve the
conflict. The disadvantage of this approach is that conftiatsonly be detected quite late, even
though the application running on a peer has been infornedhle update has been successful.

The update mechanism presented in this thesis guards agaimilicts during an update,
and refuses to complete the request if a problem is detettelhes not provide an automatic
conflict resolution. Therefore, the application is infoimand it should compensate the request
somehow.

Datta et al. [DHAOQ3] describe a weakly-consistent updatehlarism for P-Grid [Abe01]

— a DHT variant. It is based on so called rumor spreading, butadified to achieve a lower
communication overhead. At the same time, it should sumystems with hundreds of replicas.
The protocol tries to shorten the time needed for updatihgeplicas. Therefore, it consists of
two phases. An initiator of update starts the push phasehengpdate request is sent to a subset
of peer that have the replica. The peers that receive thetepeguest propagate it further to a
subset of peers that have the replica as well. Peers comiimgpor those that did not receive
any update for a long time can enter into the pull phase. They dther replicas and try to
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synchronize as in anti-entropy. The authors assume thatrifteability of having concurrent
updates is low, and therefore the protocol does not have @gpost for conflict resolution.

The update mechanism presented in this thesis is able tesaldirectly all available repli-
cas, so the communication overhead is lower than by P-Ghid.update version of unreachable
replicas will be stored on some peers in the network. Unlik€iGrid, peer that were discon-
nected do not attempt to initiate synchronization of regdicinstead, the other peers are able to
notice that DHT topology has changed, and they will sendegilicas that are not under their
responsibility to the peers that are actually responsible.

Storages and File-systems

FarSite [ABC"02] aims to provide strict file-system semantics to a cliehle file-system
itself is physically distributed among a set of untrusteat, fiighly available machines. A dis-
tributed directory service, known to all machines, is usetbtate content. Data availability is
achieved by replication. Updates are possible and realizedy Byzantine agreement. This is
possible only when more than two thirds of replicas are @nlifo summarize, much of FarSite
design expects that the environment has properties sitiat AN. Hence, it is not really suit-
able for wide-area deployment, with slower and unrelialslemunication links, and lower peer
availability.

RepStore [LJO4] is another P2P storage based on top of Ditjetiag enterprise LANs
(i.e. it requests stable and high peer availability). Ite#-tunable, i.e. it tries to achieve the
best cost/performance tradeoff by devoting higher stomagehead to frequently updated files.
Namely, such files are replicated, and the rest are encodegd esasure coding.

Oceanstore [KBC00, RWE'01, Wel00] is a P2P file-storing system developed at the Wnive
sity of California, Berkeley, aiming to provide a wide-arst@rage system. It has a super-peer
based architecture. For archival purposes, data are eddiode using Reed-Solomon codes
(erasure coding), and then spread amongst super-peecs Tadestry [ZKJ01, ZHR04] DHT
overlay. For the operational usage, data are kept in theen&dirm replicated across the net-
work. Since itis assumed that the super-peers are highljable the authors of OceanStore do
not provide any analysis about the needed replication fagtee replication is mostly used for
speeding up data access, i.e. placing replicas closer ts fes request them. The storage is
self-repairable — if a servers crashes or goes offline, thteafethe super-peers are able to recon-
struct all missing fragments. Updates are supported anbamed on versioning of objects, and
master/slave approach. An update request is sent first tolfleet’s inner ring (primary repli-
cas), which performs a Byzantine agreement protocol tcegetfault-tolerance and consistency.
When the inner ring commits the update, it multicasts thalted the update down to the slave
replicas.

Similar to our approach, Bhagwan et al. [BT@] recognized a need to specify the requested
data availability as a part of configuring the storage. Ré¢aiall automatically measures and es-
timates the availability of its constituent host composeptedicts their future availability based
on past behavior, calculates the appropriate redundanchanéms and repair policies, and de-
livers user-specified availability while maximizing efficicy. The system measures short-term
(transient errors) and long-term (non-transient errovgjlability of participating peers. How-
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ever, the authors do not provide details of how the measurtsrae performed, and what the
obtained precision is. TotalRecall can manage mutable dataupdate produces a new data
version, stored separately in the system. Periodicallyessort of garbage collection is per-
formed and the obsolete data versions are removed. Thawsgistinguishes master and slave
replica copies. An update is first performed on a master resipte for an object. Afterwards,
the master updates all slaves. Our approach is simpler, wetdistinguish between master
and slaves, so there is no need to select a new master wheld threeagoes offline. Even during
an update, peers could go offline, and if there is no confhliet,update will be successful.

Instead of estimating the peer availability and choosirgy dppropriate replication policy,
Pangaea wide-area file system [SKKMO02] replicates dataeagiyely, i.e. every time a peer
requests an access to a file that cannot be found locallycidpged there. In an extreme case
when all files are accessed at least once by all peers anddakdimrages are large enough,
the storage will be fully replicated. Pangaea allows upslate the storage files. It is enough
to update any of the replicas (usually the local one), andcttenges will be propagated in
the background. Potential conflicts are detected and redaditer they happen. Thus, the
storage supports only eventual consistency, not beingtalié/e any probabilistic guarantees
on consistency of data access after update. In case of centupdates, the system can apply
two strategies: last writer wins, or manual conflict resioloit

vy [MMGCO02] is a mutable peer-to-peer file system that eaabkrites by maintaining a
log of changes. The logs are managed by using a DHash DHT mnepiation. Reading up-
to-date file version requires the consultation of all logy] ¢hat is not very efficient. To speed
up performance, peers can make snapshots of frequentlyfilsetb avoid log scanning. Sur-
prisingly, data are not replicated, nor recoded using eeasading. Hence, keeping high data
availability requires that peers are constantly onlinesaifne them go offline, many files cannot
be reconstructed, and therefore become unavailable. Codéliing updates might happen, and
an additional tool has been provided that can be run manumdyder to resolve conflict.

Yu and Vahdat present Om [YV05], a peer-to-peer file systeahdbhieves high data availabil-
ity through automatic replica regeneration while still ggeving consistency guarantees. Every
managed object is described by a configuration that defirmagidms of primary and secondary
replicas. Data access is performed by using a read-onefaltiquorum, i.e. implicitly high
peer online probability is assumed. All writes are first peried on the primary replica. Af-
terwards, the update is propagated to secondary replidag astwo-phase commit protocol.
If some of the secondary replicas are not available, reg#ioeris triggered, i.e. new replicas
will be created and the configuration will be changed. In otdeallow for inconsistencies, all
available replicas must agree about the same new confignyathd for this purpose a quorum
based on the witness model is used. The quorum intersestioot ialways guaranteed, but it is
extremely likely.

Detecting that some replicas are not available requirgsathéive replicas in the configura-
tion periodically probe other replicas. Since the numbesarffigurations is equal to the number
of managed objects, the traffic related to probing increaggsficantly as the number of man-
aged objects increases. Om creates new replicas every tiemiea disappears. The authors
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did not provide enough details about what happens to datapmeathat rejoins. If data are
preserved, the number of replicas in the configuration ssme. If the average peer availabil-
ity increases during some periods, the size of the configuratill be much higher than really
needed for maintaining high data availability. Also, théhaus do not provide any details about
the configuration size needed to guarantee high data aiNitjlab

The approach in this thesis does not require the existenogaster and slave replicas. An
update addresses all available replicas in a predefined gudeding against concurrent updates
as well. In order to maintain the requested level of avdilgband consistency, peers need
to measure the actual peer availability. However, the trafénerated is much lower than in
Om. The number of messages is fixed per peer and independi fimber of locally stored
replicas. If the measured peer availability is not suffitienachieve the requested goals, the
number of replicas will be increased. On the other hand, wdea availability is above the
defined level, the number of replicas will be reduced to theimiim needed, depending on the
actual peer availability.

Continuous Consistency Model

Yu and Vahdat [YV02] recognize that there is a continuum leetwa strong and weak con-
sistency model that is semantically meaningful for a braathe of applications. In order to
bound the maximum rate of inconsistent access, the autieseaped a set of metrics: numer-
ical error, order error, and staleness. The numerical dimtts the total weight of writes that
can be applied across all replicas before being propagatedgtven replica. The order error
limits the number of tentative writes that can be outstagdian any replica, and staleness places
a real-time bound on the delay of write propagation amongjag&p The proposed continuous
consistency model is able to describe both strong and weadistency models. Namely, they
represent two extremes: if all parameters are set to zergyetéhe strong consistency model,
while the weak consistency model is defined with all pararsdteing infinite.

The continuous consistency model was implemented by agtiglit middleware called TACT [YuQOQ]
that mediates application read/write access to a fullyicatdd data store. The maximal allowed
inconsistency of a managed replica is defined by an instahttee @roposed metric. When an
update comes, the peer checks the potential inconsisteney if the update is applied. If it
is below the defined maximum, the update is accepted and gaitgrhy otherwise it is refused.
Accepted updates are propagated to other replicas by userayti-entropy approach. The draw-
back of the proposed approach is that consistency levelwadl must be specified manually by
application, and for every data type separately.

The approach presented in this thesis limits data incarsigtas seen by application by spec-
ifying the consistency level of updated data, until all desmdata are eventually synchronized.
Unlike TACT, the application is not involved in the procedsspecifying the guarantees. Our
storage provides the same level of inconsistency to all gechaata, independent of the appli-
cation logic.
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3.4.3 Placement

Although data placement is out of the scope of this thesisfaliowing section proves that it is
still an important issue in P2P data management. If repkcasstored on peers close to those
that need them, or on peers with good network bandwidth, @ficapion could experience a
significant gain in performance.

The approach presented in this thesis relies solely on tteepdiacement implemented by the
underlying DHT implementation. Hence, the one with the nsodable data placement can be
used.

Existing solutions usually assume that P2P storages manametable data. Thus, ac-
cess performances can be increased through caching. &sosagh as PAST [RDO1b] and
CFS [DKK'01] already cache data on all nodes on the path from the questindtion back
to the query source. However, Gopalakrishnan et al. [GSBkte that such a schema has
a high overhead even under moderate load. They propose tiosdibat relies on server load
measurements to decide whether and where new replicasishewstored. The routing process
is augmented, so that a request can be diverted quickly tsweaew replicas.

Ramasubramanian and Sirer [RS04] designed Beehive — amsitteto a DHT overlay that
hasO(1) routing complexity, i.e. it finds all data in one hop. As we @éaventioned in Sec-
tion|3.2, the number of hops to the final destination in DHTaligufollows O(logN) complex-
ity. Beehive makes the routing paths shorter by using pigaceplication, i.e. propagating
replicas within the network. To limit the storage overhahe, maximum number of replicas for
each object is limited as well.

3.5 Summary

This chapter has given an overview of the state of the artidllieg availability and consistency
of data in distributed and decentralized systems. Sigmificasearch was conducted in the
past decades, addressing and solving many important isgdie®ugh some ideas and results
achieved can be applied to decentralized/P2P data managememy of them cannot, because
they are built on assumptions that the system/environmasisbme properties which are usually
not present in decentralized/P2P settings. Thereforégwaly high availability and consistency
of data in such an environment requires the developmentwisodutions.

Since both the classical distributed and the decentrdfP2#i system are classes of distributed
systems in general, it is necessary to understand betteretiionship between them. Sec-
tion has categorized all distributed systems into s¢veasses according to the follow-
ing criteria: availability of components, communicaticaitierns among components, quality of
communication links.

Section 3.2 presented in detail further different P2P aechiires, and points out their pros and
cons. Since they have the most advantages, the focus of ttierSeas on structured overlays
— in particular DHTSs.
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Section 3.3 has presented approaches for dealing with #ikalwity and consistency of data
in classical distributed data management. Both replioagiod erasure coding were introduced,
pointing out the differences. Replication protocols thaswe the implementation of differ-
ent consistency models have been covered: strong (ROWAtantkiivates, quorums), weak
(master-slave, primary-secondary). Based on how theywligainetwork partitioning, we have
presented optimistic/pessimistic classification as wkithally, although not a topic of this the-
sis, the section has given an insight into data placemehhigges that are very important for
achieving good access performances.

Since the properties of a decentralized/P2P system are sjuiiilar to those of classical dis-
tributed systems, in many cases decentralized data maeageiopts existing techniques. As
presented in detail in Section 3.4, data availability isiesdd by replication or erasure coding.
However, most of the time, getting high data availabilitgleme under the assumption that peer
availability is fairly high, stable, and known in advancen duch a case, a decentralized/P2P
system does not differ much from a classical distributedesys Unfortunately, as popular P2P
systems show, these assumptions cannot always hold, andgetheds applied will not deliver
the requested results. Maintaining the consistency of idagaen harder. As can be seen, the
strict consistency model cannot be guaranteed, and thewioly) options are possible: no con-
sistency at all, weak and continuous consistency models.eXisting weak consistency models
provides guarantees that all replicas will be eventuallgaied, but they cannot provide any
consistency guarantees on accessed data until this dopsrhap

The approach presented in this thesis manages high datalélgi in a self-adaptable way
and provides probabilistic guarantees of consistency td thaat are accessed after update. If
the requested data availability is not present in the DH& ptoposed replication protocol will
increase the number of replicas until availability is swsfelly reached. The protocol is based
on fewer assumptions than the existing solutions. It carelpéogied in a DHT with an arbitrarily
low peer availability. No knowledge about the underlying Did needed in advance. Also, the
requested guarantees can be recovered or even maintateedraduring churns.
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Approach

HIS chapter describes in detail the replication protocol tluhtex the problem defined in
Section 1.2. As presented in Section|3.3, replication patoneed to have access to a
replica directory. State-of-the-art solutions proposa&clg such a directory on a well-known,
reliable machine. In general, DHTs do not have such a reiabd always available peer that
could take on this role. Hence, designing a decentralizpticeedirectory is seen as the only

option. Originally proposed in [KWRFO05] by KneZéwt al., Section 4/1 presents it in detail.

Section 4.2 subsequently defines a transparent replicat@rhanism suitable for immutable
data. The analysis of the protocol introduced clearly shiogws the number of replicas depends
on the availability of requested data and the actual pedtainigty. The first version of the
protocol appeared in [KWRFO05]. The version presented is Section has been published
before in [KWRO06D].

In order to support management of mutable data, Sectionxedds the protocol to allow
updates. The supported consistency model is the weak onkkeUhe state-of-the-art solu-
tions, we provide requested consistency guarantees ini@dgerwhich all replicas are not yet
updated. Again, the section analyzes dependency amongithieen of replicas, requested con-
sistency and availability level, and the actual peer alsditg. The first ideas about the proposed
consistency model were introduced in [KWRO05], reachingrtterrent status in [KWRQ7].

The performed analysis shows that self-adaptation can lhiewex only if peers are able to
measure the actual peer availability with a good precis®ection 4.4 presents in detail how to
do that in a fully decentralized way and with moderate co§tee measurement technique was
originally published in[[KWRO06b], but it turned out that thesults obtained were precise only
in the case of immutable data. This issue was soon resohatharfinal version was published
in [KWRO7].

Finally, we are able to adjust the number of replicas bothrfonutable and mutable data. As
first introduced in [KWRO06b], Sectian 4.5 describes how tefkéhe number of replicas to the
minimum needed to guarantee the requested data avaifedoilit consistency.
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At the end of this Chapter, Section 4.6 discusses the prbtaarhead, i.e. introduced stor-
age and communication costs. The estimation is given bathmimutable and mutable data,
comparing them as well.

4.1 Decentralized Replica Directory

Every replication protocol needs to have access to a dmgthat maintains information about
replicas and their location. Namely, by querying the divegtvith an object ID, it should return

a list of all locations where its replicas can be found. Aftards, it is up to the requester to
decide what to do with the information obtained. For exammading would require accessing
any of the replicas, whereas writing should update all/sofrttem by using a defined mecha-
nism. When a peer inserts an object into the system and adplict a number of times, it must
create a new directory entry containing all replica locagioFinally, if the number of replicas of
an object changes in the system, the proper directory entist be updated.

4.1.1 Explicit Replica Location Management

The directory could be easily realized by using a hash tahta dtructure. The hash tables
manage Key, Valug pairs that can be used for tracking all locations where tic@s stored.
Namely, theKeycould correspond to an object ID, and t&luecould contain the addresses of
peers that own a replica.

Similarly, because a DHT provides the same functions as h tase, the decentralized
replica directory could be implemented on the top of it. ®imouting is deterministic and
key-based, if a replica is stored in the system under a keyailue is interpreted as the replica
location. In order to avoid conflicts, all replicas of all naged objects in a DHT must be inserted
under different, unique keys. After inserting all replicagormation about their locations could
be stored in the DHT unddfeythat takes the value of the object ID. Finding a previousbyesd
object could be realized by finding thélue stored under the object ID, reading the replica
locations, and issuing another request, this time usingesafithe replicakeysfound.

The idea described has two significant drawbacks. Sincetdiseentries are spread among
peers, when a peer goes offline, all objects associated wgtlly managed directory entries
immediately become inaccessible, even if some of the &phice still available on other online
peers. Such scenarios can happen often, since an objedféBsdiom all replica IDs, meaning
that it is quite usual for a directory entry and replicas testmred on different peers in the DHT.
On the other hand, when a directory entry is available, figp@in object requires issuing at least
two requests; the first one returns the list of all replicaskegnd the second one returns the
replica itself.
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4.1.2 Implicit Replica Location Management

The issues described can be solved by managing directorieemmplicitly within a DHT.
Namely, every peer should be in a position to locally geretiag list of all replica keys for an
object. If this is fulfilled, the explicit directory entriesre no longer needed in the DHT. An
object would be available as long as at least one of its r@pli€ available too.

To summarize, every managed replica is associated with asey for storing it in the DHT.
The first replica key is equal to the objdétyand is obtained from the application or generated
using a random number generator. All other replica keys areelated with the first one, i.e.
they are derived from it by using the following function:

Key : ron=1

hasi{Key+ron) : ron>2 (4.1)

replicaKeyKeyron) = {
whereron is a replica ordinary numbehashis a good hash function with a low collision
probability, such as MD5 [Riv92] or SHA-1 [EJO1]. Since hagtiues are produced from an
arbitrary byte arrayKeyandron are observed as two byte arrays concatenated via thygerator.
If the keys ardb-bits long, and assuming thkey of two objects are different, the probability of
having the same value on any of the replica keys #& Since MD5 and SHA-1 hash functions
generate 120 and 160-bit long keys, this probability is €tua—12° and 27160 respectively.

The proposed key generation schema ensures that all relieastored under different keys
in the DHT. Further, a consequence of using a good hash amigtithat two consecutive replica
keys are usually very distant from each other in the key sp&ganging a bit on the input
produces a new hash value that is very different to the posvame. Since every peer in a DHT
is responsible only for a part of the whole key space, it mélaasreplicas of an object should be
managed by different peers in a fairly large network. Our eitgd evaluation has proven that
this assumption is valid for the large majority of managegbots. A drawback of the proposed
schema is an inability to influence the replica placemente f@plica location solely depends
on the obtained replica key and the used DHT implementafidius, some replicas might be
faraway from peers that could need them often.

In order to find the replica of an object, an application needgrovide the DHT with only
one object key; the remaining replica keys will be computszhlly and online replicas could
be accessed. As we are going to see later, creating moreaspf an object whose replica is
managed by a peer requires that the peer has access to thsdbgy. On other hand, unneeded
replicas are removed from the system based on their ordmamyber. This information should
be attached to the stored replica. Therefore, a replicabeilwrapped in a tupléKey ron,Value)
that is inserted later into the DHT.

4.2 High Availability of Immutable Data

The following Section describes how to guarantee high alsdity of immutable data. The main
challenges are:
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Algorithm 1 stor@mmutanid KeyValue)
Require: R>0

1. fori=1toRdo

2:  rk —replicaKeyKeyi)
3t (Keyi,Value

4. storgrk,t)
5
6

. end for
. return SUCCESS

» How to make replication fully transparent to applications

» How to determine the number of replicas needed to manageduested data availability

The protocol must provide the same data availability fonrshaged objects (see Section 1.2),
and therefore the number of replicRsnust be the same for all objects. Joining the community
for the first time, a peer assumes an initial valueRpor obtains it from its neighbors.

4.2.1 Transparency

Managing high availability of data transparently requitlest the DHT equipped with our repli-
cation protocol exposes the same functions as before. nSt@torammutanid Key,Value) a
valueValue under the given ke¥eyrequires that the value is transparently wrappedR itu-
ples(Keyron,Value), whereron = 1...R. These tuples are then inserted into the DHT uriRler
different keys obtained using Formula 4.1. From an appboapoint of view,Valueis inserted
into the DHT undeKey.

In order to access a valubOku pmmutanid Key)) stored previously under keey, it is suf-
ficient to find any available replica. Using the key providedaabasis, the replication protocol
generateR replica keys using Formula 4.1, and tries to find at least dnleeopreviously stored
tuples. If found\Valueis extracted from the tuple, and returned to the application

Algorithm [1 and 2 present the pseudo-code for the transpaegatication mechanism de-
scribed. The number of replicd& should be known, and must be sufficient for the requested
data availability.

Although the names of the defined functions are marked iwithutablein the index, from an
application point of view they have the same sighature andtifonalities as those introduced
at the beginning of Section 1.1. Moreover, the functionsvigeed keep data highly available
and fully transparent. Therefore, using them does not requiy changes within the application
code. It can make the application code even simpler, if itendaling with the availability of
data as well. Such parts of the code will not be needed anynifaitee proposed replication
mechanism is in use.
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Algorithm 2 10oku gmmutanid Key)
Require: R>0

1. fori=1toRdo

2:  rk —replicaKeyKeyi)

3t lookuprk)
4: if t#null then
5: returnt.Value
6: endif

7: end for

8: returnnull

4.2.2 Number of Replicas

The following analysis models the availability of data in HT) assuming that they are replicated
Rtimes. Let us denote witp, the probability of a replica being online. Since both replieys
and peer IDs are generated randomly, in a fairly large DH& &ection 4.1) we can assume that
after astorammutanle €very replica will be placed on a different peer, ipg.= p, wherep is the
actual peer availability.

Let us define now witly a random variable that represents the number of replicag logiline
for a given object, an®(Y =) is the probability thay replicas are online. Given an assumption
that peers behave independently and identically, the pitityathat y replicas are online at any
point in time can be given as:

Pty =y = (& )pa-pr (4.2)

The average number of replic&,y available at any point in time is the expectation of vari-
ableY:

R
Rawg = E(Y)= S yP(Y=
g (Y) y;y( y)

B\ Y
R RI _
B y;yy'(R—y)!py(l P
R R (R-1)! _ _
NP ARG Vi
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L B M
B pRy; (y—1!(R-y)!

c m! S m-s
= pRS;S!(T_S)!p (1-p

2/ m
= PR ( > pPl-p™
2.\ s
the sum is a sum over complete mass probability functiors dgual to 1
= pR 4.3)

P 1(1-pRY, renamen=R—1ands=y—-1

As defined bylookupmmutable @n object is available if at least one of its replicas is roli
Therefore, the data availability can be expressed as:

a = PY>1
= 1-P(Y=0)
= 1-(1-p~ (4.4)

The number of replicaR needed is

R— [Iog(l—a)w

log(1—p) (4-5)

The Formula clearly says that the requested data avaflakilcan be delivered in a DHT,
where peers are available with the probabilitynly if data are replicated at leaRttimes. As
presented in Sectian 3.4, peer availability can and doeg ivaa reality. Thus, guaranteeing
the requested data availability over time is possible ohthé actual peer availability can be
measured.

4.3 High Availability of Mutable Data
Having the ability to modify stored objects is essentialdavide range of applications. Without
updates, the life of a replica is very simple; the replicalddae offline or online, but its value

is always correct. By replicating mutable data, consistdmeromes the main issue. There are
potentially two sources of inconsistency:

» Replicas are not reachable due to network partitioningeimdp offline

» Uncoordinated concurrent updates
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As discussed in Section 3.4.2, strict consistency modelsismally not suitable for P2P data
management, because they require highly available peeassoper-peer network to deliver
acceptable performance. Otherwise, enforcing strict isterscy in a low-availability network
would make updates impossible most of the time — not usuadlg@atable for many applications.

Requesting that our protocol can be applied on a DHT with bitrary peer availability makes
weak consistency the only option. Although all replicad esentually be up-to-date, the major
disadvantage of the existing weak consistency modelstisitbg do not provide any guarantees
on the consistency of updated objects before all replicasrhe synchronized. Application gets
either a correct or obsolete object’s value, but the modefsied are not able to provide any
probabilistic guarantees on finding the correct value.

Unlike the existing approaches, the goal of the consistenaglel presented in this thesis is
to provide probabilistic guarantees of the consistency oflifired data until all replicas are not
eventually synchronized. The model guarantees that thened value will be correct at least
with the given probability. At the same time, the protocohgis against concurrent updates.

Similar to ROWA-A, all available replicas will be updatech a&ddition to that, the new ver-
sion of missing replicas is inserted into the DHT during updal he unavailable replicas will
synchronize eventually using the push method (correctaaplinform obsolete replicas of the
change). By looking up stored data, our protocol does nat jest any of the available replicas
— it tries to find the most up-to-date one among all those abkdl Therefore, apart from infor-
mation already stored in managed tuples, thesionof a replica and it@ge must be there as
well. To summarize, if mutable data are to be managed in DH&phca will be wrapped in a
tuple (Key ron, versionage Value).

4.3.1 Transparency

The protocol defined in Section 4.2 is modified slightly wiikga are kept highly available and
consistent in a transparent way. When a value is about toseetéd in a DHTgtorenutanid Key Value),
it is wrapped inR tuples, appropriate keys are generated (Formula 4.1),rendersion number

is assigned to 0. Any age value set up by the initiator of tlggest is ignored on the receiver
side. Upon receiving it, the age becomes the value of thectutocal time, which will be used
later on as basis for producing correct age information.h\Witery update, the version number

is incremented by 1. All online replicas are updated, anchiéhwe version of all offline replicas
inserted in the DHT. If a replica is offline, the peer that dddae responsible for it at the moment
when the update takes place becomes the new version.

Every time astorenutanleis invoked, it must be detected what the next replica versiomber
should be. If a new object is inserted, the version numbeulshioe zero, otherwise it must be
incremented. Therefore, a log dféy, Version pairs of successful lookups must be kept locally.
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Concurrent Updates

Concurrent updates control defines that replicas are ugdata predefined order, i.e. a se-
quence: first update thé'Ireplica, then the "® replica until theR™" replica. If the update of
any replica fails, the update stops and the rest of the @phice not touched. The update fails
if a peer that receives the new replica already has a replitaavhigher or the same version
number. Implicitly, updating an object requires readingefore, which is a common pattern in
the majority of applications: data are read first, and basettheir value and implemented logic,
the new value is generated. If data are not read first, the@obtoes not find the corresponding
(Key, Versior) pair in the log, and believes that the object is about to beried. However, this
fails, because replicas under the same keys are already T THeir version number is at least
zero, which is higher than or equal to the version of replited are about to be inserted.

If more peers want to update an object concurrently, theynaibt follow the described up-
date procedure. They send update requests in the defineq andiecontinue only if a replica
is successfully updated. The update requests on a degtinadier are also processed sequen-
tially. Only the first request gets through, the rest of thaih fAfter the successful update, the
replica with the same version exists already in the stordge.originators of these requests are
informed about the failure and they must be compensatedagilfle compensation could be to
inform the user about the problem and give up, or re-read ¢heahvalue, and try to update it
again.

When a peer wants to access an object, it is not sufficientqugtturn any available replica.
Instead, we should return the replica with the highest varsumber to ensure that the applica-
tion gets the most up-to-date version. However, if two or en@plicas with the same version
(e.g. as a result of network partitioning), but with diffetealues are found, the youngest replica
(i.e. with the lowest age value) will be returned. A receieél lookup request is able to pro-
duce a correct age value by subtracting the actual localftiome the time when the replica was
stored in its local storage.

Algorithms 3/ 4| 5, and|6 present the pseudo-code of the ilbescreplication mechanism. As
in Section 4.2, high availability and consistency of dammanaged in a fully transparent way,
i.e. without a need to modify the application that is builb@md DHT functionalities described
in Section 1.1.

Note that the definetbokupnuanie does not ensure that the obtained replica is indeed the
correct one. Only if a replica with the latest version numiseavailable, does the application
get the correct value, i.e. up-to-date objects. The armfysisented in Section 4.3.2 shows how
to ensure that the returned value is up-to-date with anrarijt high probability.

The proposed replication mechanism does not require thespelocks are synchronized,
which would be almost impossible to achieve in the realityveaty. Most of the time, the
freshest available replica is detected just by its versiomiver, which is fully independent from
time. Only due to network partitioning, found replicas ntigjave the same version number but
different content. In such a case, the freshest replicagstie with the lowest age. Its value
is produced only by using the peer’s local clock that musth@synchronized with the rest of
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Algorithm 3 storenuanid Key Value) (initiator side)
Require: R> 0 {originator side}
1: v+ getVersionFromLog(Key)
if v=#null then
V—Vv+1
else
v—0
end if
. fori=1toRdo
rk < replicaKeyKeyi)
t — (Keyi,v,0,Value
status— storg(rk,t)
if status= conflict then
return CONFLICT
end if
. end for
: return SUCCESS

el I ol =
a b w Nk o

Algorithm 4 storenuianid Key Value) (receiver side)
1: Valueage+« currentTime
2: if Keyexistthen

3 tstored — getFromStorageey)

4:  if tgoreqVersion> ValueVersionthen
5: return conflict

6: else

7: updatelnStoragey, Value)

8 endif

9: end if

10: putlnStoragéKey Value)

peers in DHT.

Receiving Missing Updates

When a peer rejoins the DHT, it does not change its ID, and awalary the peer is now

responsible for a part of the keyspace that at least interseith the previously managed part.
Therefore, the peer keeps data in its storage and no exghtit synchronization with other
peers is required. Replicas whose keys are no longer in thefihe keyspace managed by the
rejoined peer can be removed and sent to peers that shoulbe#mem according to the current
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Algorithm 5 looku pnutanid Key) (initiator side)
Require: R>0
1: VersioRnax < —1, ag@nax < —1, value«~ null
2: fori=1toRdo
3. rk —replicaKeyKeyi)
4.t lookuprk)
5. if t £ null andt.Version> versionnax or (t.Version= versionnax andt.age < agenax)
then
value« t.Value versionnay < t.Version agenax < t.age
end if
end for
. put (Key, versionmay) in lookup log
10: returnvalue

© ® N2

Algorithm 6 looku pnutanid Key) (receiver side)
: tstored — getFromStoraggey)
if t £ null then

tstore¢-2ge<— currentTime— tgioreq-29€
end if
returntstored

[EnY

DHT topology. If a peer already has an older replica and wesea newer one, it is practically
informed about some missing updates.

4.3.2 Number of Replicas

All immutable objects managed by a DHT are always fully cstesit. Hence, we were able
to define in Sectioh 4.2 that an object is available if any ®féplicas are available. Based on
this, we have computed the number of replicas that is negessaeliver arbitrarily high data
availability guarantees.

This is not enough if updates are allowed. Finding any rapigcnot sufficient, because it
does not guarantee that the replica found is the latest dmerefore, we define that an object is
available if at least one of its latest correct replicas @ilable.

The life of an object begins with storing iR replicas in the DHT. With the first and every
subsequent update, the protocol is able to address onlgplieas that are online at that moment.
Offline replicas are not reachable, but their new versiomdeesl on peers that should keep them
according to the current DHT topology. Finally, after an apg] the DHT contains agaiR
correct replicas of an object. Due to inserting the new wersif offline replicas in the DHT, the
total number of replica® managed by the DHT for a given mutable object is Ranymore.
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Offline replicas cannot be addressed during an update, aisclie new version will be placed
on some peers in DHT under the same keys. Hence, all replfcas abject are still managed
underR different keys.

Under an assumption that peers are independent and behailalg] the number of replicas
that an update addresses on averageRgsee Formula 4.3), wheneis the average peer avail-
ability. After a successful update, the restRfl— p) replicas become incorrect, and the total
number of replicas is increased By(1— p) replicas. However, the total number of replicas is
bounded by the DHT routing mechanism. Since replicas areagethundeR different keys,
then the maximum number of accessible replicas cannot lagegriharR, i.e. pR <R

Let us denote wittp; the probability of having a correct replica available. Sirfmth keys
and peer IDs are generated randomly, we can assume thaa aftee, apid Key Value), every
replica will be placed on a different peer, i.p; = p. Let us denote witty a random variable
that represents the number of freshest replicas beingeftina given object, anB(Y =) is
the probability that exactly freshest replicas are online. Under an assumption thas mer
independent, the probability can be given as:

Pty =y = )pa-p (4.6)

y

The probabilitya that a DHT value is available and consistent is equal to thten proba-
bility that none of the correct replicas are online:

a = 1-P(Y=0) 4.7)
Therefore, the number of needed replicdis

R— [Iog(l—a)"

= |log(1=p) (4.8)

The derived Formula is identical to Formula 4.5, i.e. the bamof replicas that should be
updated and inserted does not change if data are immutablat.oGuaranteeing the requested
data availability and consistency over time would requiessuring the average peer availability
p, and adjusting the number of replicas of locally stored cisj@ccordingly.

4.4 Measuring Peer Availability

Measuring actual peer availability is usually based on imglpeers and computing a ratio be-
tween the number of positive and total probes. ldeally, figdhe current value with absolute
precision would require probing all existing peers. Thisdt really feasible in practice due to
several reasons:
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» Every peer has just a partial view of the whole system, igeer does not know how many
other peers are member of the community, and therefore atieltk cannot be done.

» Probing all peers does not scale in large communities,jti@nsumes a lot of time and
generates high network traffic.

Additional restrictions present in this thesis is that pngbcannot be done directly (i.e. ping-
ing peers) because we do not know anything about the peer ooityni.e. peer IDs, and/or
their IP addresses. Our protocol uses the underlying DHY wial the providedroute, storg
andlookupfunctions.

According to the properties of the key generation mecharfBonmula 4.1), we can assume
that every replica of an object is stored on a different peéniwa fairly large network. Hence,
peer availability is equal to replica availability, and tif@re it can be measured indirectly by
measuring replica availability.

Since every stored tuple contains obj&aty as well, all keys of all other replicas and their
availability can be checked. In a DHT that manages immutdéie every replica is stored under
a different key. Therefore, probing a replica implicitlyastks the availability of a peer that owns
it. Enabling updates, this approach is no longer valid, beealifferent versions of the same
replicas are managed under the same key.different versions of a replica exist in a DHT, the
probability of having a replica with the given key online is-11— p)". It does not correspond
to the peer availabilityp any more, and therefore probing must take into account ttugred
replica version as well.

A peer cannot know if a replica managed locally is the fresbas. However, we are free to
start with such an assumption. The peer randomly choosgdieardrom its storage, and uses it
to randomly generate a key of another replica of the samebhjehe selected replica is found,
their versions are compared, and one of the following astisriaken:

» Versions are equak- the probe is considered valid and trustworthy, i.e. its onte is
taken into account.

» The version number found is greater then the local-enit signals that the peer it has an
obsolete version that should be removed from its storage.prbbing is not valid, and is
not taken into account.

» The replica version number found is lower than the local enghe probe cannot be
considered as valid, and the remote peer is informed abauit Afterwards, the remote
peer should remove the obsolete replica from its storage.

Probing with Requested Confidence

We cannot achieve absolute precision, and thus we are readgcept some degree of error.
Thanks to the confidence interval theory [BL95], it is possito find out what the minimal



4.4 Measuring Peer Availability 55

number of replicas that has to be checked is, so that the dexhpeplica online availability,”
is accurate (close to the actual replica availabipty with some degree of confidence.
We maken valid probes and compute average replica availabgjtyrom:

=~ (Xt X) (4.9)

whereX; = 0 when a replica is offline, oX; = 1 for being online, and ¥ i <n.
The expectation value and variance are then:

pr(l—pr) <

E(pr) = pr and Va(py) = ——— < (4.10)

1

n 4n
where the inequality follows from the fact thpt(1 — py) is maximized byp, = %
If the DHT size is large, we can approximate the distributiénd; (X) by normal distribution

N<pn9i%gfﬁ) (4.11)

that has the same expectation value and variance. As knawnstatisticX that can be
described by a normal distribution of the following form

XNNm%) (4.12)

can be further normalized to

VX =1 ~N(0,1)

4.1
. (4.13)
Using the above and singe= p; ando = M we have
iﬁlﬂlemJ) (4.14)
pr(1-pr)
n
For a medium and small-size network, variancgoflépends on the network sike
v N-=—np(1l-p)

and the following approximation is then valid

(Br=P) N1 (4.16)

N—n pr(1-pr)
N—-1 n
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Finding the probability that a value from the distributiti0, 1) belongs to an intervdh, b]
with a probabilityC can be expressed as:

Pl@a<N(0,1)<b)=C (4.17)

If a statistic is approximated with the normal distributias in Formula 4.13, the confidence
of being within the given interval is then:

Pa< w <b)=C (4.18)
which can be rewritten as
— bo ao
PX——_u<X—— =C (4.19)
( Wi ﬁ)

Usually the interval is symmetridb(= —a), and to determine when a value is within the
interval with the given probabilitZ, ®(b) > C, where® is the distribution function oN(0,1).
For example, ifC = 95% thenb = 1.96 satisfies the previous inequation. Going back to the
original statisticX, we can define the appropriate interval there with the sanméidence of
95%:

— 1 — 1
X — 960,x+ o0 (4.20)
NG NG
Based on the approximations presented, we are able to adhle number of probeswe
need to make in order that the computed replica availaljlitfalls into the interval p; — o, pr +

) with a given probabilityC.

P(Br—0<p <p+08)>C (4.21)

For variance and expectation as in Formula 4.10 (the DHT isizarge), and applying the
previously described approach, this can be rewritten as:

P(Br—d<p <pr+d8 = P|-— 5 < Pr—Pr < o) 4.22)
pr 1 Pr) pr(l pr) \/pr (1-p)

[ &n / n
B ( 1 pr 1 pr r(1—p ) (4.23)

approximating with Normal distributiofN(0, 1)

o2n o2n
CD( pr(l_pr)>_¢<_ pr(l_pr)> (4.24)

®(5V/4n) — d(—5v4n) (4.25)

%

v
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The last step is valid becauseOp, < 1, and thereforg, (1— p;) has minimum in}r

Unfortunately, direct usage of confidence interval theaynot so promising for practical
deployment. Namely, by requesting a small absolute e&rer 0.03), and a high probability of
having the measurement within the given inten@k 95%), we have ®3y/4n > 1.96 (since
®(1.96) > 0.95). It turns out thah > 1068, i.e. a peer should make at least 1068 random replica
probes, generating high communication costs. Even if thevork is not so large (e.g. 400
peers), the number of probasirops only to 290.

Therefore, we need to slightly modify our probing strategywthieve the requested precision
with much lower traffic. A lower number of probes produces tbsults with higher variance,
i.e. error. To get a good precision again, the final value Ehbe produced by averaging more
individual probing results. Therefore, along with the ésdé probing (replica available or not),
the peer gets all the measurement values known by the prasrdyinen the probing request has
ended. The result of the probing performed will be averag#h the received values, reaching
the good precision again.

Getting the measurements done by other peers requires tioelintion of two additional
DHT message types. A peer that probes a replica seRdsivailabilityRequeshessage with
the replica key, and receives the answerRégerAvailabilityResponsmessages.

Computing the average peer online availability generaté®eerAvailabilityRequesind n
PeerAvailabilityResponsmessages, but a peer gets back measurements that have leetn ab
check up ton(n+ 1) replicas randomly. The peer itself probesandom replicas, and receives
measured values from up todifferent peers that have been able to prob@ndom replicas
as well. Such a two-step approach produces lower commimricabsts: even where = 33,
and with 66 messages we are able to check up to 1112 replithscaieve good precision in a
network of any size. This is a significant gain, because tiialidea requires 1068 messages in
order to obtain the same precision. Algorithm 7 demonsirétie proposed method in the form
of pseudo-code. Later evaluation shows that 98% of all nreasents have an error rate lower
than 003, proving that the applied strategy gives the results exiected error.

Better Accuracy under Churn

The proposed measurement technique produces accuralts,réqueer availability is constant
or changes slowly over time. In reality, the assumption carold; peer availability varies
significantly at run-time, and can depend on many parametech as user behavior, time of
day, or content popularity. Periods of time when the numbdesniine peers decreases more
or less rapidly are defined as churns. During and some tinma,tpeers measure much higher
peer availability than the actual one, and do not create gimoeplicas immediately. However,
as time passes, measurements become more precise, ancieegesa sufficient number of
replicas recovering the requested data availability.

Briefly testing the protocol under churns proves the validit this statement: it is able to
restore the given data availability after the system siadsl again, but the recovery period is
long. In a stable DHT averaging helps to reduce the variafidheocalculated value, i.e. to
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Algorithm 7 measureP Measuring the actual peer availability by using a lower bemof
messages
Require: n>0,R>0

1 S={}

2: while |§] <n do

3: k<« randomly chosen key from the local storage

i «— random number between 1 aRd
probeKey— replicaKeyk; i)

S = SU{probeKey
end while
. liveReplicas— 0
sum«— 0
10: for keye § do
11:  peerAvailabilityResponse- route(key peerAvailabilityRequegt
12:  if peerAvailabilityResponse plicaE xiststhen
13: liveReplicas— liveReplicast 1
14:  endif
15. M «— peerAvailabilityResponsmeasurements
16: for me M do
17: sum«— sum4m
18: end for
19: end for liveReplicas

) Sumy PR
20: return Tln

© ® N o gk

get the value within the allowed error. During a churn, therapch does not produce precise
measurements, because peers perform them at differertspoitime, when peer availability
is different as well. Therefore, the calculated values aiona higher error and peers do not
always create enough replicas immediately to compensateftbct of churn. However, as time
goes by, DHT stabilizes again, and measured values are again the defined error, making
possible to restore fully the requested data availability.

Our goal is to make the protocol more reactive, i.e. recogtiguld be quicker, even nonex-
istent under weaker churn. Measured average peer aviilathibould be as precise as possible,
even during churns. As can be seen, just averaging recealads/is not a good way to achieve
that, because it does not explore the information aboutithe when a measurement is made.
Therefore, the main challenges are how to

* represent the measurement’s time independently fromeakegclock

« limit the variance in the calculated peer availability itigrchurns
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Each measurement is accompanied with a time stamp. Peeat Have synchronized clocks
and they are usually spread across multiple time-zoness,The time stamps that are traveling
with the measurements must be converted from the absol stamp into a relative one.
A relative time stamp describes how many time units befoeediirrent moment an event has
happened. For example, if an absolute time starfifais 2 10:23:12 2006"and the current time
is"Jan 2 12:33:30 2006" then the corresponding relative time stamf}-&10:18", meaning
that the given event has happened 2 hours, 10 minutes anadd8dsepreviously.

Peers do not average the received values; they are placedistoay. After makingn valid
probes, the peer’s history contains a number of measurentemte in the past. A good esti-
mation of the peer availability can be done by finding a cuhat fits the measured data with
the lowest error. Such a technique is called regressiorysisgMS03] and its simplest form is
known as linear regression analysis, where a linear cyevea+ bxis fitted to the data. In our
approachy is the measured peer availabiliy andx is timet. Hence, our aim is to determine
the curve

p(t) = a+ bt (4.26)

i.e. its coefficientsa (value att = 0) andb (the curve’s slope). Since all measurements were
made in the past, the received timestamps are negative. réser time is represented with
t = 0, and the estimation of the current peer availability isittiee value ofp(0).

Note that the methodology presented in this section alloitisdito any other type of curve,
or fitting can be done using any optimization techniques.difigp the optimal fitting strategy
(i.e. a curve with the smallest error) is out of the scope iftihesis, because it depends strongly
on the application scenario.

There are plenty of techniques for computing the values effmentsa andb, and one of
them is the Least Squares method [MS03], which attempts minmizie the sum of the squares
of the ordinate differences (called residuals) betweentpajenerated by the curve and corre-
sponding points in the data. Supposing that the peer’srijistmtains a set dfl, measurements
(ti, pi) that should be approximated with a curpét) using the Least Square method, the fol-
lowing sum

Nh

S = 3(n- Py (@.27
Np

= .Z(pi_a_bti)z (4.28)

must be minimal. The sum has a minimum under the followingld@ns:

0s_

== (4.29)
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Figure 4.1: Visual representation of a peer’s history onttimeline, its clustering, and fitting
the curve to the average values in clusters

dS
5 = 0 (4.30)

Solving this equation system provides solutionsgandb:

Nh Zl piti — Zl pi thl (4.31)
Nh Z\t —I =1 |Ztl
Nh b Nn
i — {;

The history size at every peer should keep only values of édidrage, so that the computed
curve can closely represent the current situation in the OfHRe history length increases, the
computed curve would become more and more insensitive tmstas time passes. The value
p(0) would converge to the average peer availability in totak feers would not be able to
detect any increase or decrease of peer availability indopgriods of time and react properly.

The fitted curve is accurate only if data points have low varéa As demonstrated in Sec-
tion(4.4, the low variance can be obtained by averaging tbeived values. Averaging values
with the same timestamp would be optimal, but the chancentlaaiy measurements have been
done at the very same moment is very low. Thus, in order toyedlata points with lower
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variance, a tradeoff must be made. The history is dividea ¢histers of defined durations, and
every cluster is represented with a value - an average ofhleg within the clusters. The major
assumption here is that during the time period equal to thstet duration, the average peer
availability changes insignificantly. Therefore, the ag® values in the cluster have a low vari-
ance, and can be used for fitting the curve. Figure 4.1 vizesmlihe whole process. It displays
values stored in peer’s history, how they are clustered taadaurve that fits the average values
in clusters.

The clusters have been introduced due to lack of enough meaents with the same times-
tamp. We assume that peer availability does not changefisigmily within the duration of a
cluster. In order to keep the fitted curve close to the actahlevin the DHT, cluster length
must remain small. Otherwise, the value that representsltiséer becomes more insensitive to
churns, and the peers measure less precise results.

To summarize, here is a list of steps needed for computingufrent average peer availabil-
ity:

1. Init: history has a length ofy time units, cluster length is equal 1@ time units, where
Th =kTcandk e N

2. From the set of locally stored replicas, and knowing tist ieeded number of replicts
a peer generates randomly a number replica keys using Faril

3. Peer issuePeerAvailabilityRequesinessages with generated keys until it gets back
valid probes.

4. ReceivedPeerAvailabilityRespongmessages correspond upttdifferent peers; received
measurements are placed in the local history

5. Peer groups measurements into clusters, calculatev¢hagae values, and uses them in
linear regression analysis

6. The computed average peer availability is equal(®, wherep(t) = a-+ bt

The pseudo-code is shown in Algorithm 8. The measurememiepioe defined allows the
obtained values to be closer to the actual ones. As explahé#te beginning of this Section,
just averaging individual measurements would not give algestimation of the peer availability
during churn (i.e. the period when the peer availabilityrdases). Eventually, the measurements
will become precise again, but until this happens, peensbslleve that the peer availability is
higher than it actually is.

4.5 Adjusting Number of Replicas

We now have all the pieces needed to make our protocol safftatle, i.e. to achieve and
maintain the requested data availability and consistexen & peer availability changes. This
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Algorithm 8 measureRgyression Measuring the actual peer availability via building thenes-
sion curve
Require: n>0,R>0, Ty =kT,, ke N

LSs={Lv={

2: while |7| <n do

3. k<« randomly chosen key from the local storage
4: i+« random number between 1 aRd

5. probeKey— replicaKeyk;i)

6: if probeKey S then

7: S = SU{probeKey

8: peerAvailabilityResponse- route( probeKeypeerAvailabilityRequest
o: v — getLocalReplicaVersigmprobeKey

10: if peerAvailabilityResponseplicaExiststhen
11: if peerAvailabilityResponseplicaVersion=v then
12: vV = VY U{probeKey

13: liveReplicas— liveReplicast 1

14: end if

15: else

16: V = Y U{probeKey

17: end if

18: M — peerAvailabilityResponsmeasurements
19: for me M do

20: if myounger tharTy then

21 putmin history

22: end if

23: end for

24:  endif

25: end while

26: put WeReReAsiy higtory

27: divide historyinto k clusters
28: compute the cooeficienssandb from p = a+ bt
29: returnp(0)

can be done if managed data are replicated a number of timdsfiaed by Formula 4.8. It
depends on the actual peer availabilityand since it changes over time, the number of replicas
for already stored and newly created objects must be adjuist®rder to keep data availability
at the requested level.

Joining the DHT for the first time, a peer gets informationattibe number of replicas needed
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Algorithm 9 ad justNumberO f Re plicag\djusting the number of replicas of data locally man-
aged by a peer
Require: a>0

1: R<R

2: R+ measureRgression

3: for all keyin local storagelo

4. t« getFromStoraggey)
5. if t.ron> Rthen
6: removeFromStoradgkey)
7. endif
8: if R>R then
o: fori=R +1toRdo
10: rk — replicaKeyt.Keyi)
11 t.ron — i
12: storgrk,t)
13: end for
14:  endif
15: end for

by reading it from a config file or asking neighbors. Later orerg peer measures the current
peer availability at least once per online session, andtierover replicas managed in its storage.
By knowing the requested data availability, the peer is &blealculate the new value for the
number of replicaRk (Formuld 4.8). It is compared with the previous known nundfeeplicas

R, and the peer does one of the following:

 R> R: creates new replicas of data managed in the local storagey Will be stored
under the keyseplicaKeyKey j),j =R +1,...,Relsewhere in the DHT.

 R< R fewer replicas are needed than before; if the replicas ti¢ghordinary number
ron greater thark are managed in the local storage, they will be removed.

Algorithm 9 shows the pseudo-code. Storing new or readinstiag objects takes into ac-
count the last measured peer availability in order to detegrthe appropriate number of replicas
used then bgtor@mnmutabld Stor@nutable aNAI00KU Bmmutabid OOKU Bnutable OpErations.

4.6 Costs

In general, the total costs of a replication protocol cardiswo parts: communication and stor-
age costs. Our protocol is self-adaptable; it tries to reahkeep the requested data availability
with minimum storage overhead at any point in time. If theiginumber of replicas is not
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sufficient to ensure the requested data availability, ng@haas will be created, i.e. storage costs
will be increased. On the other hand, if there are more rapltban needed, peers will remove
some of them, reducing storage costs, but preserving thikabiigy of data.

4.6.1 Immutable Data

Let us denote witlSthe average storage costs per peer in a DHT buillipeers that are online
with probability p. If it managedM objects, the minimum of storage overhead per [$grthat
delivers the requested data availabilitys:

M
Snin = NR (4-33)

whereR is computed as in Formula 4.5.

Everystor@mmutabiegenerateR StoreRequest 100ku gmmutabled0€s not have fixed costs, it
stops sendind.ookupRequestessages when a replica is found. Sometimes theegilica is
already available. In an extreme caRanessages must be generated in order to figure out if the
requested object is available or not. It can be shown thaterage dookupmmutabiegeNErates
%‘ messages, before finding a replica of an object.

The proposed approach introduces additional communitatasts generated by measur-
ing peer availabilityp and adjusting the number of replicas. Every measuremergrgtasn
PeerAvailabilityRequestvheren is the number of replicas to probe. As stated in sectionrt.4,
depends on the absolute er@we want to allow, and the probability that the measured value
is within the given interval(p— &, p+ &). If the actual number of replicaR is greater than the
previous oneR, the peer will additionally creatgR— R/)% StoreRequesnessages on average.

Due to changes in the DHT topology, some replicas can be ntoveekers where they belong
according to the current topology. The number of movesthenumber of messages generated
by replica moving strongly depends on the peer offline/@nliate and the underlying DHT
implementation. Its analytical estimation is beyond thepgcof this thesis, but it should be
measured during the evaluation.

4.6.2 Mutable Data

As indicated in Section 4.3.2, additional replicas are te@as the result of an update. The
first update reachepR replicas on average, and additionally inséRd — p) replicas within
the DHT. Afterwards, the total number of replicas of a givdiestR; is equal toR(2— p) on
average. The same happens when an object is updated foctmegame, and the total number
of replicas increases tR(2 — p)°. Following the same pattern, it can be shown that aiter
updates, an object can have up to

R =R(2-p) (4.34)

replicas on average in the DHT.
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Fortunately, due to the DHT routing mechanidRa,does not grow indefinitely. Namely, all
R: replicas are stored in the DHT using oridifferent keys. Therefore, even if more then
replicas are online, onliR at most are accessible (i.pR < R). Hence, the maximum number
of replicas (online+offline)RM"®* that can be managed in the DHT for a given object is when
pR"®= R. An update request is able to addres$aiplicas managed under different keys, not
inserting any new replica version into the DHT. Thus:

R
R = — (4.35)
p
It is reached when an object is updated at least
—logp
= | — 4.
ot ['09(2— p)w (439

times.
Due to an arbitrary number of updates performed on everyctijgey might have a different
number of replicas, and the average storage costs pefSueer be expressed as

R
i; (4.37)

WhereRt(') represents the total number of replicas (online+offling)fomanaged object.

The average storage coSsare at the lowest level if the DHT manages immutable data=(
R), and then the formula becomes identical to Formula 4.32.ugper bound is when all objects
are updated at leasty; times:

Srax= R (4.38)

pN

Therefore, managing mutable data can require uptbtimes more space to keep the re-
guested guarantees on the same level as when data are remttsoliny update. For example,
in a DHT with 20% peer availability, managing mutable dataldaake up to 5 times more
space, whereas peer availability is 50%, the storage sysakper peer is only twice as high.

As before, inserting or updating an object generd&keStoreRequesnessages. Before in-
troducing updateslookupmmutable terminates by finding any available replicas. On average,
this happens afteg LookupRequesmessages. Knowing that objects are potentially mutable
increases the costs ddokupnutanie It tries to find all R replicas and returns the one with
highest version number. Thus, enabling updates generates &s many messages by every
l00KU pnutable ON average.

On other hand, measuring peer availability does not depenttie nature of managed data.
Thus, the related costs remain the same as described inSddbi.1.
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4.7 Summary

This chapter has described in detail the replication paittitat provides transparently an arbi-
trary data availability and consistency guarantees in anyo, arbitrarily available DHT. At the
same time, it does not exploit any knowledge on data accetsmpar peer behavior.

Stored replicas can be found when needed only if their lonag known. A usual place for
managing mappings between object IDs and locations whegedte replicated, is the replica
directory. Since DHTSs are fully decentralized, the stdtéhe-art approach cannot be applied.
Instead, we have built the decentralized replica directoryop of a DHT itself. Thanks to the
DHT properties, the keys used for storing the replicas atheasame time their locations. The
mappings between an object key and the replica locatiomsréihlica keys) have been realized
via a globally known function that hashes a combination ¢géctkey and the replica ordinary
number. Using a good hash function like MD5 or SHA-1 guarestthat all replica keys are
practically unique. Also, all replica keys of an object avitg distant from each other in the key
space.

Maintaining the requested data availability and consistan a self-adaptable way requires
peer to be able to add new or remove unneeded replicas of antobfhe keys of additional
replicas must be generated using the same global functibas, The object key and the replica
ordinary number should be attached to a replica value mahaghin the DHT.

After designing the decentralized replica directory, atpeol suitable for guaranteeing high
availability of immutable data was presented. The guashtes been achieved by replicating
data a number of times, hoping that at least one of the replidhbe available when an access is
required. The analysis carried out has shown that the nuoflreplicas exponentially depends
on the requested data availabiliy and the actual peer availabilitg. In order to be self-
adaptable, the main challenge is how to measure the actenbpailability.

If mutable data should be kept highly available and consistmnsistency becomes the main
issue. We have adopted a weak consistency model that, wedikéng approaches, provides
guarantees about the minimal consistency level until gdlicas are eventually updated. An
update overwrites all replicas available at that momenteneas the updated value of offline
replicas will be inserted in the DHT. When an object is re¢gbsthe protocol must return the
freshest available replica. To distinguish old from newlicgpvalues, a version number and
timestamp are attached to the managed replica value. Addlty, the version number helps to
detect concurrent updates on the same object if replicaspatated in a predefined order. The
analysis of the proposed consistency model has shown thatorethip between the necessary
number of replicas, the requested level of data availghdlitd consistency, and the actual peer
availability. Surprisingly, the number of needed replimthe same as when the DHT manages
immutable data.

Next, Section 4.4 presented how to measure the current paiéalaility with high precision,
even without any knowledge of the underlying DHT topologyaiiks to the properties of the
defined decentralized replica directory, peer availabititn be computed by detecting replica
availability. Of course, we are not in a position to probeth# replicas stored in the system.
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In order find how many probes needs to be made in order to gemn#msurement with an
acceptable error rate, we have based our calculations arstige of confidence interval theory.
Besides probing itself, a peer collects the measurementg i the others at a different point
in time. The actual peer availability is then computed byriitta linear curve on the collected
measurement by using the Least Square method.

Solving all the above issues, the peers are ready to adjastumber of replica of locally
stored objects when the peer availability changes. Thestdever replicas stored in their local
storages and calculate the new number of replicas for thengibject, taking into account the
requested data availability and consistency and the medgeaer availability. If it is higher than
before, the additional replicas will be created. On the otamd, if the current situation delivers
the same data availability and consistency with fewer ceglithose not needed will be removed
from peers’ storages.

Finally, an estimation of the protocol’'s overhead was giv&bviously, replicated data re-
guire more storage space. By looking at the communicatide, $he protocol generates more
messages when storing or retrieving an object. In additothat, measuring peer availability
produces a fixed number of messages. The costs of managiadplmand immutable data have
been compared as well. If the same guarantees should beamaimt it turns out that the muta-
ble data can generate, in an extreme case, yp taimes higher storage costs, wherés the
actual peer availability. Usually, the update rate is mumhdr, making the ratio closer to one.
As regards communication costs, inserting/modifying ajectbrequires the same number of
both cases, whereas lookups generate twice as many mesgagethe DHT manages mutable
data.






Chapter

Evaluation

THE protocol designed for the thesis is evaluated in this cliafigebehavior is tested within
various scenarios that check the goals described in SettfthnThe results are obtained
using a custom-made simulator, described in Section 5.i. Highly configurable, allows the
running of many different types of scenarios, and collegtiarious kinds of information needed
to evaluate the protocol’s properties and performance.rdieroto test only relevant cases, Sec-
tion (5.2 defines the values of parameters that should be fisedlff scenarios described in
Section 5.3. Section 5.4 presents a set of criteria usedhfecking if the protocol fulfills the
planned goals.

The results obtained by managing the requested guarameesmutable data are presented
in Section 5.5. A smaller portion of results has already hméslished in [KWR06a, KWRO06b].
Section 5.6 contains the graphs obtained by running ouopobton mutable data, and is an
extended version of results presented in the paper [KWRAIFpraphs are discussed, and the
outcomes of the same scenario on mutable and immutable @atampared. Also, the average
storage costs are compared with the theoretical valuesideddn Section 4.6.

5.1 Simulator

The results were obtained using a custom-made simulatas Ws necessary although sev-
eral peer-to-peer simulators such as PeerSim [JJMVO06]SP2PGKL"05a], GPS/[YAGO05],
3LS [TDO03], or OverSim [GKL 05b] are available. Unfortunately, we have found none afrthe
to be suitable for the planned evaluation. Our goal was totlusesame code for simulations
and later on for real deployment. The protocol is implemérde a wrapper around FreePas-
try [UniO6], an open-source DHT Pastry [RD01a] implemeotatvritten in Java. Due to their
non-Java implementations, P2PSim, GPS, and OverSim weigood candidates. The rest of
the Java-based simulators required non-trivial chang#iset@mplementation of the protocol in
order to run it within the simulator.
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The simulator developed executes the same code that is teduy deployed in a real en-
vironment, i.e. the implementation is completely unawafr¢he existence of the simulator.
The simulator itself acts as the application to the establisDHT and uses a common DHT
API [DZDSO03] for invoking DHT functions.

Every simulation consists of the following steps:

1. DHT creation — a number of peers are deployed.

2. Populating the DHT with a number of objects. They are ieskusing randomly chosen
peers, and replicated transparently using the implemegrtdcol. The initial number of
replicas is obtained from a config file.

3. Running a scenario.

The simulator has a discrete notion of time. Every scenanis a number of time units, and
during each of them, the following actions are performed:

1. Changing DHT topology

Peers whose online session is over go offline, and some atlees prith the probabilityp
come back. Session length is generated by using Poissaoitdlistin, with the given av-
erage session lenghh In order to simulate churns, the simulator can increasesorehse
linearly the peer availabilityp over a given period. The duration of this process, its start
and stop value, and triggering mechanism is configurable.

Each time a peer comes online, it measures the actual peidalbdlity, determines the
number of required replicas, and adjusts the number ofaagplfor locally stored data
according to the mechanism presented in Section 4.4.

2. Measuring actual data availability and consistency

The simulator measures the actual data availability andistancy delivered by our pro-
tocol by trying to access all objects stored at the beginwiihthe simulation. It iterates
over keys of previously stored objects, picks up a randonmerpeer, which then issues
alookup The simulator tracks the latest values of all managed thjend therefore is
able to determine if the value found is up-to-date.

3. Optionally: updating available objects according to firgel distribution.

The simulator can update managed objects according to @&raayluniform distribution.
Although such an update pattern is quite artificial, andlyavecurs in real deployment, it
is a very good stress test for our protocol. If it behaves wedler such conditions, then it
will provide good performance as well, given any other maalistic update pattern.
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5.2 Settings

The main configuration parameters of the simulator are thmebau of peerdN that form the
DHT, the requested data availabilidythe average peer online probabilitythe average session
time A, the initial number of replicaR, the number of replicas to prolmethe history and cluster
length.

These parameters offer a huge number of possible scenargistlate, but only those that
fit the problem described in Section 1.2 will be chosen. Eeiivg high data availability counts
only in real-world applications, and thus the simulatioaisetinto account only 99% data avail-
ability.

Our protocol does not specify any particular requirementpear availability in DHT, and
therefore it should be evaluated both in DHTs with low andhhiger availability. Typical
examples of real peer-to-peer networks with low peer alditg (about 20%) are file-sharing
networks like KaZzaA, Gnutella, or eDonkey. On the other hdhd average peer availability in
the BRICKS community should not go below 50%, and it can besiclemed as high.

DHT sizeN has been fixed at 400 peers, the average sessiomtiam¢hree time units, and
the number of replicas to probeat 30. As stated in Section 4.4, such a number of probes
produces the measurements with a precisioa-0f03 in an arbitrary large P2P network. In
order to be able to react fairly quickly to churns, and yettiiblsave enough data points to build
the regression curve, history length is set to 15 time uaitsl it is clustered into segments of 3
time units.

A major assumption built into the proposed protocol is thiateglicas of an object are stored
on different peers within the network. It mainly influencés fprecision of the measured peer
availability. If this assumption is not fulfilled, the colation of peer online probability and
replica availability is corrupted, thereby influencing @ston. As stated in Sectidn 4.1, this
assumption holds in a fairly large network.

Thus, the size of DHT used in the simulations has not beenech@ndomly. In particular,
our aim was to find a network where the above described effaet dot occur. Thus, a number
of simulations has been performed in order to track errothémeasurements obtained. The
experiments have been done in Iow-availaHﬁiiDHTs of various sizes, managing immutable
data. The rate of measurement error drops with increasitwyank size, and it already stabilizes
for networks with more than 300 peers. To be on the safe sidesinulations should be
executed in a network with at least 400 peers.

Getting accurate measurements requires that peers hauglereplicas to be able to choose
30 replica keys at random. Thus, peers should have enoutibagn their storage. DHTs are
populated withM = 6000 objects, and if the replication factor is greater thgR & 1), every
peer owns more than 30 replicas on average. Hence, a pedeisoafelect enough keys for
probing, and to obtain a good estimation of the actual peaitaility afterwards.

1The peer online probability of 20% has been selected as #wskprobability used in this evaluation and therefore
has been applied consequently on the determination of ttweoresize. This probability sounds reasonable as
compared with the probabilities reported in [SGGO02b].
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Parameter | Value |
DHT sizeN 400
Number of managed objeM 6000
Online session duratiok 3
Requested data availability 99%
Update ratau 10%
Number of replica probes 30
History length 15 time units
Cluster length 3 time units
Simulation length 200 time units
Number of runs per scenario 10

Table 5.1: Set of fixed simulator parameters, used througtheuevaluation

The chosen update distribution is uniform, and each of theaged objects can be updated
at any time with a probability of 10%. This is quite high andikely to happen in real-world
deployment. The BRICKS decentralized storage managesugaretadata such as service
or collection descriptions. Although mutable, they do nbamge so often, i.e. their update
probability is much lower than 10%. However, the selectedatg distribution is good for
carrying out a stressful evaluation. Since our simulatilzsé 200 time units, approximately
120000 updates are performed during every simulation. dfgtotocol behaves well after so
many updates, it will perform at least similarly or bettefimeal-world deployment.

Table 5.1 summarizes values of all parameters that are firedghout the evaluation.

5.3 Scenarios

The next step is to define relevant scenarios, where thestgesis stated in Section 1.2 can be
tested:

« Ability to reach the requested average data availability without knowirgr peailability,
nor data update distributios priori

A DHT with a stable average peer availability over time isategl and data are initially
replicated in a number of replicas and this does not guagghterequested data availabil-
ity. Our protocol should be able to detect this, and increaasenumber of replicas until
the data are available with the requested probability.

« Ability to maintain/recover the requested data availability without knowing peer avalil
ability, nor data update distributica priori
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initial peer Churn Replica numbeln checks if availability
availability type \ duration | initial \ needed| and consistency are
1 20% - - 5 21 reached
2 50% - - 3 7 reached
3 50% - - 11 7 maintained while adjust;
ing storage costs
4 20% - - 30 21 maintained while adjustt
ing storage costs
5 50% 50% — 20% 15 7 21 recovered
6 50% 50% — 20% 100 7 21 recovered
7 20% 20% — 50% 15 21 7 maintained while adjustt
ing storage costs
8 20% 20% — 50% 100 21 7 maintained while adjustt
ing storage costs

Table 5.2: Scenarios used for evaluating the protocol

This can be validated by running scenarios where a stable BxpEriences a churn,

i.e. the number of online peers starts to decrease. Thegugyi determined number of

replicas cannot deliver the requested guarantees any it .churn can be shorter or
longer, but after peer availability stabilizes again, teguested data availability must be
recovered within a short period.

Ability to adjust storage costs

Data should be replicated initially more than is actuallgded to maintain the requested
data availability. The goal is fulfilled if such a situatiandetected and unnecessary repli-
cas are removed.

Unneeded replicas also appear in "negative" churns, i.eenwhore peers come online
during some periods, and consequently peer availabilase@mses. The number of replicas
has been adjusted to the lower peer availability. Howevergrpeers are online now, and
the number of replicas becomes too high for the new peeradilii}. Again, the protocol
behaves well if the storage costs are reduced close to tliedaerinimum.

Based on the goals that our protocol should fulfill, a set ehstios has been defined. Ta-
ble[5.2 summarizes their properties: how peer availabdlgnges over time, what the initial
replication factor is, how many replicas are actually neeteguarantee 99% data availability,
and which particular goals are checked.
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5.4 Criteria

The results obtained are evaluated by constructing theviallg graphs:

» average, maximal, and minimal data availability obtaidadng simulation time

* average error obtained by reaching the requested datialaNify

An error value at the time unttrepresents the average absolute error within the last 20
time units of simulation. When the required data avail&pik achieved, the error should
become low and remain at such a level until the end of the sitioul. Obviously, the
longer the period from which the error is computed, the dlasevalue will be to the
average value achieved throughout the whole simulationweyer, applications could
have different requirements on the obtained error duringesdntervals, and therefore
choosing the suitable window length needed to compute tioe israpplication specific.
Unfortunately, such precise requirements were not availdbring the evaluation.

» average, maximal, and minimal storage costs achievedgmt pompared with the theo-
retical prediction represented by Formulal4.5 or 4.8

In addition to this, we observe generated communicatiotscd$e simulator is able to track
the total number oPeerAvailabilityRequesindStoreRequeshessages per time unit, generated
during peer availability measurements and replica adjestsx The measurement costs should
be stable over time, whereas the humbeBtdreRequesinessages should decrease when the
requested data availability is reached.

5.5 Managing Guarantees on Immutable Data

The scenarios defined in Section 5.3 are executed first on fabieudata. Every simulation
begins by storing all the objects in a DHT. After that, DHTsigged with our protocol work on
managing the data availability at the requested level. énréimainder of this Section, we check
if our protocol delivers the requested guarantees accgrtirthe criteria defined and the logs
collected from the simulation runs.

5.5.1 Stable Peer Availability
Reaching Data Availability

As defined in Scenario 1 and 2 (Table 5.2), objects are raplicanitially fewer times than
actually needed to guaranteeing the requested data dligilalh 99%. In the case of a low-
availability DHT (Figure 5.1), every stored object is replied 5 times. As Formula 4.5 defines,
every object should have at least 21 replicas in order to taaimn availability of 99%.
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Figure 5.1: Scenario 1: low-availability DHT with peer aeility of 20%. Immutable data are
replicated initially 5 times, but at least 21 replicas areded for 99% data availability

Similarly, Figure 5.2 shows results obtained in the higilsgilable DHT, where peer avail-
ability is 50%, and the initial replication factor is 3. Astine previous cases, objects should be
replicated at least 7 times in order to deliver the guarantee
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Figure 5.2: Scenario 2: highly-available DHT with peer &adaility of 50%. Immutable data
are replicated initially 3 times, but at least 7 replicasrageded for 99% data availability

Every scenario was executed 10 times and the values obtheexibeen used to calculate
the average ("average curve"), the maximal ("maximum c¢ynand the minimal ("minimum
curve") achieved data availability across all runs.
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Although data were initially replicated fewer times thamuatly needed, both DHTs enriched
with our protocol were able to detect this, create more oggliof all managed objects and reach
and maintain a level of data availability very close to thguested one. Figure 5/1b and 5.2b
show the development of the average errors during the stioota As it can be seen, the
delivered data availability is slightly below the requestie, i.e. the error is around 0.01. In
both cases, it is already reached after 30 time units.

As it can be seen, the minimum curve on Figure 5.1a is not s@mgmas the other two. The
largest two outliers lay around time unit 80 and 160. As eixgld before, the curve represents
the minimum of data availability at the given time unit obtd across 10 runs. The scenario
simulates a DHT with the average peer availability of 20%.e Heotual value at a given time
unit can vary around the average one. This can have an impatteoactual data availability,
especially if the peer availability is low. For example,hitthumber of replica is determined for
the peer availability of 20%, but in the next time unit it dsoj 14%, the actual data availability
would drop to 0.94. If the peer availability is 50% (Figur@&), the variations of the actual peer
availability do not produce such a big impact on the actutd d=ailability. Hence, the outliers
on the minimum curve are much lower.

As already discussed in Section 4.6, guaranteeing the daialaility generates higher stor-
age and communication costs. Both DHTs do not deliver thpesrdata availability from the
beginning, and therefore more replicas are created, udiréquested availability is reached.
From the costs perspective, the average storage size panpasases, and when the data avail-
ability is achieved finally, remains close to the value sisggg by Formula 4.33. The increase of
storage size can be followed also by looking at the numbeenématedstoreRequesnessages.
Again, after reaching the data availability, the numbeStobreRequestnessages should drop
significantly.

Figure 5.3 and 5.4 present the evolution of storage costigmout the simulations. They plot
three curves: the average (the "average" curve), the méxthe"maximum" curve), and the
minimal costs (the "minimum" curve) obtained within 10 ruife curve "theoretical minimum"
corresponds to the storage overhead predicted by Fornf2@sed it is used for estimating how
close the actual storage costs are .

As expected, the absolute overhead is higher in the lowlabiiily DHT. Nevertheless, the
pattern is the same as in the highly-available DHT. As sooth@glata availability is reached,
the average storage costs become close to the theoretloal vBor Scenario 2, the average
storage costs are a bit below the theoretical value. Reygatie chosen values farand p in
Formula 4.5, the exact number of replicas is 6.7. Of courseeality, it must be rounded to
the next integer. However, due to errors in measuring the aeailability, some peers could
calculate that six (6) replicas are enough. The portion chqueers is not high, otherwise the
delivered data availability will not be close to the reqeesbne. However, the average number
of replicas will be a bit under 7 replicas, and hence the ayesiorage costs are a bit below the
theoretical curve.

The increase of peer storage size can be observed also erar&" curve on Figure 5.3b
and 5.4b. It displays the total number of generated messagjiese, averaged over all runs. As
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Figure 5.3: Scenario 1: generated costs for low-availgbiiHT with peer availability of 20%.
Immutable data are replicated initially 5 times, but att&Xsreplicas are needed for 99% data
availability

soon as the data availability is very close to the requestedthe number of generated messages
decreases significantly. Later on, only some sporadic paaear due to the error in measuring
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Figure 5.4: Scenario 2: generated costs for highly-avel&HT with the peer availability of
50%. Immutable data are replicated initially 3 times, butast 7 replicas are needed for 99%

data availability

peer availability. Namely, the number of needed replR#&Bormuld 4.5) depends exponentially
on the measured peer availabiliyand thus even a small measurement error can cause a change



80 Chapter 5. Evaluation

in computedr, forcing peers to generate mogtoreRequesnessages, and consequently more
replicas. For example, if the previous measured peer ditiifais 20%, but a peer measures
now 18%, the number of needed replicas increases from 21,tarZBtwoStorageRequedbr
every managed replicas will be generated. Additionallg, ¢hange of peer availability comes
from the simulator itself. The simulator guarantees that dlierage peer availability has the
requested value, but the actual value at every time uniesaiound the average one. Therefore,
the actual peer availability can be 18% sometimes @rateRequesinessages will be issued
with a good reason.

The "peeravailabilityreq" curve presents the communicatiost related the measurement of
peer availability. Itis practically constant over time. i@paring two DHTS, they are a bit higher
in the highly-available DHT, because the peer online ratégker, i.e. more peers come online
at every time unit and measure the peer availability aftedaa

After adjusting the number of replicas for locally managégeots, a peer checks which repli-
cas are not under its responsibility anymore. Every timemthe DHT topology changes, some
peers become responsible for smaller or larger part of thiedace. All replicas that are not un-
der peer’s responsibility should be moved to proper desitingpeers — otherwise, they become
unreachable, since the DHT routing mechanism sends rexjelsstwhere. As already stated in
Section 4.6, the traffic generated by moving replicas from peer to another cannot be modeled
in a general case — details about used DHT implementatiopaaid behavior must be known.

The "moves" curve displays how many replicas are moved dDé¢ifbtopology changes. The
obtained results shows what is the nature of this traffic.nintieginning, the data availability
is bellow the requested one. Thus, all peers create a lotwfraplicas that are stored on the
currently available peers. However, these replicas shbalglaced eventually on peers that
have the IDs closest to their keys. Therefore, a lot of moegxphns immediately after replica
creation, because they are moved towards their final déistmavieanwhile, the data availability
is reached and new replicas are not created anymore. Thénieméaffic corresponds only to
the DHT topology change. Obviously, the topology can andsditeange more often when the
peer availability is low. As Figure 5.3b demonstrates, dbdtzes around 1000 messages per
time unit. It means that the routing rules change very ofteRastry when the peer availability
is 20%. Contrary, if the peer availability is 50%, the rogtirules are quite stable, and the
"moves" curve decreases practically to zero (Figure 5.4b).

Maintaining Data Availability

Scenario 3 and 4 (Table 5.2) define a situation when date plieated initially more times than
actually needed for guaranteeing 99% of data availabiliyr protocol should be able to detect
this and to remove unnecessary replicas, while maintaitiiegequested data availability with
a low error.

As Figure 5.5 and 5.6 show, the data availability is mairgdiall the time without any signifi-
cant error. At the same time, the average storage costsadecte a level close to the theoretical
minimum (Figure 5.7a).
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Figure 5.5: Scenario 3: highly-available DHT with the peeaikbility of 50%. Immutable
data are replicated initially 11 times, but 7 would be sudiintito manage 99% data availability
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Figure 5.6: Scenario 4: low-availability DHT with the pesmdability of 20%. Immutable data
are replicated initially 30 times, but 21 would be sufficismmanage 99% data availability
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Since no new replicas should be created, the numb&tafeRequesinessages is very low
(Figure 5.7b). From time to time, some messages are stitrgéed due to peer availability mea-
surement error, but the number of messages is pretty lownfoogé than 200 in the network of
400 peers). The highly-available DHT has a quite stableltggyoi.e. the routing rules changes
slowly. Thus, the number of moved replicas is very low as wak before, the measurement
of the peer availability is independent from the initial liegtion factor, or the peer availability.
The costs remain on the same level as on Figure 5.4b.

As discussed before, an error in measuring the peer avityahiluences the computed num-
ber of replicas significantly in a low-availability DHT. Ceaquently, peers create unnecessary
more replicas and generate higher traffic. This is what happeen we have more replicas than
needed (Figure 5.8b). However, compared with Figure|5.8imescommonalities can be ob-
served. Namely, the number 8foreRequesnessages follows the same pattern as in Scenarios
1 and 2, after reaching the requested data availability.

Conclusion

The previous evaluation shows that the protocol presemigkis thesis is able to reach the re-
guested data availability and to maintain it afterward$wait insignificant error and the storage
overhead very close to the predicted minimum. If peer aliditg is underestimated, and there-
fore data are replicated initially more times than actuaieded, our protocol detects this and
reduces the number of replicas while keeping data avaithabit the requested level.

The clear advantage of a DHT equipped with the protocol piteseis deployment in an
environment whose parameters such as peer availabilitparaell-known or cannot be pre-
dicted well. The protocol itself will add needed/remove eeded replicas, thereby delivering
the defined guarantees.

5.5.2 DHTs during Churn

Scenarios 1-4 are a good testbed for the protocol’s baspepties: ability to reach and maintain
the requested data availability, when data are initialjlicated less or more than needed, and
peer availability is stable. As the results presented iptbgious Section show, the goals defined
in Section 1.2 have been successfully achieved. Howewegdbnarios used are too idealistic —
in reality, peer availability is not stable over time, and c@metimes fluctuate strongly.

Recovering Data Availability

The following experiments evaluate the influence of a churmur replication protocol, i.e. its
ability to recover or maintain the requested data availghéifter or during periods of unstable
peer availability.

The highly-available DHT equipped with our protocol expages a high rate of churn (Sce-
nario 5): the peer availability drops linearly from 50% td@2@uring 15 time units. After that, it
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Figure 5.7: Scenario 3: generated costs for highly-avesl&HT with the peer availability of
50%. Immutable data are replicated initially 11 times

remains at 20%. Before the churn, it was stable as well, amdahuested data availability was
being delivered.
Figure 5.9 demonstrates that we are able to recover datilaiiy shortly after the churn is
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Figure 5.8: Scenario 4: generated costs for low-availgbHT with the average peer avail-
ability of 20%. It manages immutable data initially reptied 30 times

over. Again, three curves show the average, maximum, anshmam delivered data availability.
Markers "churn start" and "churn end" display when the ctatants, and stops respectively.
The error (Figure 5.9b) goes up during the churn phase, beadg as 20 time units after the
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Figure 5.9: Scenario 5: highly-available DHT during a chafra high rate: peer availability
drops from 50% to 20% during 15 time units

churn end, the error drops below0@5. Interestingly, the error peak (0.04) happens out of the
churn period (around 30 time units later). Due to the higlolgon of Y-axis, it looks that the
error increases after time unit 60. However, the averageecon Figure 5.9a demonstrates that
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Obtained Data Availability Error Measuring Peer Availability
(Regression Curve vs. Averaging)
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Figure 5.10: The influence of the technique used for meagéer availability on the obtained
data availability error: building the linear regressiomaivs. averaging (Section 4.4)

the data availability is pretty stable after recoveringnirthe churn. The curve on Figure 5.9b
represents the average error in past 20 time units. Thu$ebgidfinition, it stabilizes slower.

The peer availability measurements rely upon previous oreasents stored in local histories.
The measured values are higher than the actual ones, babaug®irn rate is simply too strong
to be followed. Consequently, an insufficient number of icgid will be created during churn.
Fortunately, the measurement error drops at the end, otlgtadter the churn, and peers are
able to create enough replicas to recover the data avéiabil

Recalling the motivation for defining the proposed measergrtechnique (Section 4.4), we
would like to check if it delivers a lower error rate and reecvthe data availability faster when
a churn happens. Scenario 5 is executed again, but this tienese the protocol that simply
averages all received measurements, as initially propws8éction 4.4. Figure 5.10 compares
the error obtained with the one presented in Figure 5.9b.rifésémal error is much higher now
(0.09 vs. 0.04). Also, availability is recovered a littleda (10 time units later). These results
confirm our expectations: the proposed measurement tashr{iglgorithm/8 in Section 4.4)
delivers a much lower rate of error during churns and consetly the guarantees are recovered
much faster afterwards.

After a successful recovery from the strong churn, it wowddrideresting to see what happens
if the churn is weaker (Scenario 6). We have used the same BHTthe previous experiment,
but this time the churn rate is much weaker: the peer avéitialdrops from 50% to 20% during
100 time units. Interestingly, our protocol has coped veeyl with the churn, and the requested
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Figure 5.11: Scenario 6: highly-available DHT during a chof a weak rate: the peer avail-
ability drops from 50% to 20% during 100 time units

data availability is practically maintained (Figure 5.1fjoughout the churn phase. The error
(Figurel 5.11b) reaches its maximum a2 at the end of the churn phase. The DHT handles
this kind of churn well thanks to the applied measuremento{Section 4/4). During long



88

Chapter 5.

Evaluation

Average Storage Size per Peer Obtained in 10 Runs

500
450
400
350
]
N 300
0
& 250
g
o
& 200
150 : average
iifi maximum
100 frmis minimum e
theoretical minimum -
50 churn start
‘ ‘ ‘ ‘ ‘ churn end ‘
0 20 40 60 80 100 120 140 160 180
Time units
(a) average storage size per peer
Average Number of Messages per Time Unit
peeravailabilityreq
storereq
14000 MOVES
churn start
«» 12000 churn end
S
& 10000
[%]
3]
= 3000
o
& 6000
IS
>
Z 4000
2000
40 60 80 100 120 140 160 180

Time units
(b) communication costs

Figure 5.12: Scenario 5: generated costs for highly-avlEI®HT during a churn of a strong
rate: peer availability drops from 50% to 20% during 15 tinmés

churns, regression curves built have a very precise slopkneeasured peer availability is close
to the real one. Thus, peers are able to react properly, diogvfthe churn.
Figure 5.12 presents the costs generated in the DHT equipipledur protocol given a strong
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churn. As one can see, already during the churn, the peetshstadata availability recovery by
creating additional replicas (Figure 5.12a), until theuiegd availability is reached. After that,
the storage costs remain close to the theoretical minimuma.cbsts generated during recovery
from the weak churn (Figure 5.13a) follow the same pattern.

As demonstrated in Section 5.5.1, the numbeBtdreRequesiessages is correlated with
increasing the average storage overhead. When a churnsptioeiprotocol needs to recover the
previous data availability, and therefore, the number ofsages goes up. If the churn is very
strong (Figure 5.12b), the peak of the "storereq" curve kapvhen the churn is over, and the
peer availability has already stabilized. This is becabheatimber of online peers has decreased
drastically in a short period. Suddenly, the DHT does nota&ionenough replicas of managed
objects, and this is the situation that we already had in &@n 1 and 2. Thus, a part of the
graph after "churn end" and the curves in Figure 5.3bland &rdlsimilar, and the discussion
about the number ddtoreRequesind "moves” messages still applies.

During and after the strong churn only a smaller number ofpeemes online and adjusts
the number of replicas locally. However, recovering therage data availability requires that
more peers become available, measure the new peer avgilabitl react appropriately. Such a
process is much longer than the duration of the strong cHarnontrast, if the churn is slower
(Figure 5.13b), many peers have the chance to come onlimegdine churn, and the guarantees
can be maintained.

As in the scenarios without churns (Scenarios 1-4), the @osteasuring current peer avail-
ability does not depend on system properties such the apaealavailability, or DHT size. It
depends only on the measurement precision we want to achiésedefined in Section 5.1,
peers measure the average peer availability immediatedy @dming online. Therefore, the to-
tal number ofPeerAvailabilityRequeginessages per time unit is related to the number of peers
that do measurements. The "peeravailabilityreq" curve ignre[5.12b and 5.13b demonstrate
this statement: the measurement costs are quite indepefidenthe initial settings, and the
obtained data availability. It depends only on the peemendirrival rate. Before the churn, the
arrival rate is higher than afterwards, and thus the numb&eerAvailabilityRequeshessages
is lower after the churn.

Maintaining Data Availability

As expected, a "negative" churn of any kind (Scenario 7 andb8p not have any effect on the
availability of data provided. However, if peer availatyilincreases, fewer replicas are needed to
maintain the same data availability, and, as in Scenariad®astorage costs could be reduced.
Figurel 5.14a and Figure 5.15a demonstrate the evolutioneo$torage costs in DHTs where
the average peer availability increases over time. Ouropaitis able to detect the new stable
situation, and to reduce the number of replicas accordinglythe same time, the number of
measurement messages remains stable (Figure 5.14b and|Bigiab). The number of replicas
moved is insignificant, because increasing peer avaitglsitabilizes the DHT routing rules.
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Figure 5.13: Scenario 6: generated costs for highly-abkl®HT under a churn of a strong
rate: the peer availability drops from 50% to 20% during li@@etunits

Conclusion

This Section has tested if the proposed protocol can hardlens that appear very often in
reality. The results presented show that data availaluiéitybe recovered to the level it was being
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Figure 5.14: Scenario 7: generated costs for low-avaitgllHT under a "negative" churn of
a strong rate: the peer availability increases from 20% & 8Qring 15 time units

delivered at before after the strong churn is over. If therohmate is weaker, data availability is
practically maintained throughout the whole churn period.
Also, measuring peer availability by building regressiamves is justified. It is compared
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Figure 5.15: Scenario 8: generated costs for low-avaitglIHT during a "negative" churn of

a weak rate: the peer availability increases from 20% to 50%nd 100 time units

with a protocol that calculates the peer availability jugtaveraging collected measurements.
The results obtained confirm that the technique delivers feer error rate during churns and
consequently makes recovery of guarantees much faster.
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Finally, we have observed how our protocol can deal with ayatige" churn of an arbitrary
rate. It does not have any influence on the data availabiibpvever, if peer availability remains
stable some time after the churn, the number of replicasdisaed,thus freeing space in peer's
storages.

5.6 Managing Guarantees of Mutable Data

A facility for updating already stored objects is esserfiimlmany applications. Therefore, the
same set of scenarios is executed again, but this time alipupdates.

5.6.1 Stable Peer Availability
Reaching Data Availability

Scenario 1 and 2 are executed again, allowing that the mdrdaga can be modified with the
given update rate. As in the previous Section, the DHT eadppith our protocol should detect
that the requested data availability is not delivered, ardte more replicas of managed objects.
At the same time, access to updated objects must returntdet lmlue with the probability of
99%.

Figure/5.16 and 5.17 show the results achieved. The reqdaéal availability is reached,
while keeping consistency at the requested level with aigmificant error rate. In order to
see if updates produce any additional effect, we comparer€&i§.16b with Figure 5.1b and
Figure 5.17b with Figure 5.2b. The time needed for delivgtime guarantees is much the same,
i.e. allowing updates does not influence it. However, outqmol maintains data availability
closer to the availability requested, if data are modifiedrduthe simulation. This is a positive
side-effect of a high update rate. Modifying an object reggiupdating all its available replicas,
and inserting the new version of those currently offline. Ashave seen in Section 4.6, the total
number of replicas is higher thaenabling the delivered data availability to be even closer t
the requested one.

By comparing the cost side (Figure 5.18a and 5.19a) with & af managing immutable
data (Figure 5.3a and 5.4a), one can notice similar behaVioe increase of storage overhead
follows the same pattern: it increases significantly at thgifming, but soon after reaching
the requested data availability, its size stabilizes. Méara mutable data produces a higher
overhead, but still much lower than the theoretical maxinafined by Formula 4.38. Obsolete
replicas are eventually removed, either when the topoldwnges, or during peer availability
measurements. As Figure 5.18a and 5.19a show, the actuslaresapproximately 2.6 and 1.6
times higher than the predicted minimum defined by Formu88.4.

The number of replicas of an object increases with the nurobeipdates performed, but
its maximum is bounded t% (see Sectioh 4.6.2). Thus, the average storage size depands
the actual objects’ update probability. The higher it i ttioser average storage size is to
the defined maximum. To confirm that, Scenario 1 is executelitiadally with an update
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Figure 5.16: Scenario 1: low-availability DHT with peer dahility of 20%. Mutable data are
replicated initially 5 times, but at least 21 replicas aredwed to ensure 99% data availability.
The update distribution is uniform with a probability of 1q%cenario 1)

probability of 20% and 5%. The average storage size incses&100 replicas per peer for the
higher update rate. Reducing the update probability to 5%esmg@eers keep only about 700
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Figure 5.17: Scenario 2: highly-available DHT with peerimlality of 50%. Mutable data are
replicated initially 3 times, but at least 7 replicas aredeskto ensure 99% data availability. The
update distribution is uniform with a probability of 10% &wario 2)

replicas in their storages.
Measuring peer availability (the "peeravailabilityregiree in Figure 5.18b and 5.19b) gen-
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Figure 5.18: Scenario 1: generated costs for low-avaitgliiIHT with the peer availability of
20%. Mutable data are replicated initially 5 times

erates the same volume of messages as before (Figure 5.8bddndi.e. it is not influenced by
updates.
More replicas are moved around (the "moves" curve) than whanaging immutable data.
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Figure 5.19: Scenario 2: generated costs for highly-abkEl®HT with peer availability of
50%. Mutable data are replicated initially 3 times

This is due to a higher number of replicas managed by thersystee new replicas are created
for two reasons: peers want to achieve the requested datalalty, and objects are updated
frequently. With every topology change, some old versiorsimaceive missed updates. As
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described in Section 4.3, this is realized by moving the nerien towards the old one. Since
the update rate is fairly high, peers are constantly movemicas towards their old version.
Someone could say that this traffic is too high, but the nuroberoved replicas represents only
about 3% of all managed replicas in the DHT.

To confirm that the number of moved replicas depends on thigegpyppdate rate and stability
of the underlying DHT, Scenario 1 is executed, varying thdatp rate and the online session
time. Figure 5.20a demonstrates that the number of movéidaspncreases with an increasing
update rate. On other hand, if a peer's sessions are lorfgeDHT topology becomes more
stable, and therefore the number of moved replicas deease

As one can see, the numberStforeRequeshessages goes up during the period of reaching
the guarantees, but afterwards it does not disappear fllytae case when data are not modified
at all (compare to Figure 5.3a and 5.4a). The traffic is egfigatisible in the low-availability
DHT (Scenario 1). There are two reasons for this. The stomagehead is 2.6 times higher
than before. If the measured peer availability is lower tti@actual one, a peer could wrongly
decide (especially when the peer availability is low, seerftda 4.5) to create additional replicas
of all objects locally owned. In combination with the higtstorage overhead, the number of
StoreRequesnessages becomes higher too. Second, it seems that a higie wat influences
the precision of the defined measurement mechanism, makingrtor rate higher. To confirm
or reject this doubt, we have calculated the cumulative aodlby distribution of the achieved
error by measuring peer availability under different ugdedtes. Figure 5.21 shows that the
update rate does have an influence on the obtained error. Aanveee, if the update rate is low
(5%), the error is almost the same as when data are immutdbigever, by increasing the rate,
the chances of having a higher error rate increase.

Thus, we can conclude that the numbeBodreRequess higher when mutable data are man-
aged only due to the the update rate (10%)applied, becaasgtdtage overhead also depends
on it.

Managing Data Availability

It would be interesting to see how our protocol performs wtteminitial number of replicas
is higher than needed (Scenario 3). As shown in Section|5dbidiprotocol has been able to
manage the availability of immutable data while reducirgribmber of replicas to the minimum
needed.

If we manage mutable data, data availability and consigtane preserved, but the storage
costs are somewhat different (Figure 5.22a). Due to the ingglate rate they cannot be close to
the minimum any more, but remain fairly stable and on the slawed as in Figure 5.19a.

Since Scenario 2 and 3 are based on the same DHT, the numbewetirmessages and the
costs of measuring peer availability are at the same leviebih cases (see the curves "moves"
and "peeravailability" on Figure 5.22b and 5.19b). Datalakdity and consistency are deliv-
ered from the beginning in Scenario 3. Thus, the numbeBtofeRequesinessages is much
lower than in Scenario 2. As before, the later activitiesratated to the error in measuring peer
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Figure 5.21: The cumulative probability distribution oktlobtained error rate by measuring
peer availability in Scenario 1 as a function of differentage rates: no updates, 5%, 10%, and
20%

Conclusion

This Section has shown that the protocol presented in te&slis able to reach and maintain the
requested availability and consistency levels even if tiaged data are mutable. Moreover,
it demonstrates that this is feasible under a high updage-rasually much higher than a real
one. The price has been payed on the cost side. The storadeasids higher than before, but
it depends on the update rate applied . Even with an updaefadt0%, it is far away from the
predicted theoretical maximum. Updates increase the nuoflyeplicas being managed in the
DHT. Thus, a change of DHT topology makes more replicas cktels for moving. Due to a
measurement error, a peer could decide to create additiephtas of all objects managed in
its local store. Since the number of locally stored replisakigher, the generated traffic will
be higher too. Finally, as one might expected, the cost ofsomarag peer availability does not
depend on the nature of managed data; it is on the same lewbleassupdates were not allowed.

5.6.2 DHTs Under Churn

Recovering Data Availability

The previous tests have confirmed that a DHT equipped withieplication protocol can reach
the requested data availability and consistency, whileagiay mutable data under a high update
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Figure 5.22: Scenario 3: generated costs for highly-avEI®HT with the peer availability of
50%. Mutable data are replicated initially 11 times (Scenay

rate. The following simulations go a step further; they tetite requested data availability and
consistency can be recovered after or maintained duringienckvhile managing mutable data.
The update distribution remains the same as in the previeasd.
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Figure 5.23: Scenario 5: highly-available DHT during a c¢haf a strong rate: the peer avail-
ability drops from 50% to 20% during 15 time units. Mutablgadare subject to updates ac-
cording to the uniform distribution of 10%

The protocol is first tested during a strong churn (Scenarid be error (Figure 5.23b) reaches
its maximum (0.02) approximately 5 time units after the chend. Compared to the case when
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updates are not allowed (Figure 5.9b), the obtained erdomier. This is due to the high update
rate. Every update creates more replicas, increasing thecels of finding at least one of them
online.

The evolution of the average storage size is as expectedréffy24a). It goes up until the
requested levels of data availability and consistency easehred. Afterwards, it remains stable
and on the same level as in Figure 5./19a. The number of ged&taireRequesnessages (Fig-
ure 5.24b) follows the pattern seen already. During thewegophase, it increases significantly,
because additional replicas need to be created. After irggtie guarantees, it decreases to the
same level as in Scenario 2 and 3. The reasons for such a belaagigiven in the previous
Section. The other two curves are much the same as thoseureBdL2a. Only the number of
moved replicas is higher due to the high update rate.

As one might expected, managing mutable data during a wedkegn produces better re-
sults. The average error (Figure 5.25b) is not higher th@%).and most of the time much
lower. Thus, the requested data availability and consistenmaintained practically throughout
the whole simulation. These are better results than thasmémaging immutable data (Fig-
ure/5.11b). Again, updating objects increases their aviitha

The generated costs (Figure 5.26a) follow the previouslgutised patterns.

Managing Data Availability

Scenarios 7 and 8 explore the possibility of having "negativurns” in a DHT, i.e. periods when
the average peer availability increases. Such a situaties dot affect the data availability and
consistency guarantees, since the number of replicas warpwted for a lower peer availability.
However, if the new peer availability remains stable oveorgkr period of time, there is no
need to keep so many replicas in the DHT; the same data alitylab achieved even with
fewer replicas. Figure 5.27a shows the change of the staraggs in the DHT equipped with
our protocol. It is able to detect the new stable situation ® reduce the number of replicas
accordingly. The results for Scenario 8 (Figure 5!28a) ardlar.

Removing unnecessary replicas also decreases the numisplioks that are moved due to
the DHT topology changes (Figure 5.27b and 5/28b). The measnt costs do not differ from
those in Figure 5.14b. The "storereq" curve shows the agtiltie to errors in measurement. At
the beginning, the peer availability is low, and the systemtains much more replicas (304000)
than after the churn (64000). Therefore, any measurementt groduces much higher traffic
before the churn.

Conclusion

This Section has tested if our protocol can recover or mairtkee requested data availability and
consistency while allowing updates. Depending on the @pdde, the guarantees are delivered
with at least the same error rate as when data are immutableighfer update rate can only
make the error rate smaller. On other hand, modifying obfeote frequently increases the
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Figure 5.24: Scenario 5: generated costs for highly-abkal®HT under a churn of a strong
rate: the peer availability drops from 50% to 20% during badtiunits. Mutable data are subject
to updates according to the the uniform distribution of 10%.

storage overhead and the traffic related to moving replicastd topology changes and creating

additional replicas.
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Figure 5.26: Scenario 6: generated costs for highly-avlEI®HT during a churn of a strong
rate: peer availability drops from 50% to 20% during 100 tiométs. Mutable data are subject
to updates according to the uniform distribution of 10%

5.7 Summary

This chapter has presented the results of the experimeattaithed to test whether our protocol
can deliver the high availability and consistency of dataagged in a highly dynamic DHT with
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Figure 5.27: Scenario 7: generated costs for low-avaitsddHT under a churn of a strong
rate: the peer availability increases from 20% to 50% dufibgime units. Mutable data are
subject to updates according to the uniform distributiod @¥o.

arbitrary and previously unknown peer availability.
For this purpose, a simulator was written. It allowed us 8 thfferent important scenarios in
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Figure 5.28: Scenario 8: generated costs for low-avaitsdDHT under a churn of a strong
rate: the peer availability increases from 20% to 50% dudifi@ time units. Mutable data are
subject to updates according to the uniform distributiod @¥

a convenient way. A great deal of system information has loeélacted into log files used later
for plotting various graphs. The results obtained can bensarized as follows:
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A DHT equipped with the proposed protocol is able to reachinain and recover the
high availability and consistency of both mutable and imehig data

Guarantees are delivered without knowing peer availgtit advance and independently
of the initial replication factor, and the actual updatesrat

Updates reduce the error between the achieved and redupsieantees

The requested data availability and consistency are @iaigd during weak churn with an
acceptable error

The storage overhead introduced matches the predicted one

Updates increase the storage overhead. However, everawitih update rate of 10%, it
is around 2.6 times higher compared to the case when imneutith are managed in a
low-availability DHT

The costs related to measurement of peer availability mig¢p® the requested precision
only

Higher update rates(5%) decrease the precision of the measured peer avayabilit

An error in measuring peer availability could generateagded requests to add new repli-
cas. If data are updated with a higher rate, such unwantfit isaincreased additionally

The number of replicas that are subject to being moved daddpology change depends
on the update rate and the online session duration
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Conclusion

THIS thesis has demonstrated how high availability and conwigtef data can be achieved
and maintained in a dynamic DHT. The replication protocdigeed is informed during
the deployment phase of the data availability and consigtgnarantees that should be delivered
at run-time. At least once per online session, every peesurea the actual peer availability in
the DHT, and based on the obtained value the replicationfacthe locally managed data will
be potentially adjusted in order to meet the requested gteea.

The solution presented is fully decentralized and requiesdvanced knowledge about the
underlying DHT in advance. It adapts to an arbitrary peeilabiity and recovers the requested
guarantees shortly after churns. If the churn rate is lomaintains them all the time. Clearly,
deploying a DHT equipped with our protocol brings advansaigeenvironments whose nature
is unknown or hard to predict. The protocol ensures that Higa availability and consistency
will be achieved without the need for external assistanae-@onfiguration.

6.1 Achievements

Every replication protocol needs to manage mappings betweg#icas and their locations in the
system. This is provided by a replica directory, usuallycpthon a reliable, dedicated machine.
DHTs deployed in practice do not allow such a configuraticegduse all participating peers
are fully autonomous and unreliable. Therefore, the firgp dbwards defining the protocol
presented in this thesis has been designing the deceattatiplica directory. It is built on top
of the DHT, where replica location is equal to a key under Wwhiw replica is inserted into the
system. Hence, instead of keeping the mappings in a cetaed,they are managed by using
a key generation function known by every peer. It correlae®bject key with all its replica
keys, i.e. by knowing an object key (provided by the appiwgt{ we are able to compute all
replica keys just with the local knowledge. Afterwards,liegs could be accessed according
to some logic. As the evaluation shows, the defined key géaerrenechanism ensures that a
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peer manages only one replica of an object with a very highatsiity. Otherwise, the requested
availability and consistency could never be guaranteethume determining the right replication
factor is based on this assumption.

We have focused on guaranteeing a high availability of dataaged within the DHT assum-
ing that they are not modified at all after insertion. To aehithis transparently, data are stored
a number of times in the DHT. Later on, when they are about tadeessed, it is enough to
find any of the replicas. The analysis performed has showndibizrmining the right number
of replicas depends on the pre-configured data availalifitythe actual peer availability. Since
the peer availability can and does change over time, maintadata availability at the requested
level requires measuring the actual availability of peard adjusting the replication factor of
managed data accordingly.

Afterwards, we relaxed the settings by allowing managenoémhutable data. Hence the
protocol has been extended to additionally deliver highstsiancy of modified data. The con-
sistency model designed belongs to the group of weak onésintike the others, it provides
arbitrarily high probabilistic guarantees on the consisyeof available data until all replicas are
eventually synchronized and data are fully consistentid@ssupdating all available replicas at
that moment, achieving such guarantees is only possibleifew version of offline replicas
is inserted into the DHT as well. The obsolete replicas arelsyonized by using the push ap-
proach: the peer that has the new version informs the peenthnages an old version about
missing updates. Since data are potentially mutable nodinfinust any of the available repli-
cas is not sufficient when data are requested. Instead, tiiecpt returns the replica with the
highest available version number. The number of replicasshould be modified/inserted does
not differ from the case when immutable data are managedh®ather hand, the total number
of replicas of an object is higher now. It depends on the applipdate rate, but has an upper
bound.

The existence of the version number helps to coordinateweemt updates. An update in-
crements the version number of the previously accessedtolfiéso, replicas are addressed in
a predefined sequence. Therefore, the version nhumber wthdsame across all concurrent
updates on an object. The proposed coordination allows améyupdate to get through. The
rest of them fail and must be compensated by the applicati@mce, a replica update will fail
if it already has the same version number.

A very important outcome of the previous analysis showstttiatreplication protocol can be
self-adaptable to environment settings only if it is ablenteasure the actual peer availability
and adjust the number of replicas of managed data accordittietformulas derived. We are
unable to probe a peer directly, because the protocol cagsadbe DHT only by using the
standard DHT functions that are not aware of the underlyompliogy. Thus, peer availability
is measured indirectly via replica availability. Under asamption that all replicas of an object
are managed on different peers in the DHT, peer and replia#adility should be equal. Based
on replicas managed locally, a peer can check if other r@pla¢ an object are available as well.
We are fully aware that absolute precision cannot be actiie¥éus, based on the confidence
interval theory, we determine the number of probes thatffecént for obtaining measurements
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with an acceptable error. To additionally reduce the nunabexchanged messages, probing is
done in two steps. Every peer checks first the availability iinited number of replicas. Along
with the answer about replica availability, the peer gdtmaasurements known by the peer that
has received the probing request. These measurements decaindifferent points in the past.
Afterwards, the peer has enough information to calculaegotter availability precisely. A linear
curve is fitted to the collected measurements using the L®@sare method. Its value at the
moment when the peer performs the measurement defines tlemicpeer availability.

Finally, the replication protocol proposed in this thesas been fully evaluated against the
defined goals. The results have shown that it reaches, riraingand recovers the pre-configured
data availability and consistency in a DHT with an arbitrand unknown peer availability. The
guarantees are delivered both in cases of immutable andbiaudata, even if the update rate
applied is fairly artificial and high. Peer availability iseasured with the expected precision,
and the storage and communication overhead introducedhnlaécmodels developed during
the analysis phase.

6.2 Limitations

The self-adaptation of the proposed replication protoetiés upon the ability to measure actual
peer availability with a high precision (i.e. the maximurtoaled errord with high probability).
On the other hand, the defined measurement technique is bagbd following assumptions:

» A peer manages not more than one replica of an object witlmahigh probability

» A peer manages enough replicas used as the basis for p@birfficient number (depends
on the maximum allowed err@) of randomly chosen replicas

If they are not fulfilled, the obtained values, respectivabftivered guarantees will not be
achieved, i.e. the error will be higher. During the condtiut of the evaluation scenarios, we
have seen that the first assumption does not hold if the DHmaller in size (less than 100
peers). As expected in the BRICKS project, the number ofpsieould be significantly larger.
Similar to this, DHTs already deployed in practice are ugualuch larger. Hence, the first
assumption will not be violated in regular cases.

The validity of the second assumption depends on the nunfibeplicasSmanaged by a peer,
previously determined replication factBr and the number of probesneeded for the requested
precision. If(S—1)R < n, the peer is not able to select enough replicas for probihgisTit will
refuse to perform the measurement at all, because the tegua®cision cannot guaranteed. If
measurements cannot be made, adjustment of the replidatitor cannot be carried out, and
the requested guarantees cannot be delivered fully.

As the evaluation carried out in this thesis has shown, pgBi0 randomly chosen replicas
delivers fairly precise measurements. Even in a highhyilable DHT, the number of replicaR
per an object is usually greater than 5. Thus, as soon as @ner@ replicas in its storage, the
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peer would be able to measure precisely. Usually, DHTs n@amaggh volume of data. The
scenario defined in the BRICKS project should keep a largefsattadata in the decentralized
XML store as well. Hence, the assumption will remain, ancisien will not be influenced.

6.3 Future Research

The research presented in this thesis has proposed theaapptat solves the problem described
in Section 1.2. However, we should not stop here. Futurearebeshould address the detected
drawbacks and issues that were not fully or not at all in tleei$oof the thesis:

Solving the detected limitations As stated in the previous Section, peer availability measur
ments could sometimes be imprecise due to the lack of a srfficumber of replicas managed
by a peer. In order to avoid high error in such a situation,tteasurement mechanism should
take into account the available knowledge about the unidgrl®HT topology, i.e. known peer
IDs. They could be gathered from received or forwarded ngEssavith the DHT. Later on, peer
availability could be checked directly (e.g. pinging) alamith the existing replica probing. The
challenge is to develop a mechanism that allows a peer tegasghmany peer IDs as possible in
a fully decentralized way with moderate costs. At the same tiit should be investigated how
this influences peers’ privacy and what a strategy to pratést

Influence of history and cluster length on the measurement pr ecision The thesis has de-
scribed roughly how changing the history and cluster lemgfiiences the measured peer avail-
ability. To understand all effects fully, a detailed an@yis needed. The relationships between
them and the time needed to reach/restore the requestednteres should be found. In addi-
tion to that, it could be interesting to see if the cluster aigdory length could change during
run-time, i.e. would this deliver better system performesic

Faster recovery from churns by predicting peer’s behavior The measurement technique
proposed in this thesis constructs a curve that fits probeg do different point in past. As
the evaluation has demonstrated, it helps to follow chugnds and to get more accurate peer
availability. The fitted curve allows us potentially to looko the future and see what the peer
availability is going to be. It would be very interesting teesif this could be used for making
recovery from churns faster. The main challenges are hoveterchine how far into the future
we could look, and how much we could trust the predicted value

Protocol evaluation during multiple, arbitrary churns The evaluation done in this thesis has
shown that we are able to recover and/or keep the requestedrgaes during or shortly after

the end of the churn. Further evaluation should take intsictamation scenarios where multiple,

arbitrary churns appear in the DHT. It should be discoverbitivchurn patterns are not handled
efficiently. If possible, potential improvements shouldsoggested.
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Delivering the requested guarantees during DHT bootstrap The work done in this thesis
assumes that a DHT of a given size is deployed first and thenmanurat of data is inserted
into it. It would be interesting to observe how the protocehaves if applied to a DHT that is
bootstrapped from scratch and whose size (i.e. number titipating peers) and amount of
managed data increase over time. Experiments should bewdtimearious distributions that
describe how the number of participating peers or the amaoiuminaged data change over time.

Improving performance of data access The research presented has not focused on optimiz-
ing the data access times. The data placement has been Edentte underlying DHT im-
plementation. Future research should investigate if tpéaaion protocol can optimize it for
common data access patterns. The challenge is to defindegsgtthat is independent from the
routing mechanism of the underlying DHT implementation.
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